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About this book

The NetIQ Self Service Password Reset provides conceptual information and step-by-step guidance 
for installation tasks.

Intended audience
This book contains detailed information for individuals responsible for deploying, installing, and 
upgrading Self Service Password Reset. This book is intended for system administrators the have a 
high level of understanding of the tasks listed below. This book provides detailed information about 
Self Service Password Reset but it does not provide detailed information about these tasks.

Systems Administrator 
Performs the following tasks:
 Deploying Self Service Password Reset across a distributed network.
 Configuring and managing an LDAP directory and a database.
 Configuring language, connectivity, and authentication settings to ensure that users can 

access and reset passwords without generating a help desk call.
 Correlating business administrator and data administrator needs by keeping the People 

Search Module up to date.
 Integrating Advanced Authentication, Identity Manager, Client Login Extension, and Access 

Manager with Self Service Password Reset.
 Managing virtual and Cloud systems.

Other information in the library
The library provides the following information resources in addition to this guide:

Release Notes 
Provides information specific to this release of the Self Service Password Reset product, such as 
known issues.

Administration Guide 
Provides details configuration tasks specific to this release of Self Service Password Reset.

Videos 
Provide supplemental information about using Self Service Password Reset. For more 
information, see the Micro Focus Self Service Password Reset Playlist.
About this book 7

https://www.youtube.com/playlist?list=PL8yfmcqTN8GGyKZ7_akvzAAjmIneyJXW1


8 About this book



1 1Self Service Password Reset overview

Self Service Password Reset is a web-based password management solution. You can deploy Self 
Service Password Reset to any web server or application server that supports a web archive. It 
eliminates users’ dependency on administrators’ assistance for changing passwords. It brings higher 
returns by reducing the cost and workload of the help desk. It allows you to ensure that all 
passwords in the organization comply with established best practice policies.

Self Service Password Reset also provides enhanced security. The user gets authenticated through a 
series of questions and answers known only to the user. During password reset, Self Service 
Password Reset uses a challenge-response authentication method to authenticate the user. You can 
store the challenge-response information in the back-end directory, external database, or local 
database. Users can change or reset their password and reset any forgotten password by using the 
configured challenge-response information.

Self Service Password Reset increases a user’s productivity by synchronizing changed passwords, 
eliminating the need for users to wait for password resets and account unlocks. At the same time, 
the help desk can perform tasks more critical than password resets.

To learn more about Self Service Password Reset, see the following:

 Section 1.1, “Self Service Password Reset key features,” on page 9
 Section 1.2, “Self Service Password Reset architecture,” on page 10
 Section 1.3, “Understanding challenge-response storage methods,” on page 12

1.1 Self Service Password Reset key features
Self Service Password Reset provides the following key features and benefits:

 Easily change passwords: Users can change their password without the help of an 
administrator.

 Reset forgotten passwords: Users can reset their passwords by answering challenge questions 
configured by an administrator. Self Service Password Reset stores the challenge questions and 
the users’ responses for when they forget their password.

 Recover forgotten user name: Users can easily search for forgotten user names by using the 
search filter that is configurable by administrators.

 Configure challenge-response authentication: Administrators can configure a set of challenge 
questions for the users. The questions can include random and required questions. The first 
time users log into Self Service Password Reset, it prompts users to provide answers to these 
questions. Users can reset their password by answering the same questions they saved earlier.

 Self-Registration for new users: New users can self-register, saving time and money.
 Activate user accounts: Administrators create or provision LDAP accounts for the users, then 

the users claim these accounts for the first authentication and set a password through the 
Activation module.

 Edit profile: Users can view and update their profiles.
Self Service Password Reset overview 9



 Search for people: Users can search for their information as well as search for information 
about colleagues. Users can perform interactive wildcard searches.

 Simplify Help Desk support: The Help Desk Module simplifies administrative tasks, such as 
resetting passwords, clearing intruder lockout, unlocking user accounts, and debugging user 
information.

 Create password policies: Administrators can use password policies to enforce restrictions on 
the types of passwords that users can create.

 Generate usage and lockout reports: Administrators can generate reports for intruder lockout, 
daily usage statistics, and online log information for debugging purposes.

 Supports localization: Self Service Password Reset provides an easy way to add new languages. 
Self Service Password Reset provides default localization support for English, Canadian English, 
Canadian French, Catalan, Chinese Simplified, Chinese Traditional, Danish, Dutch, Hebrew, 
French, German, Italian, Japanese, Polish, Portuguese (Brazilian), Spanish, Swedish, and 
Norwegian.

 Easily customized: Administrators can easily customize Self Service Password Reset to integrate 
with external web authentication methods as well as integrate with Identity Manager to add 
automated workflows and account claiming support.

 Easily integrated: Self Service Password Reset easily integrates with a number of our products. 
It integrates with Access Manager, Advanced Authentication, Client Login Extension, and 
Identity Manager.

1.2 Self Service Password Reset architecture
Self Service Password Reset is a web-based application that can be deployed to any web server or 
application server that supports a web archive. This means you can deploy Self Service Password 
Reset on-premise or in the Cloud.

Self Service Password Reset consists of the following components depicted in Figure 1-1:

 User accounts (LDAP): The LDAP directories contain the user accounts Self Service Password 
Reset manages. The types of LDAP directories that Self Service Password Reset supports are 
Active Directory, eDirectory, and Oracle Directory Server.

 Tomcat server: As you can see in Figure 1-1 on page 11, the Self Service Password Reset 
application must run on a web server, such as a Tomcat server. If you use the appliance or 
Windows deployment, Tomcat is included. If you use the WAR file to deploy Self Service 
Password Reset, you must have a Tomcat web server running.

 Self Service Password Reset: Self Service Password Reset is a Java-based web application that 
contains the following items:
 Administration Console: Self Service Password Reset contains a web-based administration 

console. Administrators use the administration console to configure Self Service Password 
Reset, to view recent log events, download the current XML configuration file, manage 
certificates, and export or import the contents of the local database.
If you are a help desk administrator, it allows you to manage user accounts, passwords, and 
reset intruder lockouts.
You can also programmatically connect to Self Service Password Reset through REST 
Services. For more information, see the Self Service Password Reset REST Services 
Reference.
10 Self Service Password Reset overview
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 Users web pages: Self Service Password Reset provides a web interface for users to 
manage their passwords. Users access the interface through a browser that is supported on 
a desktop or a mobile device.

 LDAP directories and External Database: Self Service Password Reset stores the user challenge-
responses in LDAP directories or external databases. Self Service Password Reset provides the 
local database for testing purposes only. Use an external database or an LDAP directory in 
production environments to store the users’ challenge-responses.
Self Service Password Reset supports Microsoft SQL Server, PostgreSQL, and Oracle.

 Secure communications: By default, the appliance and Windows deployments communicate 
over HTTPS. The communications for the WAR file deployment depends on how you have your 
Tomcat web server configured.

Figure 1-1   Architecture of Self Service Password Reset
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1.3 Understanding challenge-response storage methods
Self Service Password Reset supports the following locations to store users’ challenge-responses:

 LDAP directory
 External database
 Local database (test only)

WARNING: Do not use the local database in a production environment as there are no methods 
to make the local database storage redundant, nor are there optimal backup methods available 
for the local database.
The local database storage limit is 102,400 bytes (1024 * 100 bytes).

You can configure Self Service Password Reset to use any of the locations mentioned earlier to save 
users’ challenge-responses. When a user attempts to recover a forgotten password, Self Service 
Password Reset reads the location that you have configured. Self Service Password Reset reads each 
configured location until it finds the relevant policy in the order that you specify during 
configuration.

A valid policy must meet the requirements of the user’s current challenge-response 
policy.Challenge-responses are stored in the locale that the user’s browser selects during configuring 
responses. During the forgotten password recovery process, Self Service Password Reset uses 
answers in the same locale regardless of browser locale settings. Self Service Password Reset uses a 
standardized XML format to store answers. Depending on the configuration that you set for the 
Responses Storage Hashing Method setting, Self Service Password Reset stores answers as plain text 
or one-way hashed (encrypted) by using PBKDF2WithHmacSHA512 by default and the following as 
configurable options:

 None (Plain text)
 MD5
 SHA1
 SHA-1 with Salt
 SHA-256 with Salt
 SHA-512 with Salt
 PBKDF2WithHmacSHA1
 PBKDF2WithHmacSHA256
 PBKDF2WithHmacSHA512
 BCrypt
 SCrypt

Self Service Password Reset can read password and challenge policies from eDirectory. After saving a 
user’s challenge-response answers, Self Service Password Reset can optionally write the challenge-
response answers to the NMAS challenge-response format in addition to the configured methods. 
This enables interoperability of Self Service Password Reset with other products such as Novell Client 
for Windows.
12 Self Service Password Reset overview



NOTE: Self Service Password Reset does not save help desk challenge-response answers to the 
NMAS. Self Service Password Reset always considers the NMAS-stored responses as additional 
responses. Self Service Password Reset prefers to read and is required to store the responses in one 
of the non-NMAS formats to utilize the additional features of Self Service Password Reset responses.
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2 2Planning to install Self Service Password 
Reset

Self Service Password Reset helps simplify the management of users’ credentials. You must plan how 
best to secure the users’ credentials and how to create the correct configuration for your 
environment and your users’ needs.

 Section 2.1, “Selecting an appropriate deployment,” on page 15
 Section 2.2, “Securing Self Service Password Reset,” on page 19
 Section 2.3, “Best practices for Self Service Password Reset,” on page 21
 Section 2.4, “High availability and load balancing,” on page 22

2.1 Selecting an appropriate deployment
Self Service Password Reset provides multiple options for deploying the product. You must choose 
the options that work best for your environment. You must make the decisions about where you 
want to deploy Self Service Password Reset and what other systems you want to use with it. Self 
Service Password Reset requires the following items:

1. A location to install
2. A back-end user store (LDAP directory)
3. A location to store the challenge-response information (LDAP directory or database)

Self Service Password Reset provides many different options for these main components. You must 
decide which components you want to use before installing Self Service Password Reset. Each choice 
you make changes the available options on the next choice. The following graphic depicts the 
optional available that Self Service Password Reset supports.
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Figure 2-1   Self Service Password Reset deployment decision options
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The following provides more details about each choice you make.

What version? 
There are two different versions of Self Service Password Reset: a full version and a trial version. 
The trial is only for testing purposes.For more information, see “Obtaining Self Service Password 
Reset” on page 25.

What platform? 
Select where and what platform you want to use to install Self Service Password Reset. The 
supported locations and platforms are:
 On-Premise: You can install and deploy Self Service Password Reset on-premise in your 

own IT environment. The support platforms for on-premise are:
 Virtual: You can deploy the Self Service Password Reset appliance in VMware.
 Linux: You can deploy the Self Service Password Reset WAR file on SUSE Linux 

Enterprise Server or Red Hat Enterprise Linux.
 Microsoft Windows server: You can install Self Service Password Reset with the .msi 

file on a Microsoft Windows Server.
 In the cloud: You can deploy Self Service Password Reset in the following Cloud 

environments:
 Amazon Web Service: You can deploy the Self Service Password Reset WAR file on 

SUSE Linux Enterprise Server.
 Microsoft Azure Marketplace platform: You can deploy the Self Service Password 

Reset .msi file on a Windows Server 2016 running in Azure.
 Docker container on amazon elastic compute cloud: You can deploy the Self Service 

Password Reset docker container on Amazon Elastic Compute Cloud (EC2) instance.

Where are your users? 
Self Service Password Reset can manage users’ credentials as long the information is in an LDAP 
directory. Select the LDAP directory that contains the users account that Self Service Password 
Reset manages. The supported LDAP directories are:
 Active Directory
 Azure Active Directory and you must store the users’ information in a supported database
 eDirectory
 Oracle Directory Server and use an Oracle database to store the users’ challenge-response 

information
You must have the LDAP directory installed and running before deploying Self Service Password 
Reset. Any of the users that you want to use the features available in Self Service Password 
Reset must reside in the LDAP directory you choose. For more information, see Installing Self 
Service Password Reset.
Planning to install Self Service Password Reset 17



Where do you want to store the users’ challenge-response information? 
Self Service Password Reset must have access to either a database or an LDAP directory to 
stores the users’ challenge-response information. If you select an LDAP directory, it must be the 
same LDAP directory that contains the users. Select the location where you want to save the 
users’ information:
 Local database: Self Service Password Reset contains a local database you can use to store 

the users’ challenge-responses information.

WARNING: Do not use the local database in a production environment as there are no 
methods to make the local database storage redundant, nor are there optimal backup 
methods available for the local database.
The local database storage limit is 102,400 bytes (1024 * 100 bytes).

 External Database: Best practice is to use an external database to store the users 
challenge-response information. The external database provides the ability to cluster to 
the database and easily backup the database. The supported databases are:
 Microsoft SQL Server
 PostgreSQL
 Oracle database

For more information, see Installing Self Service Password Reset.

NOTE: If your users reside in Azure Active Directory, you must use a Microsoft SQL Server 
database or a PostgreSQL database.

 LDAP: You can securely store the users challenge-responses in the following LDAP 
directories:
 Active Directory: If you choose to use Active Directory, it must be the same Active 

Directory domain where your users’ accounts reside.
 eDirectory: If you choose to eDirectory, it must be the same eDirectory tree that 

contains your users’ accounts.

NOTE: eDirectory is currently not supported on the Amazon Web Server or in 
Microsoft Azure Marketplace.platforms.

 eDirectory with NMAS You can securely store the users challenge-responses in 
eDirectory using NMAS. Self Service Password Reset can read password and challenge 
policies from eDirectory. After saving a user’s challenge-response answers, Self 
Service Password Reset can optionally write the challenge-response answers to the 
NMAS challenge-response format in addition to the configured methods. This enables 
interoperability of Self Service Password Reset with other products.

For more information, see Installing Self Service Password Reset.
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2.2 Securing Self Service Password Reset
You can deploy Self Service Password Reset along with applications that are available on the internet 
in the public domain. As an administrator, you must protect Self Service Password Reset so that 
unauthorized users cannot gain access to it and access users’ credentials or make any configuration 
changes. You must check and control the installation, maintenance, and monitoring processes of Self 
Service Password Reset to ensure that you are following security best practices.

Depending on how you configure Self Service Password Reset, there are four different certificates 
you must create, manage, and maintain. Use the following information to help understand or create 
the certificates required to secure Self Service Password Reset.

 Section 2.2.1, “Appliance certificate,” on page 19
 Section 2.2.2, “HTTPS certificate (Apache Tomcat and browsers),” on page 19
 Section 2.2.3, “LDAP server certificate,” on page 20
 Section 2.2.4, “Audit server certificates,” on page 20
 Section 2.2.5, “SMS gateway certificates,” on page 21
 Section 2.2.6, “OAuth server certificates,” on page 21

2.2.1 Appliance certificate
If you choose to deploy the Self Service Password Reset appliance, you perform all administration 
and configuration tasks for the appliance over port 9443. The appliance certificate provides SSL 
encryption over port 9443 so that you perform the configuration and administration task securely.

The port 9443 must only be access by administrators. No users should ever access port 9443.

The configuration process of the appliance generates a certificate using the specified DNS name of 
the appliance. When you access the administration console for the appliance the first time, you 
received an error in the browser stating this site is not trusted. You are given the option to trust the 
site or add an exception for the site. It depends on your browser as to what message you see.

The appliance administration console allows you to generate a new certificate key pair or import an 
officially signed certificate. For more information, see “Managing Appliance certificates” in the Self 
Service Password Reset 4.8 administration guide.

2.2.2 HTTPS certificate (Apache Tomcat and browsers)
The HTTPs certificate creates the secure SSL channel between the Self Service Password Reset 
application, which runs on Apache Tomcat, and the users’ browsers. By installing the certificate in 
the users’ browsers, the users do not see any warning messages that the site they are accessing is an 
untrusted site. It also removes any warning icons in the toolbars of the browsers.

By default, the Self Service Password Reset appliance and Windows deployment contain a certificate 
that the installation generates. The WAR file deployment does not and you must ensure that the 
Apache Tomcat web server on the Linux server is configured to use a certificate and communicate 
over SSL.
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Self Service Password Reset uses the following ports for secure SSL traffic. The ports are different 
depending on the deployment of Self Service Password Reset you use.

 Appliance: port 443
 Windows: port 8443
 Linux: port 8443. This is the default secure port for Apache Tomcat. Depending on how you 

configured the Linux server, this port might be different.

To stop the untrusted site warning messages, you must create a vendor-signed SSL Certificate and 
then import that certificate into your users’ browsers.

For detailed instructions on how to create a vendor-signed certificate to a to your users’ browsers, 
see the following videos:

 How To Create a Vendor-Signed SSL Certificate Using OpenSSL Part 1
 How To Create a Vendor-Signed SSL Certificate Using OpenSSL Part 2
 How To Create a Vendor-Signed SSL Certificate Using OpenSSL Part 3

For more information about Importing the PKCS12 file into your SSPR configuration, see HTTPS 
server in the Self Service Password Reset 4.8 administration guide.

2.2.3 LDAP server certificate
The LDAP certificate is a certificate used to secure communication between Self Service Password 
Reset and the LDAP directories.The secure connection must be made between the LDAP directory 
that contains your users and stores the challenge-response information and Self Service Password 
Reset. Self Service Password Reset must trust the LDAP directory’s server certificate to create a 
secure channel between the two products.

Self Service Password Reset manages the LDAP server certificates for you. If you use the 
Configuration Guide to walk you through configuring Self Service Password Reset, it automatically 
imports the LDAP server certificate for you. If you manually configure Self Service Password Reset, 
the Configuration Editor imports the LDAP server certificate for you when you create an LDAP 
profile. For more information, see “Configuring LDAP directory profile” in the Self Service Password 
Reset 4.8 administration guide.

2.2.4 Audit server certificates
To meet compliance standards, many companies require auditing for password changes, whether 
the changes came from the users or the help desk. Self Service Password Reset provides an auditing 
solution that tracks specific events that occur in the system. It also allows you to forward events to a 
Syslog server for further analysis of the information.

Self Service Password Reset manages the audit server certificates for you. If you use the 
Configuration Guide to walk you through configuring Self Service Password Reset, it automatically 
imports the audit server certificate for you. If you manually configure Self Service Password Reset, 
the Configuration Editor imports the LDAP server certificate for you when you configure an audit 
server. For more information, see “Auditing for Self Service Password Reset” in the Self Service 
Password Reset 4.8 administration guide.
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2.2.5 SMS gateway certificates
To secure communications over https between Self Service Password Reset and the SMS gateway, 
you must import the Self Service Password Reset trusted certificates in the SMS gateway. This 
ensures that this communication is secure.

Self Service Password Reset manages the SMS gateway certificates for you. If you use the 
Configuration Editor, the SMS Gateway Certificates setting automatically imports the trusted 
certificates from Self Service Password Reset to the SMS Gateway. For more information, see 
“Configuring SMS notification settings” in the Self Service Password Reset 4.8 administration guide.

2.2.6 OAuth server certificates
If you integrate Self Service Password Reset with Access Manager and you want to use OAuth to 
provide single sign-on between Self Service Password Reset and Access Manager, you must import 
the Access Manager certificate into Self Service Password Reset. Self Service Password Reset imports 
the certificate for you if you have configured the integration correctly. For more information, see 
Configuring OAuth Single Sign-On in the Self Service Password Reset 4.8 administration guide.

2.3 Best practices for Self Service Password Reset
Use the following information to help you decide how to configure Self Service Password Reset to 
get the best results.

 Section 2.3.1, “Best practices for password policy,” on page 21
 Section 2.3.2, “Best practices for Self Service Password Reset security,” on page 22

2.3.1 Best practices for password policy
To enhance the security of password policies:

 Use a word list to prevent easily guessable passwords
 Use a shared word list to prevent organizational password value use from becoming common 

among many users
 Do not allow users to configure challenge questions
 Do not impose complex syntax rules on users; instead, use a specific overall complexity level
 Use a long list of potential random question challenges that are unlikely to have similar answers 

among different users

For more information, see “Configuring a profile for a password policy” in the Self Service Password 
Reset 4.8 administration guide.

2.3.2 Best practices for Self Service Password Reset security
To enhance the security of Self Service Password Reset, Micro Focus recommends that you do the 
following:

 Enable the CAPTCHA support.
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 Configure HTTPS for end-to-end security.
 Configure LDAPS for end-to-end security.
 Use a strong encryption protocol for formatted hashed stored responses.
 Configure Self Service Password Reset to see source network addresses for complete audit 

records to be maintained.

For more information, see “Configuring security settings” in the Self Service Password Reset 4.8 
administration guide.

2.4 High availability and load balancing
Self Service Password Reset supports high availability and load balancing for user authentications 
through an L4 switch. You must install and deploy the L4 switch in your environment ensuring that 
you use session persistence. Self Service Password Reset uses your browser's session storage to 
facilitate seamless high availability and load balancing. As users are working and their existing 
sessions change, Self Service Password Reset requires the users to reauthenticate before they can 
continue their work.

To enable the load balancing and high availability for users authentications:

1 Install an L4 switch and ensure you use session persistence.
2 Deploy two or more separate, yet identical, instances of Self Service Password Reset.

2a Install and configure a Self Service Password Reset system.
2b Back up the configuration information. For more information, see “Backing up 

configuration information” in the Self Service Password Reset 4.8 administration guide.
2c Install the second Self Service Password Reset system, then import the configuration 

information from the first system to the second system. For more information, see 
“Importing configuration information” in the Self Service Password Reset 4.8 
administration guide.

2d Repeat these steps for each additional system you want to add.
3 Ensure that the L4 switch is configured to use sticky sessions. For a given browser session, the 

session must remain on the same Self Service Password Reset server over time unless the Self 
Service Password Reset becomes unavailable.

4 Follow the L4 switch documentation to configure the L4 switch to provide load balancing for the 
Self Service Password Reset computers.

As long as you use a remote database, you can view the status of the nodes in the L4 switch through 
the Configuration Manager. Click the Nodes tab in the Configuration Manager and you can see the 
status of the nodes. The node that is the master is the node that has been running the longest.
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I IInstalling Self Service Password Reset

Before you install Self Service Password Reset, you must decide where you want to install it. Do you 
want to install it on-premise or in the Cloud? If you choose to install Self Service Password Reset in 
the Cloud, there are some prerequisites you must meet and have a good understanding of the Cloud 
environment.

Next, ensure that you have read and understand about the different deployment scenarios and 
where you want to store the users’ information. For example, if you want to store the users’ 
information in an external database, you must have the database installed and running. For more 
information, see “Selecting an appropriate deployment” on page 15.

Lastly, you must select a platform specific installer for your environment. Use the following 
information to install the platform specific version that is appropriate for your environment.

This section includes the following topics:

 Chapter 3, “Installing Self Service Password Reset Appliance,” on page 25
 Chapter 4, “Installing Self Service Password Reset on Windows,” on page 29
 Chapter 5, “Installing Self Service Password Reset WAR file on Linux,” on page 31
 Chapter 6, “Deploying Self Service Password Reset on cloud,” on page 35
 Chapter 7, “Deploying Self Service Password Reset containers on Amazon Kubernetes services,” 

on page 41
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3 3Installing Self Service Password Reset 
Appliance

This chapter guides you through the process of installing the components and framework required 
for Self Service Password Reset.

 Section 3.1, “System requirements for the Appliance,” on page 25
 Section 3.2, “Obtaining Self Service Password Reset,” on page 25
 Section 3.3, “Default Ports for Self Service Password Reset,” on page 27
 Section 3.4, “Installation procedure,” on page 28

3.1 System requirements for the Appliance
Ensure that you have read and understand about your different deployments and where you want to 
store the users’ information. For more information, see “Selecting an appropriate deployment” on 
page 15.

For the minimum requirements required to deploy the Self Service Password Reset appliance, see 
System requirements for the Appliance.

After you have met the deployment requirements, you must deploy the appliance. For more 
information, see “Installation procedure” on page 28.

3.2 Obtaining Self Service Password Reset
Self Service Password Reset is available in two types: a trial version and a full version. You access the 
different version in different locations.

 Section 3.2.1, “Downloading the full version,” on page 25
 Section 3.2.2, “Downloading the trial version,” on page 26

3.2.1 Downloading the full version
You must have purchased Self Service Password Reset to access the full version of the product. To 
buy a full version of Self Service Password Reset, see How to Buy. The activation code is in the 
Customer Center where you download the software. For more information, see Customer Center 
Frequently Asked Questions.

To access a full version of Self Service Password Reset:

1 Log in to the Customer Center.
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2 Click Software.
3 In the Entitled Software tab, click the appropriate version of Self Service Password Reset for your 

environment to download.

The Self Service Password Reset files are compressed packages of files that must be decompressed 
before you can use them. To decompress the Self Service Password Reset distribution packages:

Linux: Use tar. For example:

tar -zxvf ssprappliance.xxx.x86-x.x.xxx-ovf.tar.gz
Windows: Unzip the .zip files.

3.2.2 Downloading the trial version
We provide a trial version of Self Service Password Reset to allow you to see how the product works. 
The trial version does have the following limitations:

 After 100 authentications, the system requires a restart to continue functioning.
 After 10,000 authentications, you must reinstall the system.

NOTE: It is possible to upgrade from the trial version to the full version of Self Service Password 
Reset by exporting the configuration from the trial version and importing the configuration to an 
installed full version.

To download the trial version:

1 Access the Download page at https://dl.netiq.com.
2 Click the Find Trial Download link.
3 Scroll down to find Self Service Password Reset, then click Download.
4 Enter your information to receive an email with the download link.

IMPORTANT: You must enter a valid email address or you do not receive the email that contains 
the link to download the trial version.

5 After you receive the email, click the link then download the appropriate version for your 
environment.

6 (Conditional) Extract the compressed file for the appliance.

NOTE: The OVF file includes a pointer to the .vmdk files; extract and store the contents of the 
.tar.gz file within the same folder. Do not rename the files.

6a (Conditional) If you are using Windows, unzip the file to extract the appliance so that you 
can access the OVF file.

6b (Conditional) If you are using Linux, use the following command to extract the image:

The Self Service Password Reset files are compressed packages of files that must be decompressed 
before you can use them. To decompress the Self Service Password Reset distribution packages:

Linux: Use tar. For example:
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tar -zxvf ssprappliance.xxx.x86-x.x.xxx-ovf.tar.gz
Windows: Unzip the .zip files.

3.3 Default Ports for Self Service Password Reset
Self Service Password Reset uses various ports to communicate with the LDAP directories, the 
databases, and the browsers. The following table lists the default ports Self Service Password Reset 
uses to help you plan your installation. You must open these ports in your firewall for Self Service 
Password Reset to work.

Table 3-1   Self Service Password Reset Appliance default Ports

Component Port Protocol Description

Inbound Traffic

Appliance Management 9443 HTTPS Appliance management for Self Service Password 
Reset. For more information, see “Managing the 
Appliance” in the Self Service Password Reset 4.8 
administration guide.

Apache Tomcat 8080 HTTP

Apache Tomcat 8443 HTTPS

ftp.novell.com 21 FTP Incoming port and URL required to upload the 
longs to the Support teams. For more information, 
see “Sending information to support” in the Self 
Service Password Reset 4.8 administration guide.

nu.novell.com
and

www.novell.com

443 Incoming port and URLs required to register the 
appliance and receive product and security 
updates. For more information, see “Performing an 
online update” in the Self Service Password Reset 
4.8 administration guide.

Outbound Traffic

SMTP 25 SMTP SMTP messages to an email server.

Audit 514 UDP/IP For more information, see the documentation for 
the Syslog server that you are using.

SMS HTTP or 
HTTPS

For more information, see the documentation for 
the SMS gateway that you are using.

CAPTCHA For more information, refer www.captcha.net.

Remote Database Configurable For more information, see the:

 Oracle documentation

 PostgreSQL documentation

 SQL Server documentation
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3.4 Installation procedure
You can deploy a virtual appliance that contains Self Service Password Reset as one of the 
installation options. The currently supported platforms for the appliance are VMware. We 
recommend that you have a good understanding of the virtual platform before deploying the 
appliance. Currently, the appliance is not supported in Amazon Web Service or Azure environments.

Before you deploy the appliance, ensure that you meet all of the appliance requirements and that 
you have downloaded and extracted the appropriate version of the appliance. For more information, 
see “System requirements for the Appliance” on page 25.

To install the Self Service Password Reset appliance:

1 Deploy the appliance to your VMware environment. For more information, see the Deploy an 
OVF or OVA Template section in the VMware Documentation.

2 Power on the appliance.
3 Select the appropriate language, then read the license and click Accept.
4 Use the following information to configure the appliance:

root Password 
Specify a password for the root user on the appliance.

NTP Server 
Specify a primary and secondary NTP server used to keep time on the appliance.

Region and Time Zone 
Select your region and time zone.

Hostname and Networking options 
Specify a hostname for the appliance, then select whether to use a static IP address or 
DHCP. If you use a static IP address, you must specify the IP address, subnet mask, the 
gateway, and the DNS servers.

5 Click Finish and wait for the appliance initialization to complete.

After you complete the deployment of the appliance, you must configure your environment to work 
with Self Service Password Reset. For more information, see Configuring your environment for Self 
Service Password Reset.

NOTE: The appliance is the only platform that requires a license for online updates. You must obtain 
the license from the Customer Care Center. After you have the license, you install the license 
through the appliance administration console. For more information, see “Performing an online 
update” in the Self Service Password Reset 4.8 administration guide.

LDAP Configurable 
default 389

For more information, see the LDAP directory 
documentation that you are using.

LDAPS Configurable 
default 636

For more information, see the LDAP directory 
documentation that you are using.

Component Port Protocol Description
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4 4Installing Self Service Password Reset on 
Windows

This chapter guides you through the process of installing the components and framework required 
for Self Service Password Reset.

 Section 4.1, “System requirements for Self Service Password Reset on Windows,” on page 29
 Section 4.2, “Installing Self Service Password Reset on Windows,” on page 29

4.1 System requirements for Self Service Password Reset 
on Windows
Ensure that you have read and understand about your different deployments and where you want to 
store the users’ information. For more information, see “Selecting an appropriate deployment” on 
page 15.

For the minimum requirements required to deploy the Self Service Password Reset on a Windows 
server, see System requirements for Self Service Password Reset on Windows.

After you have met deployment requirements, you must install Self Service Password Reset on a 
Windows Server. For more information, see “Installing Self Service Password Reset on Windows” on 
page 29.

4.2 Installing Self Service Password Reset on Windows
Installing Self Service Password Reset on Windows Server is another configuration option. There is a 
.msi executable file that installs Self Service Password Reset on a Windows Server. Use the 
following information to install Self Service Password Reset on Windows.

Ensure that you have met all of the installation requirements for installing Self Service Password 
Reset on Windows and that you have downloaded an extracted the .msi file before beginning the 
installation. For more information, see “System requirements for Self Service Password Reset on 
Windows” on page 29.

To install Self Service Password Reset on Windows:

1 Launch the sspr.x.x.msi file.
2 Read the notice for Self Service Password Reset, then click Next.
3 Read and accept the end user license, then click Next.
4 Specify the path for the installation of Self Service Password Reset, then click Next.
5 In Configure SSPR-Service URLs, specify the following:

Shutdown Port 
Specify the port number for Apache Tomcat shutdown port.
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HTTPS Secure Port 
Specify the secure port for Self Service Password Reset service.

Open Secure HTTPS Port 
Select the firewall setting for Self Service Password Reset to use on the Windows Server. 
The installer selects the open HTTPS Windows firewall port by default. The options for the 
firewall are:
All 

This enables users to use Self Service Password Reset on a domain, private or public 
networks.

Domain 
This enables users to use Self Service Password Reset on a domain network only.

Private 
This enables users to use Self Service Password Reset on a private network.

Public 
This enables users to use Self Service Password Reset on a public network.

6 Click Next, then click Install.
7 Click Install.
8 Record the HTTPS Secure URL, then click Finish.

After completing the installation, you must configure your environment to work with Self Service 
Password Reset. For more information, see Configuring your environment for Self Service Password 
Reset.
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5 5Installing Self Service Password Reset WAR 
file on Linux

This chapter guides you through the process of installing the components and framework required 
for Self Service Password Reset.

 Section 5.1, “System requirements for Self Service Password Reset WAR file on Linux,” on 
page 31

 Section 5.2, “Deploying the WAR file on Linux,” on page 31

5.1 System requirements for Self Service Password Reset 
WAR file on Linux
Ensure that you have read and understand about your different deployments and where you want to 
store the users’ information. For more information, see “Selecting an appropriate deployment” on 
page 15.

For the minimum requirements required to deploy the Self Service Password Reset on a Linux server, 
see System requirements for Self Service Password Reset WAR file on Linux.

After you have met the deployment requirements, you must deploy the WAR file. For more 
information, see “Deploying the WAR file on Linux” on page 31

5.2 Deploying the WAR file on Linux
Self Service Password Reset is a web application. When you install Self Service Password Reset, you 
are deploying a WAR (Web application ARchive) file as Java servlet application running on the 
Apache Tomcat web server. The WAR file contains an Apache Tomcat implementation of the Self 
Service Password Reset application. The following procedures work for the supported distributions 
of Linux.

 Section 5.2.1, “Prerequisites for deploying the WAR file,” on page 31
 Section 5.2.2, “Setting operating system environment variables,” on page 32
 Section 5.2.3, “Deploying the Self Service Password Reset WAR file,” on page 33

5.2.1 Prerequisites for deploying the WAR file
You must have Java and Apache Tomcat installed and running on Linux before you deploy the WAR 
file. If you already have Java and Tomcat installed, proceed to Section 5.2.2, “Setting operating 
system environment variables,” on page 32. Follow these steps to install and validate the installation 
of Java and Tomcat.
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To install Java and tomcat:

1 Install Java 11. For more information, see the JDK installation guide.
Verify JAVA_HOME (or JRE_HOME) path is set appropriately by entering:

echo $JAVA_HOME
or

echo $JRE_HOME
2 Install Tomcat 9. For more information, see the Apache Tomcat documentation.
3 Start Tomcat by executing the catalina.sh script in the Tomcat_Home/bin directory.

./catalina.sh start
4 Validate you can access http://localhost:port. The default port is 8080.

Check the Tomcat_Home/logs/catalina.out file for any errors if you are unable to access 
the default Tomcat page.

5.2.2 Setting operating system environment variables
Self Service Password Reset, as a Java servlet application running on Apache Tomcat, requires several 
operating system environmental variables to be set. There are various methods for setting 
environmental variables depending on the operating system. The recommended place to specify 
these variables is a setenv script.

The following are the Self Service Password Reset specific environment variables:

 SSPR_APPLICATIONPATH (Required): Specifies where Self Service Password Reset stores its 
configuration data file (SSPRConfiguration.xml). This file contains all of the Self Service 
Password Reset configuration data. The specified path must exist prior to starting Self Service 
Password Reset.

For example: export SSPR_APPLICATIONPATH="/etc/opt/microfocus/sspr"
 CATALINA_OPTS: Allows specification of additional options for the Java command that starts 

Apache Tomcat. The recommended Java options for the Self Service Password Reset Java servlet 
application running on Apache Tomcat include:
 -Xms

Specifies the initial heap memory allocation pool.
 -Xmx

Specifies the maximum heap memory allocation pool for a Java Virtual Machine (JVM).
Setting the initial and maximum heap memory size to the same size is a best practice because 
the JVM does not increase heap memory size at runtime. The recommended SSPR heap 
memory size is 1 GB (1024 MB). For more information about how to set Java heap size, see the 
Apache Tomcat Documentation.
For example: export CATALINA_OPTS="-Xms1024M -Xmx1024M"

The following is an example of a setenv script located here Tomcat_Home/bin/setenv.sh:
32 Installing Self Service Password Reset WAR file on Linux



export SSPR_APPLICATIONPATH="/etc/opt/microfocus/sspr"
export CATALINA_OPTS="-Xms1024M -Xmx1024M"

5.2.3 Deploying the Self Service Password Reset WAR file
After you have installed Java and Apache Tomcat and they are running with the appropriate OS 
environmental variables set, you must deploy the Self Service Password Reset WAR file. Ensure that 
you have downloaded and extracted the file. For more information, see “Obtaining Self Service 
Password Reset” on page 25.

To deploy the WAR file on Linux:

1 Copy the sspr.war file to the Tomcat_Home/webapps/ directory.
When Apache Tomcat discovers the sspr.war file in the Tomcat_Home/webapps/ directory, 
Apache Tomcat auto-deploys Self Service Password Reset in an automatically created directory; 
Tomcat_Home/webapps/sspr/.

2 Stop Apache Tomcat by running the catalina.sh script in the Tomcat_Home/bin directory.

./catalina.sh stop
3 Start Apache Tomcat by running the catalina.sh script in the Tomcat_Home/bin directory.

./catalina.sh start
After deploying the WAR file, you must configure your environment to work with Self Service 
Password Reset. For more information, see Configuring your environment for Self Service Password 
Reset.
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6 6Deploying Self Service Password Reset on 
cloud

You can deploy Self Service Password Reset in Amazon Web Service (AWS) or Microsoft Azure 
Marketplace. The following documentation is for only when you deploy Self Service Password Reset 
in one of the Cloud environments. Use the following information to deploy Self Service Password 
Reset in the Cloud.

 Section 6.1, “Deploying Self Service Password Reset in Amazon Web Services,” on page 35
 Section 6.2, “Deploying Self Service Password Reset on Azure,” on page 37

6.1 Deploying Self Service Password Reset in Amazon Web 
Services
Self Service Password Reset supports deploying the WAR file in the Amazon Web Service (AWS} on a 
SUSE Linux Enterprise 15 SP4 Server that connects to Active Directory Domain Services which 
contains your users accounts you want to manage. Currently, this is the only scenario that has been 
tested and is supported for Self Service Password Reset. Use the following information to deploy Self 
Service Password Reset on AWS.

 Section 6.1.1, “Prerequisites for deploying Self Service Password Reset on AWS,” on page 35
 Section 6.1.2, “Supported deployment scenario for Self Service Password Reset on AWS,” on 

page 36
 Section 6.1.3, “Accessing the AWS EC2 SLES15 SP4 instance using SSH on Linux,” on page 37
 Section 6.1.4, “Deploying the WAR file on the AWS EC2 SLES 15 SP4 instance,” on page 37

6.1.1 Prerequisites for deploying Self Service Password Reset on AWS
You must meet the following prerequisite to deploy Self Service Password Reset on AWS:

 You must have an AWS account. For more information, see the Getting Started with Amazon 
Elastic Container Service section in AWS Documentation.

 You must have a basic understanding of Amazon Elastic Compute Cloud (EC2). For more 
information, see the Amazon Elastic Compute Cloud Documentation.

 You must have a basic understanding of the networking on AWS. For example, you must 
understand:
 Virtual Private Cloud (VPC)
 Subnets
 Network address translation (NAT)
 Security group

For more information, see the Networking Products with AWS section in AWS Documentation.
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 You must have a basic understanding deploying Microsoft Windows 2016 Server on AWS.x
 You must have a basic understanding of Microsoft Active Directory running on AWS. For more 

information, see the AWS Managed Microsoft AD section in AWS Documentation.

6.1.2 Supported deployment scenario for Self Service Password Reset 
on AWS
You can configure the Self Service Password Reset Amazon Web Services (AWS) environment in 
several ways. The following example NetIQ tested and supports.

Figure 6-1   Overview of the AWS deployment

Specifically, you deploy an AWS Elastic Compute Cloud (EC2) SLES15 instances and a Windows 2016 
EC2 instance in an AWS Virtual Private Cloud (VPC) connected with a common subnet. The SLES15 
instance hosts Self Service Password Reset with an elastic IP assigned. The Windows 2016 instance 
hosts Active Directory that stores all of the user accounts that you want to manage.

Deploying the EC2 instance of SUSE Linux Enterprise Server and the Windows 2016 Server running 
Active Directory into an EC2 instance is beyond the scope of this documentation. For more 
information, see:

 SUSE Linux enterprise server: SUSE Linux Enterprise Server on Amazon EC2 section in the AWS 
documentation.

 Microsoft Windows 2016 server: Running a Recipe on a Windows Instance section and 
Microsoft Active Directory in the AWS documentation.

In this scenario, this is the first deployment of Self Service Password Reset into AWS. This means you 
must create a new security group for Self Service Password Reset. A security group is a a virtual 
firewall that controls the traffic for one or more instances. AWS associates each security group with a 
list of firewall rules to secure associated EC2 instances. You must create a security group that 
contains the firewall rules for Self Service Password Reset.

Private Subnet

AWS Elas�c IP

Windows 2016 server

Virtual Private CloudVPC

SSPR Ac�ve Directory
Domain Service

SLES15 SP4
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6.1.3 Accessing the AWS EC2 SLES15 SP4 instance using SSH on Linux
You must access the RSA key pair file you downloaded when creating the SLES 15 SP4 instance. The 
key pair file name is similar to SSPR_keypair.pem.txt. Protect this file using a Linux command 
such as:

chmod 500 SSPR_keypair.pem.txt
To access the new instance using SSH, issue a Linux command such as:

ssh -i "SSPR_keypair.pem.txt" ec2-user@ec2-34-216-102-176.us-west-
2.compute.amazonaws.com
or
ssh -i "SSPR_keypair.pem.txt" ec2-user@34.216.102.176
The -i "SSPR_keypair.pem.txt" parameter instructs SSH to apply the downloaded identity file 
from which the identity (private key) for public key authentication is read. The ec2-user@ 
parameter indicates the default user name used by SSH to connect to the instance.

6.1.4 Deploying the WAR file on the AWS EC2 SLES 15 SP4 instance
After you have created the AWS EC2 SLES 15 SP4 instance, you must deploy the Self Service 
Password Reset WAR file. Deploying the WAR file on a SLES 15 SP4 Server on AWS the same as if you 
installed SLES 15 SP3 on a physical server.

Self Service Password Reset is a web application you must install Apache Tomcat and Java on the 
SLES 12 SP3 instance before deploying the WAR file.

1 Download the Self Service Password Reset War file. For more information, see “Obtaining Self 
Service Password Reset” on page 25.

2 You must complete the prerequisites of installing Apache Tomcat, Java, and set the correct 
environment variables before deploying the WAR file. For more information, see “Prerequisites 
for deploying the WAR file” on page 31.

3 Deploy the WAR file into the Apache Tomcat instance running on the AWS EC2 SLES 15 SP 4 
instance. For more information, see “Deploying the WAR file on Linux” on page 31.

After you have deployed the WAR file you must configure this instance of Self Service Password 
Reset to connect to the AWS EC2 Windows 2016 server instance running Active Directory. For more 
information, see Configuring your environment for Self Service Password Reset.

6.2 Deploying Self Service Password Reset on Azure
Self Service Password Reset supports deploying the .msi file on Azure on a Windows Server that 
connects to Active Directory Domain Services which contains your users’ accounts you want to 
manage. Currently, this is the only scenario that has been tested and is supported for Self Service 
Password Reset. Use the following information to deploy Self Service Password Reset on Azure.

 Section 6.2.1, “Prerequisites,” on page 38
 Section 6.2.2, “Supported deployment scenario of Self Service Password Reset on Azure,” on 

page 38
 Section 6.2.3, “Installing the .msi file on the Windows server deployed in Azure,” on page 38
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6.2.1 Prerequisites
You must meet the following prerequisites to deploy Self Service Password Reset on Azure:

 You must have a basic understanding of Azure and the following concepts:
 Source environments
 Virtual networks (VNets)
 Storage Accounts
 Subnets
 Networking security groups (NSG)

For more information, see Microsoft Azure Documentation.
 You must have a basic understanding of AD DS on Azure.

For more information, see the Create an AD DS resource forest in Azure in Microsoft 
Documentation.

 You must have an Azure account
 You must deploy the Windows Server 2016 or 2019 in Azure that will run Self Service Password 

Reset.
For more information, see Windows Virtual Server Documentation.

6.2.2 Supported deployment scenario of Self Service Password Reset 
on Azure
There are many different ways you can configure the Self Service Password Reset on Azure. The 
following is a tested and supported example.

The tested and supported scenario consists of two Azure Windows Server VM instances deployed in 
an Azure Virtual Network (VNet) connected with a common subnet. You dedicate one Windows 
Server VM instance to hosting Active Directory Domain Services (AD DS). You dedicate the other 
Windows Server VM instance to hosting Self Service Password Reset where you assign a Public IP 
address.

The installation of Active Directory Domain Services (AD DS) into a second Windows Server instance 
is beyond the scope of this section. For more information, see the Create an AD DS resource forest in 
Azure section in AWS Documentation.

6.2.3 Installing the .msi file on the Windows server deployed in Azure
After you have deployed the Windows Server, you must now install the .msi file to install Self 
Service Password Reset.

1 Download a copy of the Self Service Password Reset .msi file from the download site. For more 
information, see “Obtaining Self Service Password Reset” on page 25.

2 Copy the .msi file to the Windows Server VM using Remote Desktop. For more information, 
see the Remote Desktop Services Overview section in Microsoft Documentation.
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3 Access the .msi file on the Windows Server VM, then launch the Self Service Password Reset 
installer.

4 Follow the prompts to complete the installation. For more information, see “Installing Self 
Service Password Reset on Windows” on page 29.

After the installation completes, you must configure Self Service Password Reset to communicate to 
the second Windows Server VM that has Active Directory Domain Services installed and where your 
user accounts reside.

After installing Self Service Password Reset, you must configure it using a compatible web browser. 
Since the Windows Server VM has a public address, this configuration can occur from any internet-
connected machine by browsing to the Self Service Password Reset port. For this example it is:

https://netiq-sspr.westus.cloudapp.azure.com:8443/sspr
The steps for configuring Self Service Password Reset are the same whether it is deployed on-
premise or in the Cloud. For more information, see Configuring your environment for Self Service 
Password Reset.
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7 7Deploying Self Service Password Reset 
containers on Amazon Kubernetes services

Self Service Password Reset provides an option of deploying Self Service Password Reset through a 
containerized approach. Self Service Password Reset uses Kubernetes for managing Docker 
containers. Self Service Password Reset is delivered as Docker images. Self Service Password Reset 
Docker images can be deployed on Kubernetes clusters configured on your cloud environment.

NOTE: This release supports deploying Self Service Password Reset containers only on Kubernetes 
clusters managed by Amazon Elastic Kubernetes Service (EKS) with Elastic Compute Cloud (EC2) 
Instance.

7.1 Understanding Docker, Kubernetes, and Helm
Docker is an open platform that gives an ability to package and run your applications in an isolated 
environment called containers. You can run multiple containers simultaneously on a given host. The 
containers have everything that the software needs to run including libraries, system tools, code, 
and runtime, so you can separate the applications from your infrastructure and seamlessly move 
code.

Kubernetes is a container orchestration engine for Docker. Kubernetes manages multiple containers 
and ensures that there is no downtime. Kubernetes clusters allow for scheduling and running the 
containers across groups of machines and environments such as virtual, physical, cloud-based, and 
on-premises.

Helm is a package manager for Kubernetes that helps to deploy, configure, and upgrade the Self 
Service Password Reset on the Kubernetes cluster.

Advantages of Kubernetes
Kubernetes enables seamless deployment of the Self Service Password Reset docker container. As a 
result, the Self Service Password Reset containers are no longer confined to the Self Service 
Password Reset application. Instead, they can be operated as a standalone entity within Kubernetes 
to enhance deployment flexibility and scalability. Some of the parameters that Kubernetes enables 
are:

 Container orchestration: Kubernetes automates the deployment, scaling, and management of 
the containers. Kubernetes containerization hosts all the components required to run an 
application and ensures that the application becomes an independent package without any 
dependencies.

 Scalability: Kubernetes facilitates the seamless scalability of application containers. It allows 
you to scale your application by adding or removing the pods according to user traffic. This 
ensures the application to effectively handle the increasing demand.
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 High-Avalability: Kubernetes provides automated failover to ensure the application is running 
in all instances without downtime.

 Self-Healing: Kubernetes closely monitors the health of your application and recovers from 
failure without human intervention. If Kubernetes observes that the pod or node is failing, it 
automatically restarts or reschedules the containers on the healthy node.

7.2 Self Service Password Reset Amazon Kubernetes 
architecture
The Kubernetes architecture provides a robust and scalable solution for deploying Self Service 
Password Reset applications on Kubernetes, leveraging AWS services for networking, load balancing, 
storage, and ingress routing.

The following diagram depicts the architecture and the components of Self Service Password Reset 
containers on Amazon EKS (Elastic Kubernetes Service) with Elastic Compute Cloud (EC2) Instance:

Figure 7-1   

 Route 53: Amazon Route 53 is the Domain Name System (DNS) web service. This enables users 
to create their own customized domain name to route incoming user traffic to an appropriate 
application load balancer, Kubernetes service, or ingress.

 Amazon Certificate Manager (ACM): AWS Certificate Manager (ACM) is an Amazon service that 
allows you to easily create, manage, and automatically renew the public and private Secure 
Sockets Layer/Transport Layer Security (SSL/TLS) certificates. ACM secures the communication 
42 Deploying Self Service Password Reset containers on Amazon Kubernetes services



between clients and SSPR applications deployed in a Kubernetes cluster through the Application 
Load Balancer (ALB). This ensures that the HTTPS requests sent to the Self Service Password 
Reset Kubernetes services are encrypted using the SSL/TLS certificates provided by ACM.

 Virtual Private Cloud (VPC): Virtual Private Cloud is an isolated virtual network within the cloud 
infrastructure. Within this VPC, you can define other networking components like Application 
Load Balancers, Ingress controllers, and more.

 Application Load Balancer (ALB): Application Load balancer distributes an external incoming 
HTTP/HTTPS traffic to the Kubernetes services and StatefulSets. A load balancer is a third-party 
component. ALB integrates with ACM to support HTTPS termination, ensuring secure 
communication channels.

 Ingess: Ingress exposes the Self Service Password Reset services to external clients and is used 
for both internal and external traffic routing. However, in the SSPR Kubernetes architecture, 
Ingress manages the traffic within the Kubernetes cluster to allow HTTP/HTTPS request routing 
based on defined rules. For more information, see Ingress (https://kubernetes.io/docs/
concepts/services-networking/ingress/).

 Elastic compute cloud (EC2) instance: Amazon EC2 instance is a virtual server provided by AWS 
that allows you to run the SSPR applications in the cloud. In the Self Service Password Reset 
Kubernetes, one EC2 instance is configured to function as a worker node within a cluster.

 StatefulSet: StatefulSet is a Kubernetes controller to manage Stateful applications. It assigns a 
unique, stable identity, and persistent storage to each pod. This unique identity remains the 
same across pod rescheduling, restarts, and scaling events.

 Elastic container registry (ECR): ECR hosts Docker container images used by Kubernetes 
deployments. It manages the storage and distribution of container images and ensures that the 
Kubernetes pods pull the required images for deployment and scaling operations.

 Persistent Volume Claim (PVC): PVC is a request or claim for storage request to Persistent 
Volume by a pod in cluster. If there is a Persistent Volume that meets the criteria specified in the 
PVC (e.g., capacity, access mode), Kubernetes binds the PVC to the Persistent Volume 
dynamically.

 Persistent Volume (PV): Persistent volume is a permanent piece of storage for each pod that 
represents the EFS volume. SSPR Kubernetes supports the dynamic provisioning to automate 
the process of creating PVs when there is a request from PVC. This storage holds critical 
application data, such as database files or configuration settings.

 Elastic File System (EFS): EFS is the web service provided by AWS. It provides a serverless, fully 
elastic, and scalable file storage service that allows you to share file data without managing the 
storage capacity. It is used for storing shared data such as configuration files or any data that 
needs to be accessed and updated by multiple pods within the same or different StatefulSet.

 LDAP Connection: LDAP stores directory information, which includes user data, authentication 
credentials, and configurations. StatefulSet Pods interact with LDAP using LDAP protocols (like 
LDAP over SSL/TLS) to query LDAP for user authentication, authorization, and retrieve directory 
information as needed.

 External Database: External database provides persistent data storage to the Kubernetes 
applications for database management. Kubernetes does not have its built-in database service 
and depends on external databases for storing application data.

NOTE: Self Service Password Reset supports Microsoft SQL Server, PostgreSQL, and Oracle 
database.
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 Network Address Translation (NAT) Gateway: A NAT is a service provided by AWS that enables 
EC2 instances within a Virtual Private Cloud (VPC) to securely and reliably access the Internet or 
external applications. It ensures that the internal network remains protected from direct 
exposure to external networks.

 External Web Application: External web applications are those that are deployed outside of the 
AWS cloud. EC2 instances connect to external web applocations to perform critical SSPR 
functions. These applications may include SMTP servers, SMS gateways, or other external 
applications or services that are vital to operations.

7.3 Basic terminologies of Kubernetes
7.3.1 Kubernetes keywords and their usage in Self Service Password 

Reset
The following table includes the basic terminologies that are used in the proceeding sections.

Table 7-1   

Term Description

Amazon Elastic Kubernetes Service (EKS) EKS is a managed Kubernetes service offered by 
Amazon Web Services (AWS). It streamlines the 
management of Kubernetes clusters on AWS by 
seamlessly integrating with other AWS services.

Container An executable image that contains the Self Service 
Password Reset component and all of its 
dependencies.

Pod A pod consists of a set of running Self Service 
Password Reset containers that share the same 
networking and storage resources.

Worker Node or Node A worker node is a virtual or physical machine where 
the Self Service Password Reset pods run.

Master Node A master node controls and manages the worker 
nodes.

Kubernetes Cluster A set of master and worker nodes to run the Self 
Service Password Reset pods.

Kubelet An agent that runs on each node in the cluster to 
ensure that the containers are running in a po

Kube-scheduler Kube-scheduler is the default Kubernetes scheduler 
that finds and assigns the optimal node for every 
newly created pod. It also assigns node for any other 
unscheduled pod. Kubelet runs the pods in a node. 
For more information, see Kube-scheduler (https://
kubernetes.io/docs/concepts/scheduling-eviction/
kube-scheduler/).
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7.3.2 Helm charts
Helm is a package manager for Kubernetes. The Helm packaging format is called Charts or Helm 
Charts. Helm chart is a YAML file that helps you to deploy, configure, and upgrade Self Service 
Password Reset container on Kubernetes clusters.

The Self Service Password Reset Helm chart defines several Kubernetes resources as a set.

The following table describes the files and directories of Helm:

Table 7-2   

To check the version of the Helm client installed on your machine, run command helm version.

Namespace A virtual Kubernetes cluster. For more information, 
see Namespaces (https://kubernetes.io/docs/
concepts/overview/working-with-objects/
namespaces/).

Release An instance of a chart that is running in a Kubernetes 
cluster. You can install the same chart multiple times 
to create many releases.

AWS Application Load Balancer Controller It monitors the state of Kubernetes resources and 
automatically provisions, configures, and manages 
the application load balancer based on the 
specifications in your Kubernetes cluster.

Term Description

Term Description

Helm Charts or Charts A collection of YAML template files that describe the 
Kubernetes resources.

templates/ This directory that contains the following template 
files that are combined with configuration values and 
rendered into Kubernetes manifests:

 ingress.yaml
 service.yaml
 statefulset.yaml
 storageclass.yaml

Chart.yaml A YAML file that contains general information about 
the Self Service Password Reset chart such as chart 
name and version, version number, and search 
keywords.

values.yaml A YAML file that contains the default Self Service 
Password Reset configuration values for the chart. As 
per your requirement, modify this file before 
installing Self Service Password Reset.
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To view the Kubernetes version running on the client and server, run command kubectl version.

For more information about Helm and Helm Charts, see helm (https://helm.sh/) and Kubernetes 
(https://kubernetes.io/releases/).

Helm upgrade
Self Service Password Reset 4.8 supports Helm chart version 1.0.1. You can check the version of the 
Helm client installed on your machine, by using the command helm version and then update to 
this version using the command helm upgrade. For more information, see Helm Version (https://
helm.sh/docs/topics/version_skew/).

7.4 Planning Self Service Password Reset containers 
deployment

7.4.1 Self Service Password Reset container deployment models
Self Service Password Reset provides two deployment on Amazon EKS with EC2 instances. You must 
choose the options that work best for your environment and incoming traffic load.

Self Service Password Reset container comes with the following deployment options:

 Single replica: Deploying a single replica of Self Service Password Reset on EC2 instance, with a 
single dedicated EFS for storage. This is an easy deployment setup and deployment option 
managed with one EFS file. Since there is only one EFS file, the data is consistent and inherited.

Example: Let us consider a small-scale Insurance company xyz.Ltd has an application where 
they allow their customers to view their policies, submit claims, and view the status of the 
submitted claims. This company has very limited customers. Since they have a limited customer 
base and a low volume of incoming traffic, they can deploy a single replica to maintain and 
manage the data.

 Multiple replica: Deploying a multiple replica of Self Service Password Reset on EC2 instance, 
each with its own dedicated EFS for file storage. If your organization has high traffic volumes 
and requires the application to scale dynamically, maintain high availability during failures, and 
effectively serve geographically dispersed users, then deploy multiple replica.
In this deployment setup, each replica has its own independent EFS file storage. As a result, data 
is not automatically synchronized across replicas. Consequently, if a user saves data to the EFS 
file associated with one replica and later accesses a different replica, there is no assurance that 
the data will be available because of separate EFS file.
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To address this issue, you must choose one of the following approaches based on your 
requirements and the trade-offs of each option:
 Synchronize data: To ensure data consistency across replicas, you must manually 

synchronize the EFS files. To achieve this, you must implement an effective synchronization 
mechanism that ensures the changes from one replica are reflected in all other replicas.
Example: The XYZ Ltd. organization uses a tracker application shared by multiple 
departments such as Engineering, Marketing, and HR. If the Engineering team makes 
changes to the tracker through one replica, it is crucial that the HR team can view and 
update these changes through a different replica. This ensures that updates made by any 
department are synchronized and are visible across all other departments.

 Independent data: You can manage the data independently within each replica without 
synchronization. This option simplifies the deployment, makes data management easier, 
and eliminates the synchronization overhead. However, this risks data inconsistency if a 
user switches between replicas, as the data is not shared across replicas. To address this, 
you must implement additional strategies to ensure that the same user consistently 
accesses the same replica.
Example: XYZ Ltd. has a Tropy application for their users to update their profiles. The 
organization does not synchronize data across multiple replicas. A user Maria initially 
accessed the Tropy application through Replica 1 and made some changes to her profile. 
After 45 minutes, when she logs in again, she is required to access the same data.
To ensure Maria always reaches the same replica where her data is stored, XYZ Ltd. uses a 
session affinity mechanism. This setup guarantees that when Maria accesses the 
application, she is directed to Replica 1 each time, allowing her to store and retrieve her 
data from the EFS file associated with Replica1.

7.4.2 Prerequisites for deploying Self Service Password Reset 
containers on amazon EKS on EC2 instances
 A Kubernetes cluster (v1.19 or later) with Role-Based Access Control enabled.
 Created an account on Amazon Elastic Kubernetes Service (Amazon EKS).
 Created an Amazon EKS cluster.

For more information about how to create an Amazon EKS cluster, refer the Get started with 
Amazon EKS section in the Amazon EKS User Guide.

 The Kubernetes cluster should contain one Master node and at least one Worker node.
 The kubectl command-line tool is installed on your machine and configured it to work with 

Amazon EKS.
For more information about installing and configuring kubectl, see the Set up kubectl and eksctl 
and Connect kubectl to an EKS cluster by creating a kubeconfig file sections in the Amazon EKS 
User Guide.

 Verify that Route 53 effectively handles DNS resolution for the resources deployed by the SSPR 
Helm chart through necessary configurations and checks. For details, see the AmazonRoute 53 
Developer Guide.

 Create SSL/TLS certificate in ACM and associate them with the ALB in your EKS cluster to ensure 
secure communication between clients and the ALB. For more information, see the AWS 
Certificate Manager User Guide.
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 Create a NAT Gateway in AWS to allow instances in your private subnets to access the Internet. 
For more information, see the Work with NAT gateways section in the Amazon Virtual Private 
Cloud User Guide.

 Create a shared EFS file system within your AWS account. For more information, see the 
Amazon Elastic File System User Guide.

 Download the Self Service Password Reset Docker image (sspr-docker-
image.x.x.x.x.tar.gz) from OpenText Downloads (https://sldlogin.microfocus.com/nidp/
idff/sso?id=11&sid=0&option=credential&sid=0).
For example, sspr-docker-image.4.8.0.0.tar.gz
Create one or more ECR repositories and upload the downloaded Self Service Password Reset 
Docker container images. For more information, see the Amazon ECR User Guide.

 Helm 3.x is installed.
 Install and configure AWS Load Balancer Controller. For more information, see the Install the 

AWS Load Balancer Controller using Helm section in the Amazon EKS User Guide.

7.4.3 Security best practices
This section lists the security best practices for Self Service Password Rest containers on Amazon EKS 
with EC2 instances. It secures the application from unauthorized access, vulnerabilities, and threats.

This section covers the following best practices:

 “Securing Self Service Password Reset services in amazon EKS” on page 48
 “YAML best practices” on page 49

Securing Self Service Password Reset services in amazon EKS
Security groups function as a virtual firewall for your EC2 instances to manage incoming and 
outgoing traffic. Security groups can be configured to allow or restrict access based on IP addresses, 
ports, and protocols.

Ensure you do not open every port in the security group when configuring them for SSPR 
deployment.

Configure only the following ports in order for SSPR to function:

Table 7-3   

Components Ports

HTTPS 443

8443

9443

LDAP 636

Network File System (NFS) 2049
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YAML best practices
You must clear the sensitive information, such as password from values.yaml after the 
deployment is complete.When inputs (password) are sent by using the --set command, it is visible 
when you run the helm get values <release name> command.

7.4.4 Limitations of Self Service Password Reset Docker deployment
 Auto-scaling the Self Service Password Reset containers is not supported.

7.5 Deploying Self Service Password Reset container on 
amazon EKS with EC2 instances
To deploy Self Service Password Reset container on Amazon EKS with EC2 instance, perform the 
following steps:

1 Create a namespace for deploying Self Service Password Reset.
kubectl create namespace <name-of-the-namespace>

2 Download the Self Service Password Reset Helm chart to the Master node from OpenText 
Downloads (https://sldlogin.microfocus.com/nidp/idff/
sso?id=11&sid=0&option=credential&sid=0).
For example, sspr-helm-chart-1.0.0.tgz

3 Unzip the Self Service Password Reset helm chart by using the following command:
tar -xzvf <latest Self Service Password Reset helm chart>
For example, tar -xzvf sspr-helm-chart-1.0.0.tgz

4 Open the sspr/values.yaml file.
5 Configure the following values in values.yamlfile:

Table 7-4   

Database PostgreSQL: 5432

Microsoft SQL Server: 1433

Oracle: 1521

Components Ports

Element Value

namespace Name of the namespace.

replicaCount Required number of Self Service Password Reset 
containers.

Self Service Password Reset Image Details
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6 Run the following command to install Self Service Password Reset:
helm install <release-name> <latest Self Service Password Reset helm 
chart> -f values.yaml
For example, helm install sspr sspr-1.0.0.tgz -f values.yaml

NOTE: You must use the following RegEx, which the Helm package manager enforces while 
assigning a release name:
[a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*

7 After you run the helm chart, you get a message that Self Service Password Reset is installed. 
However, the Self Service Password Reset pods are not yet deployed. The deployment of pods 
takes about 10 minutes.
Check the progress of the pods deployment by running the following command:

repository Specify the docker repository from which the Self 
Service Password Reset container images are pulled.

pullPolicy: IfNotPresent If you are using a private registry, change 
thepullPolicy attribute value to Always from 
IfNotPresent. By default, the pullPolicy attribute 
value is IfNotPresent.

image Specify a particular docker image for Self Service 
Password reset within deployment.

Service Details

name Specify the name of the Kubernetes service 
associated with the deployment.

port Specify the port on which your service receives 
incoming network connection.

Service Account Details

name Specify the name of the Kubernetes service account 
associated with the deployment.

AWS Details

deployment_region Specify the AWS region where the deployment 
resources (such as ECR and EFS) are located.

Storage Details

efsID Specify the ID of the EFS volume.

size Defines the size of the PVC associated with the EFS 
volume.

Volume Details

persistentVolumeClaim Specify the name of PVC associated with the storage.

storageClass Specify the name of the storage class.

Element Value
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kubectl get statefulset,pods --namespace <name-of-the-namespace>
An output similar to the following is displayed:
The following table describes the output:

8 The Self Service Password Reset Helm chart installs and configures the Application Load 
Balancer, Ingress, Stateful Sets, and Pods.

9 Log in to AWS Console and verify if the Application Load Balancer is installed.
If Application Load Balancer and Pods are not installed due to any reason, refer Workaround 2 
described in Error while logging in to the administration portal.

10 After installing Self Service Password Reset, you must configure your environment to work with 
Self Service Password Reset. For more information, see Configuring your environment for Self 
Service Password Reset.

7.5.1 Scaling Self Service Password Reset container
Self Service Password Reset allows you to scale up or down the containers by modifying the number 
of replicas on demand. This feature ensures that the Self Service Password Reset can handle variable 
levels of traffic and workload effectively.

NOTE: Auto-scaling Self Service Password Reset containers is not supported.

Title Description

NAME Name of the Self Service Password Reset pods.

READY The deployment status of the Self Service Password 
Reset containers within the pod.

Status explanation:
 0/2: None of the containers in the pod is 

deployed
 1/2: One out of two containers is deployed
 2/2: Two out of two containers are deployed

STATUS Once the containers are pulled from the repository 
and configuration begins, their status changes to 
Running. However, this does not indicate that the 
pod's deployment is completed. To confirm the 
deployment status, please refer to the READY 
column.

RESTARTS Number of time the pod has restarted.

AGE The period in which the pod is created and is running.
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To scale up, perform the following steps:

1 If you want to make the replica available on another worker node, you must ensure that you 
have an additional worker node / EC2 Instance in your AWS account. Otherwise, Kubernetes 
schedules the replica on the same worker node as the existing pod.

2 Update the values.yamlfile for the required replica count.
For example, to add four instances of Self Service Password Reset, edit the following elements 
in the values.yaml file.

3 Run the following command:
helm upgrade <release-name> <chart> -f values.yaml

To scale down, perform the following steps:

1 Update the values.yamlfile to reduce the replica count and run the following command:
helm upgrade <release-name> <chart> -f values.yaml

2 To delete the persistent volume claim and persistent volume, perform the following steps:
2a Run the following command to list the PVCs in the namespace:

kubectl get pvc --namespace <namespace>
2b Run the following command to delete the PVC:

kubectl delete pvc <pvc-name> --namespace <namespace>
2c Run the following command to list the PVs:

kubectl get pv
2d Run the following command to delete the specific PV:

kubectl delete pv <pv-name>

NOTE: Make sure to delete the PVCs before deleting the PVs.

3 Delete the unused worker nodes.

Elements Value

namespace Self Service Password Reset

replicaCount 4
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II IIConfiguring your environment for Self 
Service Password Reset

After you have installed Self Service Password Reset, you must configure your environment to allow 
Self Service Password Reset to work. You can manually configure your environment, or you can use 
the Configuration Guide that comes with Self Service Password Reset.

The Self Service Password Reset Configuration Guide walks you through configuring your 
environment. It creates certificates for you, it provides LDIF files to extend the schema for the LDAP 
directories, and it shows you what rights you must have in the LDAP directories for Self Service 
Password Reset to work. It also helps you configure a secure connection to an external database if 
that is your configuration choice.

IMPORTANT: Self Service Password Reset has detailed messaging enabled while you run the 
Configuration Guide. This is left on by default and you must disable it in production or it will cause 
performance issues.

If you manually configure your environment, you must create and manage certificates, configure the 
LDAP directories by extending schema and assigning rights, and you must configure the external 
databases to communicate with Self Service Password Reset.

You must complete these configuration tasks before you can use Self Service Password Reset.

 Chapter 8, “Self Service Password Reset configuration worksheet,” on page 55
 Chapter 9, “Using the configuration guide,” on page 59
 Chapter 10, “Manually configuring Self Service Password Reset,” on page 61
 Chapter 11, “Integrating with other NetIQ products,” on page 71
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8 8Self Service Password Reset configuration 
worksheet

Use the following worksheet to gather the required information to use the Configuration Guide or to 
manually configure your environment.

Table 8-1   Self Service Password Reset configuration worksheet

Component  Gather the following information:

Feature Usage Statics

 Decide whether to allow NetIQ to gather statistical data about 
how you use Self Service Password Reset. We use this 
information to focus development on the most used features. 
You must select whether to enable or disable this feature. You 
can turn this feature on through the Configuration Editor. For 
more information, see “Configuring the telemetry options”in 
the Self Service Password Reset 4.8 administration guide.

LDAP Directory Information

 Full DNS name or IP address and the port of the LDAP server

NOTE: Do not use a virtual address or a proxy server address. If 
you are using Active Directory the domain controller must be 
accessible via DNS.

 LDAP server certificates

Self Service Password Reset manages the LDAP server 
certificates for you. When you define the default LDAP profile 
or create a new profile, the Configuration Editors imports the 
LDAP service certificate for you.

 Fully qualified LDAP distinguished name (DN) of the proxy 
administrator credentials

For security reasons, create a proxy LDAP administrator that 
has sufficient rights to administer the users that log in to this 
system.

 Fully qualified DN of the root container of your LDAP users

You can add additional containers after the Configuration 
Guide completes.

 Fully qualified DN of an LDAP administrators group

A group in your LDAP directory to use to control administrative 
access to Self Service Password Reset.
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 Fully qualified DN of an LDAP test user

Self Service Password Reset uses this test user to periodically 
test the connection between the LDAP server and the system.

 LDAP attribute permissions

You must change the LDAP attribute permissions to allow Self 
Service Password Reset to manage your users’ credentials. The 
Configuration Guide displays the specific permissions you must 
change for your environment.

If you perform a manual install, you must change these same 
attribute permissions for your environment. For more 
information, see “Configuring the LDAP directories” on 
page 61.

Self Service Password Reset URL

 URL to this deployment of Self Service Password Reset that the 
users access

The fully qualified hostname of the server running Self Service 
Password Reset.

Challenge-Response Storage 
Local Database

NOTE: Select one of the locations to store the challenge-
response information: local database, LDAP, or remote 
database.

 Local database - Testing Only

Use for testing only and nothing else must be done to your 
environment.

NOTE: The local database storage limit is 102,400 bytes (1024 * 
100 bytes).

Challenge-Response Storage 
LDAP

 LDAP

You must extend the schema in your LDAP directory and assign 
rights to allow Self Service Password Reset to manage the 
users. If you are using eDirectory, you can allow the 
Configuration Guide to extend the schema for you or you can 
manually extend the schema with the provided files.

For Active Directory and Oracle Directory Server, you must 
manually extend the schema using the provided files. For more 
information, see “Configuring the LDAP directories” on 
page 61.

Challenge-Response Storage 
Remote Database

Component  Gather the following information:
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 Empty database

You must install an empty database that Self Service Password 
Reset supports. The configuration process adds the 
appropriate tables and schema to the database.

 Database driver

You must download the JDBC driver from the website of the 
database you are using. You upload the JAR or ZIP file during 
the configuration of Self Service Password Reset.

 Database class

You must specify the Java class name of the JDBC driver. For 
example:

 Microsoft SQL: 

com.microsoft.sqlserver.jdbc.SQLServerDri
ver

 Microsoft SQL using jTDS: 
net.sourceforge.jtds.jdbc.Driver

 Oracle: oracle.jdbc.OracleDriver
 PostgreSQL: org.postgresql.Driver

 Database connection string

This setting configures the Java JDBC database driver with the 
information required to reach your database server, such as IP 
address, port number, and database name. For example:

 Microsoft SQL: jdbc:sqlserver://
host.example.net:port;databaseName=SSPR

 Microsoft SQL using jTDS: jdbc:jtds:sqlserver://
host.example.net:port/SSPR

 Oracle: jdbc:oracle:thin:@//
host.example.net:1521/SSPR

 PostgreSQL: jdbc:postgresql://host:port/
database

 Library Path - Microsoft SQL only

Set the appropriate values for JAVA_OPTS in catalina.bat 
or in the tomcat/bin folder. For more information, see the 
Tomact Documentation.

 Database user name

A user name that Self Service Password Reset uses to 
authenticate to the database.

Component  Gather the following information:
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 Database password

The password of the database user Self Service Password Reset 
uses to authenticate to the database.

Component  Gather the following information:
58 Self Service Password Reset configuration worksheet



9 9Using the configuration guide

After you have completed the Self Service Password Reset installation, you must configure your 
environment to use Self Service Password Reset. Configuring Self Service Password Reset is the same 
whether you deployed it on-premise or in the Cloud.

Self Service Password Reset contains a Configuration Guide that walks you through configuring your 
environment. It is a wizard that simplifies the configuration process for you.

To use the configuration guide:

1 Ensure that you have selected the appropriate configuration for your environment. For more 
information, see “Selecting an appropriate deployment” on page 15.

2 (Conditional) If you selected to use a remote database to store the users’ challenge-response 
information, ensure that you have deployed an empty database, that the database is running, 
and that the Self Service Password Reset deployment can access the empty database.

3 Ensure that you have gathered all of the information in the worksheet before proceeding. For 
more information, see Self Service Password Reset configuration worksheet.

4 Access the appropriate URL for your deployment.
Appliance 

https://dns-name/sspr
Windows 

https://localhost:8443/sspr
WAR File 

https://localhost:port/sspr
5 Accept the license agreement.
6 Click Start Configuration Guide.
7 Follow the instructions for your environment.

NOTE: The Configuration Guide displays information unique to your environment and your 
configuration choices.

8 (Conditional) If you are using Active Directory or Oracle Directory Server, you must manually 
extend the schema in the LDAP directories to work with Self Service Password Reset. For more 
information, see “Configuring the LDAP directories” on page 61.

After you completed the Configuration Guide, you can now configure Self Service Password Reset for 
your environment. Proceed to “Getting started” in the Self Service Password Reset 4.8 
administration guide.
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If you are using eDirectory to store the challenge-response information, there are post-configuration 
steps you must perform.

 Install the iManager Password Management plug-in. For more information, see “Plug-in Module 
Installation” in the iManager Installation Guide.

NOTE: Download the Password Management iManager plug-in from the Download website.

 Enable the Universal Password policy in eDirectory. For more information, see “Managing 
Password” in the eDirectory Administration Guide.

9.1 Turning off detailed error messages in the 
configuration guide
By default, Self Service Password Reset has enabled detail error messages when you run the 
Configuration Guide. You do not want to run Self Service Password Reset in a production 
environment with details error messages. It can cause performance issues.

To turn off detailed error messages:

1 Log in to Self Service Password Reset at https://dns-name/sspr as an administrator.
2 In the toolbar, click your name.
3 Click Configuration Editor, then enter the password for the Configuration Editor.
4 Click Settings > Security > Application Security > Show Detailed Error Messages.
5 Deselect Enable for the Show Detailed Error Messages option.
6 In the toolbar, click Save changes.
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10 10Manually configuring Self Service 
Password Reset

If you choose to manually configure Self Service Password Reset, there are a number of different 
tasks you must perform. However, the manual steps are the same whether you deployed Self Service 
Password Reset on-premise or in the Cloud.

Complete the following tasks in the order listed, to manually configure Self Service Password Reset 
and your environment.

1. Gather the information listed on the worksheet.

For more information, see Self Service Password Reset configuration worksheet.
2. Manually configure your LDAP directory by extending the schema and assigning permissions.

For more information, see Configuring the LDAP directories.
3. Manually create an LDAP profile in the Self Service Password Reset Configuration Editor.

For more information, see Creating an LDAP profile for your environment.
4. Manually configure your external database to store the challenge-response information.

For more information, see Configuring databases.
5. Manually define the database settings in the Self Service Password Reset Configuration Editor.

For more information, see Configuring Self Service Password Reset to work with the External 
Database.

After you have completed the manual configuration of your environment, you can now configure 
Self Service Password Reset. Proceed to “Getting started” in the Self Service Password Reset 4.8 
administration guide.

10.1 Configuring the LDAP directories
To allow Self Service Password Reset to store the challenge-response information in an LDAP 
directory, you must extend the LDAP directory schema and assign specific permissions to attributes 
in the LDAP directory. This allows Self Service Password Reset to manage the passwords for your 
users.

Self Service Password Reset provides .ldif files that manually extend the schema for the LDAP 
directories and change the permissions that allow Self Service Password Reset to work. You can 
access the .ldif files here: https://sspr.server.com/sspr/public/reference/ on your 
Self Service Password Reset application. The .ldif files are also included in the Configuration Guide 
for the appliance and for the Windows installer.
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WARNING: Extending the schema and changing rights in your LDAP directory permanently changes 
the LDAP directory. Ensure that your LDAP directory administrator performs these steps. If the 
directory is not healthy or there are communication problems in your network, changing the schema 
can cause problems.

Self Service Password Reset contains an LDAP Permissions tool that reads your Self Service Password 
Reset configuration file. The LDAP Permissions tool lists all of the required rights for your 
environment depending on the components of Self Service Password Reset you have enabled. The 
rights listed in the tool change depending on the Self Service Password Reset modules you enable. 
The following steps are guidelines for what rights you need in your environment for Self Service 
Password Reset to work. It is best to use the LDAP Permissions tool to see all of the rights specific to 
your deployment of Self Service Password Reset. For more information, see “Viewing LDAP 
permissions recommendations” in the Self Service Password Reset 4.8 administration guide.

Use the following information to extend the LDAP directory schema and assign rights:

 Section 10.1.1, “Configuring edirectory,” on page 62
 Section 10.1.2, “Configuring Azure Active Directory,” on page 64
 Section 10.1.3, “Configuring Active Directory,” on page 64
 Section 10.1.4, “Configuring Oracle directory server,” on page 66

10.1.1 Configuring edirectory
Before you extend the schema or change any rights to make Self Service Password Reset work with 
eDirectory, you must install the iManager Password Management plugin and enable the Universal 
Password policy. For more information, see “Managing Password” in the eDirectory Administration 
Guide.

Self Service Password Reset uses eDirectory attributes to store the following user data:

 The last time a user changed the password
 The last time Self Service Password Reset sent an email notification to the user about password 

expiry
 Secret questions and answers

Use the following information to modify eDirectory:

 “Extending the edirectory schema” on page 62
 “Modifying edirectory rights to grant permissions” on page 63

Extending the edirectory schema
You must use eDirectory tools to extend the eDirectory schema with the edirectory-
schema.lidf file. You can access this file here: https://sspr.server.com/sspr/public/
reference/ldap-schema.jsp.

Depending on your platform, you must use a different eDirectory tool to extend the schema. The 
steps for extending the schema are in the eDirectory documentation. For more information, see 
“Manually Extending the Schema” in the NetIQ eDirectory Administration Guide.
62 Manually configuring Self Service Password Reset

https://www.netiq.com/documentation/edirectory-9/edir_admin/data/b1j5uu69.html
https://www.netiq.com/documentation/edirectory-9/
https://www.netiq.com/documentation/edirectory-9/
https://www.netiq.com/documentation/edirectory-9/edir_admin/data/amijij0.html
https://www.netiq.com/documentation/edirectory-9/edir_admin/data/bookinfo.html
https://www.netiq.com/documentation/self-service-password-reset-48/pdfdoc/sspr-adminguide/sspr-adminguide.pdf#b1ma9kz9
https://www.netiq.com/documentation/self-service-password-reset-48/pdfdoc/sspr-adminguide/sspr-adminguide.pdf#b1ma9kz9
https://www.netiq.com/documentation/self-service-password-reset-48/pdfdoc/sspr-adminguide/sspr-adminguide.pdf#bookinfo


The edirectory-schema.ldif file adds the following Self Service Password Reset attributes to 
the eDirectory schema:

 pwmEventLog
 pwmResponseSet
 pwmLastPwdUpdate
 pwmGUID
 pwmOTPsecret
 pwmData (new in the Self Service Password Reset 4.4 release or later)

Modifying edirectory rights to grant permissions
Self Service Password Reset requires permission to perform all operations in eDirectory. For 
instructions on how to change eDirectory rights, see “eDirectory Rights” in the eDirectory 
Administration Guide.

Use the LDAP Permissions tool to determine the proper rights for your environment and your 
configuration of Self Service Password Reset. For more information about the LDAP Permissions tool, 
see “Viewing LDAP permissions recommendations” in the Self Service Password Reset 4.8 
administration guide.

Set up the following user rights:

 Proxy user rights
 Authenticated user rights
 Other rights

Proxy user rights
Users with generic proxy user rights perform operations such as pre-authentication. Proxy users 
need the following rights to user containers:

 Browse rights to [Entry Rights]
 Read and Compare rights to the pwmResponseSet and Configured Naming (CN) attribute
 Read, Compare, and Write rights to objectClass, passwordManagement, pwmEventLog, 

and pwmLastPwdUpdate

IMPORTANT: 
 If you enable the New User Registration module for Self Service Password Reset, you must 

enable the Create right to the [Entry Rights]. The edirectory-rights.ldif file 
does not add this right. To add the Create right to the [Entry Rights], use the Modify 
Trustees task of the Rights role in iManager.

 The domain administrator should only grant the necessary rights to the proxy user for 
executing REST API calls.
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Authenticated user rights
Users with authenticated user rights perform operations based on the permissions associated with 
the user’s connection. Authenticated users need the following rights for their own user entries:

 Browse rights to [Entry Rights]
 Read, Compare, and Write rights, Inherited to [This] for pwmResponseSet
 Write rights, Inherited rights to [This] for pwmLastPwdUpdate

Other rights
Depending on the Self Service Password Reset configuration, users might need other rights assigned 
as well. In most cases, Self Service Password Reset interacts with the directory by using the user's 
LDAP connection. The user must have LDAP rights to execute operations. For example:

 Update profile module: Users must have all rights to read attributes that are part of the Update 
Profile module and Write rights to any attributes they must write to.

 Help Desk module: Users must have Read rights to search and display attributes of users whom 
they administer. Users must also have Write rights to any attributes modified by the Help Desk 
module through configured actions or password setting and unlocking accounts.

10.1.2 Configuring Azure Active Directory
Self Service Password Reset requires that your users reside in an LDAP directory. Using Azure Active 
Directory for your LDAP user store has no impact on where you install and run Self Service Password 
Reset. For more information, see “Selecting an appropriate deployment” on page 15.

To use Azure Active Directory as the LDAP user store for your users, there are two requirements.

 You must store the challenge-response information in a Microsoft SQL Server or PostgreSQL 
database. Self Service Password Reset does not require that you change the Azure Active 
Directory schema because you store the users’ challenge-response information in a database, 
not in the Azure Active Directory.

 You must enable LDAP in the Azure Active Directory. For more information, see the Configure 
secure LDAP for a Microsoft Entra Domain Services managed domain section in Microsoft 
Documentation.

10.1.3 Configuring Active Directory
If your users reside in Active Directory and selected to store the challenge-response information that 
same Active Directory, you must extend the schema and assign user rights to store data in Active 
Directory.

Self Service Password Reset provides .ldif files that extend the schema and assign the correct 
rights to your Active Directory. You can access these files here: https://sspr.server.com/
sspr/public/reference/ldap-schema.jsp.

After you extend the directory schema, you must give permissions to access objects, including the 
group policy, organizational units, and containers. Assigning users’ rights include authorizing read or 
write rights to Self Service Password Reset directory schema attributes.
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The AD-schema.ldif file extends the schema on the server and enables you to assign user rights. 
You must determine containers and organizational units that need Self Service Password Reset 
access. You must know their distinguished names (DN) so that you can assign rights to each 
container and organizational unit separately.

You can use the LDAP Permissions tool to determine what rights you must change in Active Directory 
for each Self Service Password Reset module you enable. For more information, see “Viewing LDAP 
permissions recommendations” in the Self Service Password Reset 4.8 administration guide.

IMPORTANT: You must ensure that the domain controller is accessible via DNS for Self Service 
Password Reset to find all of the user objects in Active Directory.

You can also extend the Active Directory schema to the root of the domain and assign rights to each 
container and the organizational unit below the root.

 “Extending the Active Directory schema” on page 65
 “Assigning user rights” on page 66
 “Assigning Proxy User Rights” on page 66

Extending the Active Directory schema
You must use Active Directory tools to extend the schema. You use the AD-schema.ldif file 
provided here https://sspr.server.com/sspr/public/reference/ldap-schema.jsp to 
extend the schema.

Log in as the domain administrator and run the schema extension file on an Active Directory domain 
controller or computer that is connected to the Active Directory domain. Following the instructions 
provided in the Microsoft documentation. For more information, see the Methods for Extending 
Schema section in Microsoft Documentation.

The .ldif file adds the following Self Service Password Reset attributes to the directory schema:

 pwmEventLog
 pwmResponseSet
 pwmLastPwdUpdate
 pwmToken
 pwmOTPSecret
 pwmData (new with the Self Service Password Reset 4.4 release or later)

In a multi-server environment, schema updates occur after server replication. To ensure that the 
schema synchronized through your environment you can perform a schema cache update. For more 
information, see the Schema Cache section in Microsoft Documentation.
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Assigning user rights
To store the data against the new Self Service Password Reset schema attributes, assign user 
permissions to objects in the directory. Assign rights to the attributes added through the schema 
extension to all of the objects that access the Self Service Password Reset data, including the 
following:

 User objects
 User containers
 Group policies
 Organizational units

If you assign rights to containers and organizational users, the rights filter down to the associated 
user objects.

IMPORTANT: Do not assign rights at the user level or object level.

To assign rights, use the Microsoft documentation. For more information, see the Configuring User 
Rights section in Microsoft Documentation.

You can also assign rights to a Password Settings object (PSO) to add a fine-grained password and 
account lockout policy for Active Directory. For more information, see the Create a PSO section in 
Microsoft Documentation.

Assigning Proxy User Rights
Proxy users need the following rights to user containers:

1 Open the Active Directory Users and Computers console.
2 Navigate to the container or Organizational Unit (OU) where the users you want to manage are 

located.
3 Right click on the container or Organizational Unit (OU) and click Delegate Control.
4 Select users or groups to whom you want to delegate proxy control and click Next.
5 Click the Create a custom task to delegate option and click Next.
6 Select the required proxy user permissions from the Permissions list and click Next.
7 Review the selection and click Finish.

10.1.4 Configuring Oracle directory server
You must extend the schema and assign permissions for the Oracle Directory Server to store the 
challenge-response information. This allows Self Service Password Reset to manage the passwords 
for the users.

 “Extending the schema for the Oracle directory server” on page 67
 “Assigning rights for the Oracle directory server” on page 67
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Extending the schema for the Oracle directory server
You must use Oracle tools to extend the schema. You use the OracleDS-schema.ldif file to 
extend the schema. The file is available here: https://sspr.server.com/sspr/public/
reference/.

IMPORTANT: You must be running Self Service Password Reset 4.1 Patch Update 1 or later to access 
the .ldif file on the reference page here: https://sspr.server.com/sspr/public/
reference/ldap-schema.jsp.

To extend the Oracle schema for Self Service Password Reset, use the Oracle documentation. For 
more information, see the Extending Directory Server Schema in Oracle Documentation.

The OracleDS.ldif file adds the following Self Service Password Reset attributes to the Oracle 
Directory Server schema:

 pwmEventLog
 pwmResponseSet
 pwmLastPwdUpdate
 pwmGUID
 pwmOTPsecret
 pwmData (new in the Self Service Password Reset 4.4 release or later)

Assigning rights for the Oracle directory server
You must change the permission for the Oracle Directory attributes to store the following users’ 
data:

 The last time when a user changed the password
 The last time when Self Service Password Reset sent an email notification to the user about 

password expiry
 Secret questions and answers

The permission between the Oracle Directory Server and eDirectory are similar. The information for 
permission provided for eDirectory is the same as for the Oracle Directory Server.

Self Service Password Reset requires permission to perform operations in Oracle Directory. The 
following rights are required:

 “Proxy user rights” on page 63
 “Authenticated user rights” on page 64

Use the OracleDS-right.ldif file to make the permissions changes for your environment. You 
must modify this file for your environment for the file to work.
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10.2 Creating an LDAP profile for your environment
After you have manually configured your LDAP directory, you must now create an LDAP profile for 
your environment in the Self Service Password Reset Configuration Editor. You will use the 
information from the worksheet to configure the LDAP Profile.

However, you must know the additional information to manually create an LDAP profile. You must 
know:

 A user name attribute you want to use when viewing users in Self Service Password Reset
 A GUID attribute that is unique to all users that are managed by Self Service Password Reset
 Attributes to use for logging into Self Service Password Reset
 Attribute used for user groups

For instructions and more information, see “Configuring policies” in the Self Service Password Reset 
4.8 administration guide.

10.3 Configuring databases
Self Service Password Reset uses two types of databases:

 Local database: Self Service Password Reset uses a local database for storing local data. The 
local database requires no administration or maintenance and the default values are sufficient.

NOTE: Do not use the local database in a production environment as there are no methods for 
making the local database storage redundant, and there are there no optimal backup methods 
available.

The local database storage limit is 102,400 bytes (1024 * 100 bytes).

 External Database: Self Service Password Reset uses an external database to store data for 
certain functions. Any standard JDBC database that supports a standard Java JDBC driver works. 
Self Service Password Reset connects to the database and creates the necessary tables. You can 
configure multiple Self Service Password Reset instances to the same database instance. Self 
Service Password Reset officially supports MS SQL database and Oracle database.

You must manually configure the database to save the challenge-response information from Self 
Service Password Reset. You must work with a database administrator to complete the tasks.

To configure the database:

1 Create a database.
For more information about how to create a database, see the related product documentation.

2 Create a database administrator for that database. You must specify this administrator during 
Self Service Password Reset configuration.

3 Create a user and associate it with the database you created in Step 1.
4 (Conditional) If you are using the Microsoft SQL database, ensure that the user has enabled the 

SQL server authentication mode and has suitable rights to open the database, which is the SQL 
Server Authentication mode. For more information, see Choosing an Authentication Mode in 
the Microsoft Documentation.
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10.4 Configuring Self Service Password Reset to work with 
the External Database
After you have created the external database, you must configure Self Service Password Reset to 
communicate with the database. Self Service Password Reset uses the JDBC driver for the specific 
database. Download the JDBC driver from the vendor’s website to connect to the JDBC database.

To configure an external database to store the challenge-response information:

1 Ensure that you have downloaded the JDBC driver from the vendor’s website.
2 Log in to Self Service Password Reset at https://dns-name/sspr as an administrator.
3 In the toolbar, click your name.
4 Click Configuration Editor.
5 Click Default Settings.

5a Select the LDAP directory type you are using.
5b Select where to store information as Remote Database
5c In the toolbar, click Save changes.

6 (Conditional) If you are using anything other than Active Directory to store challenge-response 
information in an external database, click Modules > Authenticated > Forgotten Password > 
Settings.
6a Set Response Read Location to Database.
6b Set Response Write Location to Database.
6c Click Save.

7 Click Settings > Database (Remote) > Connection.
8 Use the following information to configure the database connection:

Database Driver 
Upload the JDBC database driver you downloaded from the vendor’s website.

Database Class 
Specify the Java class name of the JDBC driver. For example:
 Microsoft SQL: com.microsoft.sqlserver.jdbc.SQLServerDriver
 Microsoft SQL using jTDS: net.sourceforge.jtds.jdbc.Driver
 Oracle: oracle.jdbc.OracleDriver
 PostgreSQL: org.postgresql.Driver

Database Connection String 
Specify the database connections string that configures the Java JDBC database driver with 
the information required to reach your database server such as IP address, port number, 
and database name. For example:
 Microsoft SQL: jdbc:sqlserver://
host.example.net:port;databaseName=SSPR

 Microsoft SQL using jTDS: jdbc:jtds:sqlserver://host.example.net:port/
SSPR

 Oracle: jdbc:oracle:thin:@//host.example.net:1521/SSPR
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 PostgreSQL: jdbc:postgresql://host:port/database
Database User Name 

Specify the name of the user who can connect to the database.
Database Password 

Specify a password for the database user.
Database Vendor 

Select the vendor for your database. The options are Other or Oracle.
9 Click Test Database Connection to validate the information you entered.

10 In the toolbar, click Save changes.
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11 11Integrating with other NetIQ products

Self Service Password Reset integrates with other NetIQ products to simplify password management 
for your environment. Integrating the different products enhances the users’ experience of 
managing their own passwords and helps reduce costs for your company. Self Service Password 
Reset integrates with the following products:

 NetIQ access manager: For more information, see “Integrating Self Service Password Reset with 
NetIQ access manager” in the Self Service Password Reset 4.8 administration guide.

 NetIQ advanced authentication: For more information, see “Integrating Self Service Password 
Reset with advanced authentication” in the Self Service Password Reset 4.8 administration 
guide.

 NetIQ identity manager: For more information, see “Integrating Self Service Password Reset 
with NetIQ identity manager” in the Self Service Password Reset 4.8 administration guide.
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III IIIUpgrading or migrating Self Service 
Password Reset

If you have Self Service Password Reset installed and configured, you can upgrade Self Service 
Password Reset to the latest version or migrate it to a new platform or new hardware. The upgrade 
steps are different for each platform. Follow the instructions that are specific to your platform: the 
appliance, Linux, or Windows.

Since Self Service Password Reset is a web application, the steps to add a patch update are the same 
as when you upgrade Self Service Password Reset. For more information, see “Adding a patch 
update” in the Self Service Password Reset 4.8 administration guide.

This section includes the following topics:

 Chapter 12, “Upgrading the Self Service Password Reset Appliance,” on page 75
 Chapter 13, “Upgrading Self Service Password Reset on Windows,” on page 79
 Chapter 14, “Upgrading Self Service Password Reset on Linux,” on page 81
 Chapter 15, “Upgrading the identity manager deployment of Self Service Password Reset,” on 

page 83
 Chapter 16, “Upgrading Self Service Password Reset Helm deployment,” on page 87
 Chapter 17, “Additional information if upgrading or migrating from Self Service Password Reset 

3.2 or a prior version,” on page 89
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12 12Upgrading the Self Service Password Reset 
Appliance

There are two different ways you can upgrade Self Service Password Reset: automatic or manual. 
Depending on the version of Self Service Password Reset you have installed determines the type of 
upgrade you must perform.

 Section 12.1, “Automatically upgrading Self Service Password Reset,” on page 75
 Section 12.2, “Manually upgrading the Self Service Password Reset Appliance,” on page 76

12.1 Automatically upgrading Self Service Password Reset
You can automatically upgrade Self Service Password Reset appliance to later versions of Self Service 
Password Reset using the Product Upgrade option in the appliance administration console.

WARNING: There are some items you must consider before performing the automated upgrade:

 You must apply the latest updates to perform the upgrade. If you do not have the latest updates 
applied, the upgrade fails.

 The upgrade takes twice the disk space as a new deployment of Self Service Password Reset.
 The upgrade takes an hour or longer to complete.

If you decide not to perform an automated upgrade, you can perform a manual upgrade.

NOTE: You cannot upgrade the appliance directly from 4.5 to 4.8. You must first upgrade to 4.6 and 
upgrade must happen through the appliance management console (:9443). The recommended 
sequence to upgrade from version 4.5 to 4.8 is as follows:

1. Upgrade SSPR 4.5 to its respective latest patch using Online Upgrade option in the appliance 
management console.

2. Upgrade SSPR 4.5 latest patch to SSPR 4.6.0 using Product Upgrade option.
3. Upgrade SSPR 4.6.0 to its respective latest patch using Online Upgrade option.
4. Upgrade SSPR 4.6.0 latest patch to SSPR 4.8 using Product Upgrade option.
5. Reboot the appliance based on the prompt.

To automatically upgrade an appliance:

1 Apply the latest available patches. If you do not apply the patches, the upgrade fails. For more 
information, see “Performing an online update” in the Self Service Password Reset 4.8 
administration guide.

2 Reboot the appliance after you apply the latest patches. If you have already applied the patches, 
ensure that you have rebooted the appliance once before upgrading the appliance.
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3 Ensure that your browsers support TLS 1.2.
By default, Self Service Password Reset only enables TLS 1.2 after the upgrade. If browsers do 
not support TLS 1.2, the users will not be able to log in after the upgrade. The most recent 
versions of the supported browsers support TLS 1.2. You can change this setting in the 
Configuration Editor under Settings > HTTPS Servers > TLS Protocols.

4 Create a backup of your current configuration information.
4a Log in to Self Service Password Reset at https://dns-name/sspr as an administrator.
4b In the toolbar, click your name.
4c Click Configuration Manager.
4d Back up the configuration XML file.

4d1 Under Configuration Activities, click Download Configuration.
4d2 Save the SSPRConfiguration.xml file to a safe location.

5 Log in to the appliance administration console as an administrator.

https://mycompany.example.com:9443
6 Click Product Upgrade, then follow the prompts to upgrade the appliance.
7 The administrator is prompted to register Online Update service following the upgrade. Specify 

your Email address and you can register with the same Activation key. Registering for the online 
update service enables you to get future OS and product updates.

8 After the upgrade completes, log in to Self Service Password Reset to ensure that the upgrade 
completed successfully.

12.2 Manually upgrading the Self Service Password Reset 
Appliance
If you have Self Service Password Reset 4.0 or prior versions, you must perform a manual upgrade. 
The Product Upgrade option did not work in Self Service Password Reset 4.0. If you have a later 
version of Self Service Password Reset, we recommend that you perform an automatic upgrade. This 
section explains how to perform a manual upgrade.

Upgrading the Self Service Password Reset appliance is different that updating the appliance. 
Updating the appliance is when you apply a patch. Upgrading the appliance is when you move to 
another release. For more information about updates, see “Performing an online update” in the Self 
Service Password Reset 4.8 administration guide.

To manually upgrade Self Service Password Reset, you deploy the current version of the appliance, 
restore the configuration information, test the appliance, and then delete the old appliance.

To manually upgrade the appliance:

1 Ensure that your browsers support TLS 1.2.
By default, Self Service Password Reset only enables TLS 1.2 after the upgrade. If browsers do 
not support TLS 1.2, the users will not be able to log in after the upgrade. The most recent 
versions of the supported browsers support TLS 1.2. You can change this setting in the 
Configuration Editor under Settings > HTTPS Servers > TLS Protocols.
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2 Create a backup of your current configuration information.
2a Log in to Self Service Password Reset at https://dns-name/sspr as an administrator.
2b In the toolbar, click your name.
2c Click Configuration Manager.
2d Back up the configuration XML file.

2d1 Under Configuration Activities, click Download Configuration.
2d2 Save the SSPRConfiguration.xml file to a safe location.

3 Download the new version of the Self Service Password Reset appliance from the Customer 
Care Center.

4 Deploy the new version of the Self Service Password Reset appliance. For more information, see 
“Installation procedure” on page 28.

5 Restore the Self Service Password Reset configuration file. For more information, see 
“Importing configuration information” in the Self Service Password Reset 4.8 administration 
guide.

6 Log in to Self Service Password Reset at https://dns-name/sspr as an administrator and 
verify that all of the configuration information is correct.

7 Delete the old appliance by removing it from your virtual environment.
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13 13Upgrading Self Service Password Reset on 
Windows

If you deployed Self Service Password Reset using the .msi file, you must use the following 
procedure to upgrade your deployment.

1 Ensure that your browsers support TLS 1.2.
By default, Self Service Password Reset only enables TLS 1.2 after the upgrade. If browsers do 
not support TLS 1.2, the users will not be able to log in after the upgrade. The most recent 
versions of the supported browsers support TLS 1.2. You can change this setting in the 
Configuration Editor under Settings > HTTPS Servers > TLS Protocols.

2 Download the most recent version of Self Service Password Reset .msi file from the NetIQ 
Patch Finder (https://sldlogin.microfocus.com/nidp/idff/
sso?id=5&sid=0&option=credential&sid=0) download website.

3 Create a backup of the current configuration information.
3a Log in to Self Service Password Reset at https://dns-name/sspr as an administrator.
3b In the toolbar, click your name.
3c Click Configuration Manager.
3d Back up the configuration XML file.

3d1 Under Configuration Activities, click Download Configuration.
3d2 Save the SSPRConfiguration.xml file to a safe location.

NOTE: This is for backup purposes only.

4 (Optional) If you have made any customization in Self Service Password Reset such as changes in 
the user interface copy these for later reference.
For more information, see “Customizing the theme of Self Service Password Reset” in the Self 
Service Password Reset 4.8 administration guide.

5 Run the .msi file.
6 Follow the prompts to install the new version.
7 (Optional) Restore any customization.
8 Log in to Self Service Password Reset at https://dns-name/sspr as an administrator and 

verify that all of the configuration information is correct.
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14 14Upgrading Self Service Password Reset on 
Linux

If you installed Self Service Password Reset by deploying the WAR file on a Linux server, you must use 
the following steps to upgrade your deployment.

Since Self Service Password Reset is a Java servlet application running Apache Tomcat, the steps to 
add a patch update are the same as upgrading Self Service Password Reset. For more information, 
see “Adding a patch update” in the Self Service Password Reset 4.8 administration guide.

NOTE: Before upgrading your Self Service Password Reset to version 4.7 or above, ensure that the 
environment complies with the new Java and Tomcat requirements. For more information, see 
System requirements for Self Service Password Reset WAR file on Linux.

To upgrade Self Service Password Reset on Linux:

1 Ensure that your browsers support TLS 1.2.
By default, Self Service Password Reset only enables TLS 1.2 after the upgrade. If browsers do 
not support TLS 1.2, the users will not be able to log in after the upgrade. The most recent 
versions of the supported browsers support TLS 1.2. You can change this setting in the 
Configuration Editor under Settings > HTTPS Servers > TLS Protocols.

2 Download the most recent version of the Self Service Password Reset WAR file from the NetIQ 
Patch Finder (https://sldlogin.microfocus.com/nidp/idff/
sso?id=5&sid=0&option=credential&sid=0) download website.

3 Create a backup of your current configuration information.
3a Log in to Self Service Password Reset at https://dns-name/sspr as an administrator.
3b In the toolbar, click your name.
3c Click Configuration Manager.
3d Back up the configuration XML file:

3d1 Under Configuration Activities, click Download Configuration.
3d2 Save the SSPRConfiguration.xml file to a safe location.

4 (Optional) If you have made any customization in Self Service Password Reset such as changes in 
the user interface copy these for later reference.
For more information, see “Customizing the theme of Self Service Password Reset” in the Self 
Service Password Reset 4.8 administration guide.

5 Stop Apache Tomcat by running the catalina.sh script in the Tomcat_Home/bin directory.

./catalina.sh stop
6 Copy the updated sspr.war to the Tomcat_Home/webapps directory.
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NOTE: Ensure that you have set the SSPR_APPLICATION operating system environment 
variable in the setenv file. For more information, see ““Setting operating system environment 
variables” on page 32”.

7 Restart the Apache Tomcat service by running the catalina.sh script in the Tomcat_Home/
bin directory.

./catalina.sh start
8 Log in to Self Service Password Reset at https://dns-name/sspr as an administrator and 

verify that all of the configuration information is correct.
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15 15Upgrading the identity manager 
deployment of Self Service Password Reset

If you deployed Self Service Password Reset using the integrated installer from the Identity Manager 
installation or the stand alone installer, there are additional steps you must perform to upgrade Self 
Service Password Reset.

If you used the stand alone installer and installed Self Service Password Reset and One SSO Provider 
(OSP) on a separate computer than the other Identity Manager components, you must upgrade OSP 
before upgrading Self Service Password Reset. For more information, see “Upgrading Identity 
Applications” in the NetIQ Identity Manager Setup Guide for Linux or “Upgrading Identity 
Applications and Identity Reporting” in the NetIQ Identity Manager Setup Guide for Windows.

To upgrade Self Service Password Reset from an identity manager deployment:

1 Ensure that your browsers support TLS 1.2.
By default, Self Service Password Reset only enables TLS 1.2 after the upgrade. If browsers do 
not support TLS 1.2, the users will not be able to log in after the upgrade. The most recent 
versions of the supported browsers support TLS 1.2. You can change this setting in the 
Configuration Editor under Settings > HTTPS Servers > TLS Protocols.

2 Ensure that you are running a supported version of Identity Manager and Self Service Password 
Reset. For more information, see “Supported versions” in the Self Service Password Reset 4.8 
administration guide.

3 Download the most recent version of Self Service Password Reset WAR file from the NetIQ 
Patch Finder (https://sldlogin.microfocus.com/nidp/idff/
sso?id=5&sid=0&option=credential&sid=0) download website.

4 Ensure that you have configured an administrator user for Self Service Password Reset.
4a Log in to Self Service Password Reset at https://dns-name/sspr as an administrator.
4b In the toolbar, click your name.
4c Click Configuration Editor.
4d Click Modules > Authenticated > Administration > Administrator Permission.
4e Ensure that the LDAP filter you defined includes an administrator user.

5 Create a backup of your current configuration information.
5a Log in to Self Service Password Reset at https://dns-name/sspr as an administrator.
5b In the toolbar, click your name.
5c Click Configuration Manager.
5d Under Configuration Activities, click Download Configuration.
5e Save the SSPRConfiguration.xml file to a safe location.

6 (Optional) If you have made any customization in Self Service Password Reset such as changes in 
the user interface copy these for later reference.
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For more information, see “Customizing the theme of Self Service Password Reset” in the Self 
Service Password Reset 4.8 administration guide.

7 Lock the Self Service Password Reset configuration file by accessing the Configuration Manager, 
then clicking Restrict Configuration.

8 Stop Apache Tomcat by running the stop script located in the /etc/init.d/
idmapps_tomcat_init directory.

/etc/init.d/idmapps_tomcat_init stop
9 Delete the following directories:

 Tomcat_home/webapps/sspr
 Tomcat_home/work/Catalina/localhost

10 Copy the updated sspr.war to the Tomcat_Home/webapps directory.

NOTE: Ensure that you have set the SSPR_APPLICATION operating system environment 
variable in the setenv file. For more information, see ““Setting operating system environment 
variables” on page 32”.

11 Restart the Apache Tomcat service by running the start script in the /etc/init.d/
idmapps_tomcat_init directory.

/etc/init.d/idmapps_tomcat_init start
12 Import the configuration information you backed up prior to the upgrade.

12a Log in to Self Service Password Reset at https://dns-name/sspr as an administrator.
12b In the toolbar, click your name.
12c Click Configuration Manager.
12d Click Import Configuration, then browse to and select the SSPRConfiguration.xml file 

you created earlier.
13 (Optional) Copy any customization as required.

NOTE: If you uploaded a ZIP file to the configuration editor in you previous Self Service 
Password Reset version, the file is embedded in the SSPRConfiguration.xml file you 
imported previously so you do not need to complete the following steps.

13a Log in to Self Service Password Reset at https://dns-name/sspr as an administrator.
13b In the toolbar, click your name.
13c Select Configuration Editor.
13d Click Settings > User Interface > Look & Feel > Custom Resource Bundle.
13e Browse to and select the Custom Resource Bundle file, then click Upload File.

14 Configure the setting that integrates Self Service Password Reset with Identity Manager.
14a Log in to Self Service Password Reset at https://dns-name/sspr as an administrator.
14b In the toolbar, click your name.
14c Click Configuration Editor > Default Settings > LDAP Vendor Default Settings.
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14d Select NetIQ IDM / OAuth Integration.
14e Select Save changes.

15 Verify that all of the configuration information is correct and if you imported the customization, 
that Self Service Password Reset restored all of the customizations.
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16 16Upgrading Self Service Password Reset 
Helm deployment

If you have deployed Self Service Password Reset container using the helm chart, it allows you to 
upgrade the Self Service Password Reset containers. Helm applies the new specifications stated in 
the Helm chart to existing resources.

Rolling update: During the upgrade, StatefulSets manages a rolling update of the Pods. Persistent 
Volume Claims (PVCs) and Persistent Volumes (PVs) remains associated to their respective Pods, 
unless the update contains significant changes to the StatefulSet configuration that require 
reconfiguration or different storage.

NOTE: If StatefulSet configuration changes have an impact on volumes, the upgrade process may 
temporarily disrupt Pods. However, PVCs and PVs will remain bound to their original Pods, ensuring 
data continuity.

Perform the following steps to upgrade your deployment:

1 Run the following command, to get a list of all the helm deployments present in your 
kubernetes cluster:
helm list –A

2 Select the appropriate Self Service Password Reset deployment release name and deployed 
namespace from the list. This information will be used during the upgrade.

3 Run the following command to view history of upgrades performed on the selected Self Service 
Password Reset release deployment:
helm history <release_name> --namespace <namespace>

4 Download the latest Self Service Password Reset helm chart to the master node from the 
Software License and Download (https://sldlogin.microfocus.com/nidp/idff/
sso?id=11&sid=0&option=credential&sid=0) portal.
For example, sspr-helm-chart-1.0.0.tgz

5 Run the following command to unzip the Self Service Password Reset helm chart:
tar -xzvf <latest Self Service Password Reset helm chart>
For example,
tar -xzvf sspr-helm-chart-1.0.0.tgz

6 Copy all of the values from the existing Self Service Password Reset deployments values.yaml 
file to the latest downloaded values.yaml file, or update the new file according to your 
requirements.

7 Run the following command to upgrade the deployment with the new configuration, the 
sample format is as follows:
helm upgrade <release-name> <latest Self Service Password Reset helm 
chart> -f values.yaml
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8 To verify if all the pods are ready state after upgrade, run the following command:
kubectl get pods -o wide --namspace <namespace>

9 The Helm History is also updated after a successful update. Run the following command to view 
the updated data:
helm history <release_name> --namespace <namespace>
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17 17Additional information if upgrading or 
migrating from Self Service Password Reset 
3.2 or a prior version

If you are running Self Service Password Reset 3.2 or a prior versions and have the Forgotten 
Password module configured, you must perform additional steps to stop errors occurring during the 
upgrade or migration process.

Self Service Password Reset 3.3 and above contains a new configuration option for forgotten 
password verification methods. If you upgrade without reviewing these new options, when you 
access the Forgotten Password Module it returns an error of SSPR Error 5006 - The username 
is not valid or is not eligible to use this feature. (Bug 979153)

To fix the error, you must review the forgotten password verification methods and change these 
options for your environment.

To review the forgotten password verification methods:

1 Log in as an administrator to Self Service Password Reset at https://dns-name/sspr.
2 In the toolbar, click your name.
3 Click Configuration Editor > Modules > Forgotten Password > Forgotten Password Profiles > 

default > Verification Methods.
If you have created a different profile, select that name instead of default.

4 Review the verification methods and change these options for your environment.
5 Click Save changes.
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IV IVUninstalling Self Service Password 
Reset

Self Service Password Reset provides a way for you to uninstall it. Select the appropriate information 
for your deployment of Self Service Password Reset.

This section includes the following topics:

 Chapter 18, “Removing the Self Service Password Reset Appliance,” on page 93
 Chapter 19, “Uninstalling Self Service Password Reset on Linux,” on page 95
 Chapter 20, “Uninstalling Self Service Password Reset on Windows,” on page 97
 Chapter 21, “Uninstalling Self Service Password Reset Helm deployment,” on page 99
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18 18Removing the Self Service Password Reset 
Appliance

To uninstall the appliance, power off the appliance and then delete the image from your virtual 
environment. If you are using an L4 switch, ensure to remove the IP address of this appliance from 
the L4 switch.
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19 19Uninstalling Self Service Password Reset on 
Linux

1 Stop Apache Tomcat by running the catalina.sh script in the Tomcat_Home/bin directory.

./catalina.sh stop
2 (Optional) Save the XML Configuration file to another location for future use.
3 (Optional) Back up the local database if you stored the challenge-response information in it.

3a In the Configuration Manager, click LocalDB.
3b Click Download LocalDB, then save the local database to a safe location.

4 Delete both the Tomcat_Home/webaps/sspr directory and the Tomcat_Home/webaps/
sspr.war file.

5 Reboot the Linux server to complete the uninstall process.
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20 20Uninstalling Self Service Password Reset on 
Windows

1 Stop Apache Tomcat by one of the following methods:
 Right-click the Tomcat icon in the System tray, then click Stop.
 Run the catalina.bat script in the Tomcat_Home\bin directory.

catalina stop
2 (Optional) Save the XML Configuration file to another location for future use.

For more information, see “Backing up configuration information” in the Self Service Password 
Reset 4.8 administration guide.

3 (Optional) Back up the local database if you stored the challenge-response information in it.
3a In the Configuration Manager, click LocalDB.
3b Click Download LocalDB, then save the local database to a safe location.

4 From the Windows Control Panel, uninstall Self Service Password Reset.
5 Reboot the Windows Server to complete the uninstall process.
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21 21Uninstalling Self Service Password Reset 
Helm deployment

To uninstall the Self Service Password Reset helm deployment present in the Kubernetes cluster, 
perform the following steps:

1 Navigate to the Self Service Password Reset directory.
2 Run the following command:
helm uninstall <release-name>

3 Make sure that all the pods are terminated. You can check the pod status by running the 
following command:
kubectl get pods --namespace <name-of-the-namespace>

4 The helm uninstall command deletes StatefulSets and pods. It does not delete the PVCs 
and PVs by default. If you want to retain the data stored in the Persistent Volume Claims (PVC) 
and Persistent Volumes, (PV) skip Step 5.

5 (Optional) To delete the PVC and PV, perform the following steps:
5a Run the following command to list the PVCs in the namespace:

kubectl get pvc --namespace <namespace>
5b Run the following command to delete the PVC:

kubectl delete pvc --all --namespace <namespace>
5c Run the following command to list the PVs:

kubectl get pv
5d Run the following command to delete the specific PV:

kubectl delete pv --all --namespace <namespace>

NOTE: Ensure to delete the PVCs before deleting the PVs.

6 Reboot the Windows Server to complete the uninstall process.
7 You can reinstall the Self Service Password Reset containers using the helm install 

command. For more information, see Deploying Self Service Password Reset container on 
amazon EKS with EC2 instances.
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V VTroubleshooting installation

This chapter contains solutions for known issues. If you encounter any problems that are not 
mentioned here, contact the support service.
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22 22Error while logging in to the administration 
portal

When an administrator attempts to log in to the Self Service Password Reset Administration Portal, 
the 404 error message is displayed due to any of the following reasons:

Reason 1: If the Application Load Balancer is not created through the Helm Installation. See 
Workaround 1.

Reason 2: If the pods are not created during the Helm installation process. To resolve this issue, 
ensure that subnets are correctly tagged to enable proper creation and management of load 
balancers. See Workaround 2.

Reason 3: If the listener configuration in the application load balancer are not correctly and 
consistently routing the traffic to the Stateful application. See Workaround 3.

Workaround 1: To resolve the pod creation issue, perform the following steps:

1 Run the following command to check the status of Pods:
kubctl get pods

2 If the Status field in the output displays Pending for a longer time, perform Step 6 to Step 8.
3 Log in to AWS Management Console and navigate to the EC2 dashboard.
4 In the left navigation menu, click Load Balancers.
5 Check if the Application Load Balancer has been created. If not listed, proceed with the 

following steps.
6 Ensure to create the EFS entry in the same subnet as your VPC/EC2 subnets. Delete any other 

EFS subnets that do not match your VPC/EC2 subnets.
7 Uninstall the Helm. Refer Uninstalling Self Service Password Reset Helm deployment.
8 Re-install the Helm. Perform Step 6 to Step 9 described in Deploying Self Service Password 

Reset container on amazon EKS with EC2 instances.

Workaround 2: To resolve the Application Load Balancer issue, perform the following steps:

1 Log in to AWS Management Console and navigate to the EC2 dashboard.
2 In the left navigation menu, click Load Balancers.
3 Check if the Application Load Balancer has been created. If it is not listed, proceed with the 

following steps.
4 Ensure to create the EFS entry in the same subnet as your VPC/EC2 subnets. Delete any other 

EFS subnets that do not match your VPC/EC2 subnets.
5 In the left navigation menu, click to Virtual private cloud.
6 In the left navigation menu, click Subnet, and then click your private subnet.
7 Navigate to Tags, and click Manage tags.
8 Click Add new tag and enter kubernetes.io/role/internal-elb in the Enter key box.
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9 In the Enter value box, enter 1.
10 Click Save.
11 Repeat the above steps for all private subnets.
12 Click your public subnet.
13 Navigate to Tags, and click Manage tags.
14 Click Add new tag and enter kubernetes.io/role/elb in the Enter key box.
15 In the Enter value box, enter 1.
16 Click Save.
17 Repeat the above steps for all public subnets.
18 Uninstall the Helm. Refer Uninstalling Self Service Password Reset Helm deployment.
19 Re-install the Helm. Perform Step 6 to Step 9 described in Deploying Self Service Password 

Reset container on amazon EKS with EC2 instances.

Workaround 3: To edit the listeners configuration in the load balancer, perform the following steps:

1 Log in to AWS Console and navigate to the EC2 dashboard.
2 Click Load Balancers.
3 Select the load balancer.
4 Navigate to Listeners and rules.
5 Click HTTPS:443 protocol.
6 In the upper right corner of the HTTPS:443 pane, click Actions, and then click Edit listener.
7 Navigate to Routing actions and select Forward to target groups option.
8 In the Target Groups list, click the existing target group.
9 Select the Turn on target group stickiness check box.

10 In the Stickiness duration field, enter 1.
11 In the Unit of time list, click days.
12 Click Save changes.
13 Configure Application Load Balancer with Rout 53. For more information, see Routing traffic to 

an ELB load balancer section in the Amazon Route 53 Developer Guide.
104 Error while logging in to the administration portal


	Self Service Password Reset 4.8 Installation Guide
	About this book
	Intended audience
	Other information in the library

	1 Self Service Password Reset overview
	1.1 Self Service Password Reset key features
	1.2 Self Service Password Reset architecture
	1.3 Understanding challenge-response storage methods

	2 Planning to install Self Service Password Reset
	2.1 Selecting an appropriate deployment
	2.2 Securing Self Service Password Reset
	2.2.1 Appliance certificate
	2.2.2 HTTPS certificate (Apache Tomcat and browsers)
	2.2.3 LDAP server certificate
	2.2.4 Audit server certificates
	2.2.5 SMS gateway certificates
	2.2.6 OAuth server certificates

	2.3 Best practices for Self Service Password Reset
	2.3.1 Best practices for password policy
	2.3.2 Best practices for Self Service Password Reset security

	2.4 High availability and load balancing

	I Installing Self Service Password Reset
	3 Installing Self Service Password Reset Appliance
	3.1 System requirements for the Appliance
	3.2 Obtaining Self Service Password Reset
	3.2.1 Downloading the full version
	3.2.2 Downloading the trial version

	3.3 Default Ports for Self Service Password Reset
	3.4 Installation procedure

	4 Installing Self Service Password Reset on Windows
	4.1 System requirements for Self Service Password Reset on Windows
	4.2 Installing Self Service Password Reset on Windows

	5 Installing Self Service Password Reset WAR file on Linux
	5.1 System requirements for Self Service Password Reset WAR file on Linux
	5.2 Deploying the WAR file on Linux
	5.2.1 Prerequisites for deploying the WAR file
	5.2.2 Setting operating system environment variables
	5.2.3 Deploying the Self Service Password Reset WAR file


	6 Deploying Self Service Password Reset on cloud
	6.1 Deploying Self Service Password Reset in Amazon Web Services
	6.1.1 Prerequisites for deploying Self Service Password Reset on AWS
	6.1.2 Supported deployment scenario for Self Service Password Reset on AWS
	6.1.3 Accessing the AWS EC2 SLES15 SP4 instance using SSH on Linux
	6.1.4 Deploying the WAR file on the AWS EC2 SLES 15 SP4 instance

	6.2 Deploying Self Service Password Reset on Azure
	6.2.1 Prerequisites
	6.2.2 Supported deployment scenario of Self Service Password Reset on Azure
	6.2.3 Installing the .msi file on the Windows server deployed in Azure


	7 Deploying Self Service Password Reset containers on Amazon Kubernetes services
	7.1 Understanding Docker, Kubernetes, and Helm
	7.2 Self Service Password Reset Amazon Kubernetes architecture
	7.3 Basic terminologies of Kubernetes
	7.3.1 Kubernetes keywords and their usage in Self Service Password Reset
	7.3.2 Helm charts

	7.4 Planning Self Service Password Reset containers deployment
	7.4.1 Self Service Password Reset container deployment models
	7.4.2 Prerequisites for deploying Self Service Password Reset containers on amazon EKS on EC2 instances
	7.4.3 Security best practices
	7.4.4 Limitations of Self Service Password Reset Docker deployment

	7.5 Deploying Self Service Password Reset container on amazon EKS with EC2 instances
	7.5.1 Scaling Self Service Password Reset container



	II Configuring your environment for Self Service Password Reset
	8 Self Service Password Reset configuration worksheet
	9 Using the configuration guide
	9.1 Turning off detailed error messages in the configuration guide

	10 Manually configuring Self Service Password Reset
	10.1 Configuring the LDAP directories
	10.1.1 Configuring edirectory
	10.1.2 Configuring Azure Active Directory
	10.1.3 Configuring Active Directory
	10.1.4 Configuring Oracle directory server

	10.2 Creating an LDAP profile for your environment
	10.3 Configuring databases
	10.4 Configuring Self Service Password Reset to work with the External Database

	11 Integrating with other NetIQ products

	III Upgrading or migrating Self Service Password Reset
	12 Upgrading the Self Service Password Reset Appliance
	12.1 Automatically upgrading Self Service Password Reset
	12.2 Manually upgrading the Self Service Password Reset Appliance

	13 Upgrading Self Service Password Reset on Windows
	14 Upgrading Self Service Password Reset on Linux
	15 Upgrading the identity manager deployment of Self Service Password Reset
	16 Upgrading Self Service Password Reset Helm deployment
	17 Additional information if upgrading or migrating from Self Service Password Reset 3.2 or a prior version

	IV Uninstalling Self Service Password Reset
	18 Removing the Self Service Password Reset Appliance
	19 Uninstalling Self Service Password Reset on Linux
	20 Uninstalling Self Service Password Reset on Windows
	21 Uninstalling Self Service Password Reset Helm deployment

	V Troubleshooting installation
	22 Error while logging in to the administration portal


