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November 2022

NetlQ Self Service Password Reset 4.6 Patch Update 1 resolves a security vulnerability and a software fix.

The enhancement is made in direct response to suggestions from our customers. We thank you for your time
and valuable input. We hope you continue to help us ensure our products meet all your needs. You can post
feedback in the NetlQ Self Service Password Reset forum on Micro Focus Forums, our online community that
also includes product information, blogs, and links to helpful resources.

The documentation for this product is available on the NetlQ website in HTML and PDF formats. If you have
suggestions for documentation improvements, click comment on this topic at the bottom of any page in the
HTML version of the documentation posted on the NetlQ Self Service Password Reset Documentation (https://
www.netig.com/documentation/self-service-password-reset/) page. To download this product, see the NetlQ
Downloads (https://dl.netig.com/index.jsp) website.
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Security Improvement

NetlQ Self Service Password Reset 4.6 Patch Update 1 includes the following security improvement:

Apache Commons Text Vulnerability

This patch resolves a potential Apache Commons Text library vulnerability. For more information, see CVE-
2022-42889 (https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42889).
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Software Fix

This release includes the following software fix:

Component Description

Administration Page Self Service Password Reset fails to clear the LocalDB
events that are older than the configured Maximum Cache
Age for events stored in the LocalDB. This issue occurs on
the War file installation model of SSPR.

Installing or Upgrading Self Service Password Reset

To install Self Service Password Reset, see Installing Self Service Password Reset (https://www.netig.com/
documentation/self-service-password-reset-46/sspr-install/data/b14gnc8o.html) in the Self Service Password
Reset 4.6 Installation Guide.

To Upgrade Self Service Password Reset, see Upgrading or Migrating Self Service Password Reset (https://
www.netig.com/documentation/self-service-password-reset-46/sspr-install/data/t410c5gn0I18.html) in the
Self Service Password Reset 4.6 Installation Guide.

To upgrade to Self Service Password Reset 4.6 Patch Update 1, you need to be on the Self Service Password
Reset 4.6 version.

For more information to upgrade to Self Service Password Reset 4.6 Patch Update 1 from Self Service Password
Reset 4.6.x, see Automatically Upgrading Self Service Password Reset (https://www.netiq.com/
documentation/self-service-password-reset-46/sspr-install/data/t419d0vbdvv9.html#t43eiris18po).

Verifying the Installation

1 Login to the Self Service Password Reset administration console as an administrator.
2 Inthe toolbar, click your name, and then click Administration.
3 Click the About tab and then verify that SSPR Version is the latest one.

Contact Information

For specific product issues, contact Micro Focus Support at https://www.microfocus.com/support-and-
services/.

Additional technical information or advice is available from several sources:

¢ Product documentation, Knowledge Base articles, and videos: https://www.microfocus.com/support-and-
services/

+ The Micro Focus Community pages: https://www.microfocus.com/communities/
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Legal Notice

For information about legal notices, trademarks, disclaimers, warranties, export and other use restrictions,
U.S. Government rights, patent policy, and FIPS compliance, see https://www.microfocus.com/about/legal/
(https://www.microfocus.com/en-us/legal).

© Copyright 2022 Micro Focus or one of its affiliates.
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