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About This Guide

The Novell® Operations Center Version Tracking Guide provides information to help you to monitor
business-critical applications, and to create change logs, audit trails, and compliance reports using
version tracking records changes made to elements and their relationships in Operations Center.

Audience

This guide is intended for Operations Center system administrators who are responsible for version
tracking and auditing events for Operations Center.

Guide Sections

¢ Chapter 1, “About Version Tracking,” on page 7

¢ Chapter 2, “Configuring Version Tracking,” on page 9

¢ Chapter 3, “Changing Event Alarms,” on page 15

¢ Chapter 4, “Creating Time Comparisons,” on page 23

¢ Chapter 5, “Creating Element Comparisons,” on page 27
¢ Chapter 6, “Examples,” on page 31

¢ Appendix A, “Documentation Updates,” on page 37

Additional Documentation

For other related documentation:

¢ Novell Operations Center 5.0 Getting Started Guide

¢ Novell Operations Center 5.0 Server Installation Guide

¢ Novell Operations Center 5.0 Server Configuration Guide
¢ Novell Operations Center 5.0 User Guide

Documentation Updates

In general, Operations Center provides two main sources of information to help you configure and
use Operations Center products:

¢ Online help: The help is part of each product and available from multiple locations depending
upon the product; look for help in the upper right of a window or dialog box as a drop-down
menu option, a help button, or a question mark symbol (?).

¢ Guides: Available as PDF files on the installation CD, as well as both PDF and HTML on the
documentation Web site, the guides provide an overview of how to solve a problem, complete a
task, or use a specific Operations Center product.

For the most recent version of the Version Tracking Guide, visit the Operations Center 5.0 Web site. A
password is required for access to the Operations Center documentation.
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Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path. The > symbol is also used to connect consecutive links in an element
tree structure where you can either click a plus symbol (+) or double-click the elements to expand
them.

A trademark symbol (®, ™, etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a forward slash to preserve case considerations in
the UNIX* or Linux* operating systems.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.
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About Version Tracking

Version tracking records changes made to elements and their relationships in Operations Center.
These changes include addition and deletion of elements, changes to element properties, and changes
in element relationships. The types of actions that are recorded are add or create, change, and delete
or remove. The information recorded for each action is:

¢+ Who made the change (the user)
¢ When was the change made (date and time)

¢ Description applicable to the type of change made (for example, the old value if a property is
changed)

Version tracking data is stored in the same database as other configuration information for
Operations Center. Only specific types and versions of databases can be used for version tracking. By
default, version tracking is off and must be turned on for data to be recorded. For more information
on configuring version tracking, see Chapter 2, “Configuring Version Tracking,” on page 9.

There are three ways to look at version tracking data:

¢ Change-by-change for a specific element
¢ Comparison of an element from one point in time to another point in time

¢ Comparison of one element to other elements

Each change generates a change event that is categorized as a historical alarm in Operations Center,
so you can view each change as alarm data. Similar to other historical alarms, you can monitor the
changes in the Alarms view in the console or in the alarms portlet in the dashaboard, and you can
create reports by using alarms tables in Operations Center SQL Views. For more information, see
Chapter 3, “Changing Event Alarms,” on page 15.

Many changes can occur to an element over time. A comparison takes the starting time and shows
the last changes made to the element and its children before a specific end time. In other words, it
compares elements from an end point in time to an initial baseline. For more information on this type
of comparison, see Chapter 4, “Creating Time Comparisons,” on page 23.

Single or multiple elements, including children, can be compared to each other. This comparison
shows the property and relationship differences between the elements. For more information, see
Chapter 5, “Creating Element Comparisons,” on page 27.

Version tracking can be used to monitor business-critical applications, and to create change logs,
audit trails, and compliance reports. For more information, see Chapter 6, “Examples,” on page 31.

About Version Tracking 7
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2.1

2.2

Configuring Version Tracking

By default, version tracking data is not recorded in Operations Center. To enable version tracking,
you must create a new configuration for Operations Center, using a database that supports version
tracking. If you are already using Operations Center and you want to enable version tracking, you
must create a new configuration and copy your existing configuration into this new one.

IMPORTANT: To use the version tracking functionality, you must store your configuration data in a
new database that supports version tracking. You should not use a database or schema that was
previously used to store Operations Center configuration data. If you use an existing database, table
names collide and unexpected results occur.

*

Section 2.1, “Requirements,” on page 9

*

Section 2.2, “Configuring a New Implementation of Version Tracking,” on page 9

*

Section 2.3, “Converting an Existing Configuration,” on page 12

*

Section 2.4, “Purging Version Tracking Data,” on page 14

Requirements

When Operations Center is first installed, a database must be configured to store Operations Center
configuration data. Not all of the databases that Operations Center supports can be used to record
version tracking data. To use version tracking, you must use one of the following databases:

¢ Microsoft SQL Server 2005 or later

¢ Oracle 10g or later

¢ PostgreSQL 8.4.3 or later

If you use the a different type of database or a different version of Microsoft SQL Server, Oracle, or
PostgresSQL; you do not have the option to use version tracking.

Configuring a New Implementation of Version Tracking

Version tracking data is recorded in the same database as other configuration data for Operations
Center. This database must be one that supports version tracking. It must also be a new database, not
one previously used for Operations Center configuration.

To configure version tracking:

1 Create a new database in SQL Server, Oracle or PostgresSQL; using an account with
administrative privileges.

Note the name of the database, server name, the port where it is listening, and the user name
and password of the account used to create the database.

Configuring Version Tracking
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2 Enter moscfg at a command prompt on the server to open the Configuration Explorer:

@ Configuration Explorer E@ﬁ
File Edit Go
= (& Configurations’
-] default (default)
’ Create Configuration... ] [ Set Default Configuration. ..

IMPORTANT: To see the version tracking options, you must access the Configuration Explorer
by entering moscfg at a command prompt. If you access the Configuration Explorer through the
Configuration Manager, you do not see the options for version tracking.

3 Select Configurations in the hierarchy, then select Create Configuration to open the Create a
Configuration Storage Definition dialog box:

il |
@ Create Configuration Storage Definition &J

Name:

Configuration Storage Type:
_Object Database (default) - |

File Name:
default.odb

[ oK H Cancel ]

4 Select either Microsoft SQL Server 2005+, PostgreSQL Database Server, or Oracle Database Server for
the configuration storage type.

The dialog box updates to show options for the selected database.
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5 Locate the Track Configuration History option, and select True.

@ Create Configuration Storage Definition @

Name:

Configuration Storage Type:
:Microsof't SQL Server 2005+ -

Server Name:

Port:
1433

User Name:
Password:

Database Name:
config

Track Configuration Histary:
e P

Retention Days:
0

Cluster:

:None v:

You only see this option if you have selected a supported database for Operations Center
Version Tracking. See Section 2.1, “Requirements,” on page 9 for a list of databases that support
version tracking.

6 If desired, specify the number of days to retain version tracking data in the Retention Days field.

A value of 0 disables the purge job from running. If set, the purge job is run automatically on a
monthly basis.

7 Fill in the other fields, as appropriate.
For more information, see the Novell Operations Center 5.0 Server Configuration Guide
8 Click OK.
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9 Right-click the new configuration in the Configuration Explorer, then select Set Default
Configuration.

@ Configuration Explorer

File Edit Go

E@ Configurations
- [E] default (default)

= g Operatinne Cantar S0L Canfinuratio
Change...

Re-initialize...
Purge
Close

Set Default Configuration

Remove...

Remove Children...

Rename...

10 A confirmation message displays, click OK.

2.3 Converting an Existing Configuration

To use version tracking, your configuration data in Operations Center must be stored in either a
Microsoft SQL database or an Oracle database that has not previously been used for Operations
Center configuration. If you have an existing configuration in Operations Center and want to
continue to use that configuration, you must create a new configuration and set version tracking,
then copy the existing configuration into this new configuration and set the new configuration as the
default.

¢ Section 2.3.1, “Creating a New Configuration,” on page 12

¢ Section 2.3.2, “Copying the Existing Configuration to the New Configuration,” on page 13

2.3.1 Creating a New Configuration

Create a new database and configure it by following the instructions in Section 2.2, “Configuring a
New Implementation of Version Tracking,” on page 9.
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2.3.2  Copying the Existing Configuration to the New Configuration

1 To stop the Operations Center server, on the server’s desktop, click Start > Novell Operations
Center > Stop Novell Operations Center.

2 Enter moscfg at a command prompt on the server to open the Configuration Explorer.

IMPORTANT: To see the version tracking options, you must access the Configuration Explorer
by entering moscfg at a command prompt. If you access the Configuration Explorer through the
Configuration Manager, you do not see the options for version tracking.

3 Select Edit > Options to open the Options dialog box:
4 Select the Pre-load All Elements on Configuration Open check box:

[ Options [&J1

Options

Path to External Editor:

Browse...

Pre-oad All Elements On Configuration Operg

5 Select your existing configuration in the Configuration Editor.

6 Select File > Copy To to open the Copy Configuration dialog box:

@ Configuration Explorer

Edit Go

New Configuration... Ctrl+N Gmel Q Find

Save Ctrl+5
Save As... : Enterprise
T e ifigurati

Revert...

Import... Change Configuration. .. ] [ Add Element...
Export...

7 Select the configuration that has been enabled for version tracking:

il |
Copy Configuration l&]

Choose destination configuration:

Operations Center SQL Configuration

OK ] [ Cancel

Configuring Version Tracking 13
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8 Right-click the new configuration where you copied your existing configuration, then select Set
Default Configuration:

@ Configuration Explorer

File Edit Go

E@ Configurations
- [E] default (default)

= g Operatinne Cantar S0L Canfinuratio
Change...

Re-initialize...
Purge
Close

Set Default Configuration

Remove...

Remove Children...

Rename...

9 To restart the Operations Center server, on the server’s desktop click Start > Novell Operations
Center > Start Novell Operations Center.

2.4 Purging Version Tracking Data

Version Tracking data can be purged on a regular basis or on demand. For information about using
the Retention Days setting to automatically purge data on a regular basis, see Section 2.3.1, “Creating a
New Configuration,” on page 12.

To purge Version Tracking data on demand, do one of the following:

¢ Open the Configuration Explorer by entering moscfg at a command prompt on the /
OperationsCenter_install_path/bin directory.

Right-click the Version Tracking configuration and select Purge.

Data is purged based on the Retention Days setting.
¢ Setup a job to run the configStorePurge.fs script.

For more information about creating jobs, see the Novell Operations Center 5.0 Server Configuration
Guide, Section 9.
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3.1

Changing Event Alarms

Version tracking records changes, then generates a change event for each change. Change events are
treated as historical alarms. Similar to other historical alarms, you can monitor the changes in the
Alarms view in the console or in the alarms portlet in the dashboard, and you can create reports
using alarms tables in SQL Views.

*

*

*

*

Section 3.1, “Change Event Data,” on page 15

Section 3.2, “Alarms View,” on page 16

Section 3.3, “Alarms Portlet in the Dashboard,” on page 18
Section 3.4, “SQL Views,” on page 20

Change Event Data

Version tracking records the following data for change events:

*

*

*

Element: The name of the element as shown in the Operations Center hierarchy.
Severity: The status of the element:

¢ OKindicates creation (it is green by default)

¢ Informational indicates changes (it is blue by default)

¢ Unmanaged indicates removals (it is brown by default)

The default colors for severity can be changed. For more information, see “Managing Condition/
Severity Colors” in the Novell Operations Center 5.0 User Guide.

Change: The type of action that occurred (create, change, remove).

Description: Information about what change occurred. For example, if a new element is added
to a service model, the action type is create and the description is Element Added.

Value: The new value for the change described in the Description field. Only the alarms portlet
shows the value field; it is not available in the Alarms view in the console. For example, if a
property page for contact information was added to an element and Jane Doe was added in the
contact field on that page, the Description field shows Attribute "Contact™ set to Jane Doe
and the Value field shows Jane Doe.

Date/time: The date (in the format mm/dd/yyyy) and the time (in the format hh:mm:ss AM/PM)
that version tracking recorded the action.

User Name: The user name of the account that was used to take the action.

This data can be viewed and monitored in the Alarms view in the Operations Center console or in an
alarms portlet in the dashboard. It can also be used in reports using the alarms views and alarms
tables in SQL Views.

Changing Event Alarms 15



If no version tracking data is available, either version tracking has not been properly configured or no
changes were made that are recorded by version tracking.

For more information about alarms in general, see “Alarms View” in the Novell Operations Center 5.0
User Guide.

3.2 Alarms View

When version tracking records a change, it appears as a change event in the Alarms view in the
Operations Center console:

Figure 3-1 Change Events in the Alarms View

@ Novell® Operations Center (mattsles.mosol.com) E‘@
File Edit Go View Format Element Alarms Window Help
<1 Back {tup {;} Home ] Q,Find | &) chat ] Fiter: o o Mo [z W4+ [Flo F]2 | B Hstorical: change = S Retrieve
Selsct root slement: BSCM1
E‘.‘j Enterprise ~
Pec, 2010
@\ q Enterprise [« [1[x][w] I A7O1E 19 20 21 F2 23 24 026 26 27 28 2 g0 2 @ 4 F B F B B M0 41 12 15 14 46 A [g)
O Administration
@ [l Elements = Severity Element Date/Time + hin] MName Change User Name Description
SLA Il oK & internatmatch... 12/3/:2010 2:22.29.. 1 internatmatch:static create admin Relationship Added
e ‘E"’G'@s — oK & internalmatch... 12/3/2010 1:3848.. 2 internal-match:static create agmin Relationship Added
= enerational Models
@ Locations A o internalmat... 12/3/2010 1:38:35... 3 internal:match:s... remove admin Relationship Removed
- & Service Models | oK & internatmat... 12/3/2010 1:38:16.. 6 internal:match:s... create admin Relationship Added
P 1 B & internalmatch... 12/3/2010 1 LT internal:match static remove admin Relationship Removed
= alarms = Info BSCM Test 12/2/2010 1:36:16... 8 BSCM Test change admin Afttribute "Parent” changed fronj
- BSCM1 -
B
=
Fiter Name Type Active
r
Apply B8 Portal PoY I o0, Layout | L Performance
Historical alarms for Tue Nov 16 17:03:48 EST 2010 through Thu Dec 16 17:03:48 EST 2010 admin logged in to MATTSLES since 12/16/2010 4:58:30 PM

Change events are categorized as historical and appear much the same as other historical alarms.

If you do not see the Change Events as an option for historical alarms, version tracking has not been
configured.
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To view change events:

1 In the Operations Center console, select an element, then click the Alarms tab.

2 Select Change Events from the toolbar:

Fiter:[F]o [0 [l o [E]o o [F]o [Fo ] B re
E Real-time

Alarms

Date/Time jin]

Alarms

Audit Events

E' General

ents

3 Select a time from the drop-down menu on the right side of the timeline:

Add bookmark ...

[e]ie

S AWM 10:00 AM
- Manage bookmark ...

Last 15 minutes
Last 30 minutes
Last hour
Last 2 hours
Last 4 hours
Last & hours
Last12 hours
Last 24 hours
Last week

Last month
Last n days...

4 Click Retrieve.

If the message No alarm history found for selected element displays, either no changes

were made that are recorded by version tracking or version tracking has not been properly
configured.

Changing Event Alarms
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5 Click the arrow button next to a group to expand it to view additional alarms:

= BSCM1
[ dr]m Beo s
A7 48 19 20 21 22 23 24 25 26 27 28 20 P02 2 4 #
Severity Element Date/Time « D MName Change
OK &7 internalmatch... 12/3/2010 2:22:29._ internal:match:static create

&2 internakmatch... 12/3/2010 1:38:48...

oK
ﬂ maﬁ internakmat... 12/3/2010 1:38:35...

|  OK &2 internakmat... 12/3/2010 1:38:16...
A Unmanaged ¢ internak:match... 12/3/2010 1:38:16...
b B BSCM Test  12/3/2010 1:38:16...

The Alarms view shows certain columns by default. To show the Severity, Element, Data/Time,
Change, User Name, and Description, right-click the field names, then select the fields to display.

internal:match:static create

internal:match:s... remowve

internal:match:s... create

internal:match:static remowe
BSCM Test change

e (= | |t || =

3.3 Alarms Portlet in the Dashboard

Change events can also be monitored and used in reports by using the Alarms portlet in the
Operations Center dashboard.

To set up the Alarms portlet for change events:

1 In the dashboard, add the Alarms portlet to a page.

For more information about the Operations Center dashboard and the Alarms porlet, see the
Nowvell Operations Center 5.0 Dashboard Guide.

2 Click @ Options and select [=] Preferences and configure the portlet on the General tab:

J.Marms I Element | Advanced |

G-enerarl Filters
Show Alarm Options I~
Alarm table width B00px
Alarm table height 300px

Enter a comma separated list of alarm severities to hide (i.e. CRITICAL MAJOR will filter out all CRITICAL
and MAJOR alarms). Use an empty box to show all severities.

Enter @ comma separated list of alarm columns to display. Lse an empty box to show all alarm columns.

Enter the name of the column used for the initial sort. Severity

Check this box to perform the initial alarm sortin ascending order. i
Check this box to show the alarm severity for the entire row of each alarm. [
Checkthis box to show alarm operations for each alarm. v
Checkthis boxto allow the exporing ofthe alarms to Excel. 2
Check this box to enable automatic refresh of Portlet content. ic2
Check this box to disable paging the alarms. [
Enable Historical Alarm i’d
.i-:i.eéllti-me - “f.\..i-arms -
Save Reset

3 Select the Enable Historical Alarms check box to allow Change Events to be viewed in the Alarms
portlet.
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4 Click Save to save the settings, then Return to Full Page.

5 From the Alarms portlet, select Historical, then select Change Events for the alarm type:

Alarms

Actions ¥

Alarms for Service Models

Historical

~ Alarms

Audit Events

Qutages
Change Events

Service Level Breaches

E] To:j.

E] Update

6 Use the calendar selectors to select a date range, then click Update.

Alarms

Actions ¥

Alarms for BSCM1

Historical

Total: 8

Excel

O ooaooaon

« Change Events

Refresh

¥ From:

[ o I I Select | Unselect all visible alarms.

Element

internal:match:static
internal:match:static
internal:match:static
internal:match:static
internal:match:static
internal:match:static
BSCM Test

BSCM Test

4

L}

Date/Time
December 3, 2010 1:40:03 PMEST

December 3, 2010 1:39:44 PMEST
December 3, 2010 1:39:44 PMEST
December 3, 2010 1:40:03 PMEST
December 3, 2010 2:23:57 PMEST
December 3, 2010 1:40:16 PMEST
December 3, 2010 1:40:03 PM EST

December 3, 2010 1:39:44 PMEST

12/01/2010 07:14:29 F'I'IE] To: 1211612010 07:14:33 F’I'IE] Update

Change
remove

remaove
create
create
create
create

L B IR

change

[=+]

change

Pause

Pause

Name
internal:match:static

internal:match:static
internal:match:static
internal:match:static
internal:match:static
internal:match:static
BSCM Test

BSCM Test

Changing Event Alarms
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For more information about the Operations Center dashboard, see the Novell Operations Center
5.0 Dashboard Guide.

7 Click View Mode to view the change events:

3.4 SQL Views

Change events recorded by version tracking are stored in tables that are accessible through views in
SQL Views. Change events are accessible from the same tables and views as alarms, specifically the
system_elements_alarms view, the system _servicemodels_alarms view, the Alarms table, the
AlarmsConstructed table, and the AlarmsNamed table.

To use change events in SQL Views:

1 In the Operations Center console’s Explorer pane, expand Administration > SQL Views.

2 Right-click either SYSTEM_ELEMENTS_ALARMS or SYSTEM_SERVICEMODELS_ALARMS,
then select Properties.

3 Select View:

7| Properties for SYSTEM_ELEMENTS_ALARMS = | () S
SYSTEM_ELEMENTS_ALARMS
vdbView=8YSTEM_ELEMENTS_ALARMSNirtualdo=Managed+Objects+SQlLroot=Administration

2 Status Mame: [5ySTEM ELEMEMTS ALARMS

~B - -

= B Comments Element: Hements

=3 Administration

@ Access Cpnh'ol Table:  [Ee —
2 Automation . -
- [8 Performance Constraints (optional)
MName Value
Alarm Type | Alarms
Report Time Period | MNone

Status

4 Select Change Events as the value for Alarm Type.
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7| Properties for SYSTEM_ELEMENTS_ALARMS = ) ]
SYSTEM_ELEMENTS_ALARMS
vdbView=8YSTEM_ELEMENTS_ALARMSNirtualdo=Managed+Objects+SQlLroot=Administration
-8 Status Name: |5ySTEM_ELEMENTS_ALARMS
B
[ Comments Element: Hements
=3 Administration
-3 Access ;onh-ol Table: [Alarms .
2 Automation - -
- [8 Performance Constraints (optional)
Name Value
Alarm Type Change Events
Report Time Period MNone
Status

5 Click Apply.

6 Configure SQL Views if you have not done so already.

For more information about configuring SQL Views, see the Novell Operations Center 5.0 SQL

Views Guide.

7 Extract the performance data into Microsoft Excel* or Business Objects Crystal Reports* and

create a report.

For more information about extracting performance data using SQL Views, see the Novell

Operations Center 5.0 SQL Views Guide.

Changing Event Alarms
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4.1

Creating Time Comparisons

Many changes can occur to an element over time. A comparison takes the starting time and shows
the last changes made to the element and its children before a specific end time. In other words, it
compares elements from an end point in time to an initial baseline.

This data can be viewed in the Operations Center console and saved to a text file, XML file, or HTML
file. It is not available in SQL Views.
¢ Section 4.1, “Data for Comparison Over Time,” on page 23

¢ Section 4.2, “Creating a Baseline Comparison,” on page 24

Data for Comparison Over Time

When comparing an element from one point in time to another, the following data is available:
¢ Name: The name of the element as shown in the hierarchy. The comparison shows the element
that was selected, as well as its relationships, including parents and children.
¢ Type: The type of change that was made, such as a change to an attribute.
¢ Last changed by: The user name of the account used to make the last change in the comparison.

¢ Last changed on: The date (in the format mm/dd/yyyy) and time (in the format hh:mm:ss AM/
PM) that the last changed was recorded.

¢ Description: What the last change was. For example, if an attribute is added, the description is
“Value set to” followed by the new value.

Creating Time Comparisons 23



4.2 Creating a Baseline Comparison

Comparison data can be viewed and saved through the Compare option in the Operations Center
console.

If you do not see a Compare > To Baseline option in the right-click menu for an element, either there
were no changes were made to the data that version tracking records, or version tracking has not
been properly configured.

1 In the Operations Center console, right-click the element for which you want comparison data,
then select Compare > To Baseline to open the Compare to Baseline dialog box:

@ Compare To Baseline

Choose Baseline Date For Initial Snapshot:

12/1/2010 :lE] 12:00:00 AM :l

Use Current Configuration As Comparison Source

Date For Comparison Source:

12/152010 =] [1z:00:00am =]
Report Output:

2 Select the baseline date, then either select to compare it to the current configuration, or select a
date for comparison.

3 Click Display to show the relevant comparison data:

@ Compare To Baseline

Choose Baseline Date For Initial Snapshot:

12/1/2010 :lE] 12:00:00 AM :I

Use Current Configuration As Comparison Source

Date For Comparison Source:
/162010 &) [1z00:00a =]

Report utput:

Name Type Last Changed By Last Changed On Descrip
[=3] Enterprise
[=-[£3] Organizations
[ B BSCM1
B matt
; 3 @@ interiRelationship Removed admin 12/3/2010 1:39:44 PM -= (BS
qr @@ interRelationship Added > (dst]
dh @@ interRelationship Added <—(1)

4 [0 | +
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4 Click the + next to an element to open additional lines of data.
5 (Optional) Click Save As to save the data into a file, then do the following:
5a Select the location for saving the file.
5b Specify a file name with the appropriate extension.
The file can be saved as text (. txt), XML (.xml), or HTML (.html).
5¢ Click Save.
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5.1

Creating Element Comparisons

Elements can be compared to each other to show property and relationship differences. The elements

can be any elements in the Operations Center hierarchy, including those under Services or Service
Level Agreements.

This data can be viewed in the Operations Center console and saved to an XML or HTML file. It is not

available in SQL Views.

¢ Section 5.1, “Data for Element Comparison,” on page 27

¢ Section 5.2, “Creating an Element Comparison,” on page 28

Data for Element Comparison

When comparing elements, the data displayed depends on the type of elements, as well as the
properties and relationships associated with those elements. Typically the data indicates the
properties that are in one element and not the other, or what the difference is in properties.

Creating Element Comparisons
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5.2 Creating an Element Comparison

Comparison data can be viewed and saved through the Compare option in the Operations Center
console:

Figure 5-1 Compare Element Dialog Box

@ Co mpare Element (BSCM1)

Set element depth for property comparizon:

o] -
' Cancel

1§

[ Compare to children of target element (multiple compare)
Display distinguished names (DName) in repaort

Choose element for property comparision:

B---Q[ﬁ Enterprise i
- 58 Administration
& [=]l Elements
[r}-p E& Service Level Agreements
=4 [ Services

@ 5] Generational Models

i P Locations

-4 T Service Models
Q 1
(@ =@ alarms
[ @ BSCM1
[ @ dstanley
@ B Matt2
i mattsla
el modelT
[+ @ [E myCMDB
[} MyEnterprise
[+ B Relative DNAME
£
£

m

a RenderingTesting +. [#(-)
- SLA il

The options for comparing elements are:

¢ Comparing one element to another element
¢ Comparing one element to the children of another element

¢ Comparing the children of one element to the children of another element

If you do not see a Compare > To Element option in the right-click menu for an element, either no
changes were made for which version tracking records data, or version tracking has not been
properly configured.
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To use the Compare option:

1 Right-click the element for which you want comparison data, then select Compare > To Element:

@ Co mpare Element (SLA)

Set element depth for property comparison:

| -
[] Compare to children of target element (multiple compare)

Display distinguished names (DMame) in report

IH
-
d

Choose element for property comparision:
@ @ Locations -

--O alarms

-4 @ BSCM1

L@ @ BSCMLink

@ @ dstanley

B4 @ Matt2

& = matisla

& B modelT

--Q = myCMDB

--Q MyEnterprise

E-4p B Relative DNAME

--Q RenderingTesting+. /£(-)
- =@ SLA

@ m SA

‘b @ SLAZ

@ [ SLA Breaches

--Q 1] Support Matrix

- @ = testl

[ = Test Area i

m

2 Select a number for the Set element depth for property comparison option.

This determines the number of levels of children in the hierarchy to include in the report. For

example, you can compare two SQL servers and set the element depth to 2 or greater to see the
differences between the children.

3 To compare children, select the Compare to children of target element (multiple compare) option.
For example, you can compare an SQL server to all the children in its sibling SQL server.

4 To display DNames in the report for all elements, click the Display distinguished names (DName)
in report option.

This option is selected by default.

5 In the Choose element for property comparison box, select the element where you want to compare.

You can click the + to open the hierarchy to reveal more elements.
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6 Click OK.

@ Display Element Differences

4

Comparing elements SLA and element SLA (1): Tl

(ora=5LA/root=0rganizations)
(org=5LA+%281%29/root=Crganizations)

Properties present in element "SLA™ but not in element "SLA (1)":

m

ViewBuilder

Binary data, length 2727

Elements present in element "SLA" but not in element "SLA (1)":

151.155.244.102 server_host=151.155.244.102/org=5LA/root=0rganizations
151.155.244.102 server_host=151.155.244.102/org=5LA/root=0rganizations
151.155.244.104 server_host=151.155.244.104/org=5LA/root=0rganizations
151.155.244.105 server_host=151.155.244.105/org=5LA/root=0rganizations
151.155.244.106 server_host=151.155.244.106/ org=5LA/root=0rganizations
151.155.244.107 sarver_host=151.155.244.107/org=5LA/root=0rganizations
151.155.244.108 server_host=151.155.244.108/org=5LA/root=0rganizations
151.155.244.109 server_host=151.155.244.109/org=5LA/root=0rganizations
151.155.244.110 server_host=151.155.244.110/org=5LA/root=0rganizations
151.155.244.111 server_host=151.155.244.111/org=5LA/root=0rganizations
151.155.244.112 server_host=151.155.244.112/org=5LA/root=0rganizations
151.155.244.112 server_host=151.155.244.113/org=5LA/root=0rganizations

1L

| »

Copy To Clipboard ] [ Save As... ] [ Close ]

7 (Optional) Click Copy to Clipboard to save the data to the clipboard on your computer.

After the data is on the clipboard, you can paste the data into other software, such as Microsoft

Word.
8 (Optional) Click Save As to save the data into a file, then do the following:

8a Select the location for saving the file.

8b Specify a file name with the appropriate extension, then click Save.
The file can be saved as XML (.xml) or HTML (.html).
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6.1

Examples

Version tracking has many uses, including monitoring business-critical applications and creating
change logs, audit trails, and compliance reports. Version tracking reports can be used to track IT
changes in your infrastructure to ensure that those changes were properly approved. Version
tracking can also be used to monitor changes in your Operations Center server; for example, you can
run a service configuration model, then run it again and view any changes.

The following examples are included in this section:

¢ Section 6.1, “Service Monitoring,” on page 31
¢ Section 6.2, “IT Compliance Reporting,” on page 33

¢ Section 6.3, “Configuration Standardization,” on page 34

Service Monitoring

Assume that you have a service that is dependent on different aspects of your infrastructure,
including data from asset management, change management, and incident management. There are
certain critical properties of each of these aspects that a senior manager wants to monitor. You can use
version history to do this.

1 Setup service configuration for an element and its children so that the elements have properties
that match the aspects of the infrastructure to be monitored.
The property page has the following fields:
¢ Asset tag # from asset management
¢ Active change requests from change management

¢ Active incidents from incident management
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2 Create a new element called Critical Service, and apply the property sheet with these properties

to it, so the properties are changed.

The Alarm view in the Operations Center console displays these change events. For information
on how to view change events in the Alarms view, see Section 3.2, “Alarms View,” on page 16.

@ Novell® Operations Center (mattsles.mosol com) [E=EE=e)
File Edit Go View Format Element Alarms Window Help
Fup FHome | QFind | @ chat | Fier[Flo [Eo Mo 2 [H4 Fo [z | B Hsioic: change - 3 Retieve
‘Select root ement: = BSCM1
Y Enterprise ~
% IEEIEIE E“Egn;;d;m DEDDEEW":;;\"Mzngﬂ"g:gg iiAAMQE’I‘;ﬁTSZ AM O B20:50 AM 02605 AM 93111 AM 936118 AM D:4124 AM O 004830 AM 05137 AM 95543 A
1 &g Managed Obfects QL Severity Element Date/Time + Change  UserName  Desaription
= QL@ Metamodsl B = Critical Service 12472010 9:58:46 AM change  admin ___ Element Changed
+ L5k Behavior Models 3 - Crmcal Service 121172010 4:54:85 AM change adrmin ATTIDUTE “Memory Size” changed Irom 5 GB 10 1 GB
+ Ol Classes 3 W Critical Service change admin Element Changed
= oy F’”“:dy P’_“S 3 W Critical Service change admin Attribute “Cache Size" changed from 500 MB to 300 MB
g g ;vmzitmmes > = Crifcal Service change admin Element Changed
& System > & Critcal Service change admin Aftribute “Active Change Requests™ changed from 2 to 10
+ [ Templae = ]> = Crifcal Service change admin Aftribute "Artive Change Requests” changed from 210 10
1O g security 3 o Crivcal Service change admin Aftribute “Active Incidents™ changed from 1 to 20
-0 g server - W Critical Service: 121172010 35896 AM change adnin Aftribute "Active Inciderts” changed fram 1 to 20
+ &% Time Management = : e 5
'S @ [Er— « OK B Critical Service 12142010 9:57:05 AM create admin Attribute "Asset Tag" set to KCJ11105
o% Service Level Agreaments 3 - = Crifcal Service 12/12010 5:57.05 &0 change  =duin Element Changed
= Services Criical Service: change admin Element Changert
@[3 Generational Hodels > 0K & Crifcal Service create admin Attribute "Memory Size" set to 5 GB
@ @ Locations S| > I N = crical Service change adin Flement Changed
= OE S > 0K B Crifical Service create dinin Attribute "Cache Size" set to 500 MB
= % = Mode One > infol 0 = crical service change  aonin Element Changed
@ = Model One chid > 0l ™ Crincal Service create aarin Attribute "Web Interface Version™ set to Internet Explorer 6.0
. @ =@ Mokl one Child Twn =) | > InE RN = criical service change i Element Changed
FERE > 0K & Criticel Service create admin Attribute “Active Change Requests™ set to 2
> O & Critical Service 12/ crete admin Attribute “Active Incidents™ set to 1
Filter Name Type Active | > il = critcel Service 12172010 9:57:05 AM change acmin Element Changed
- oK = Critical Service 121412010 9:61:69 AM create admin Attribute eetto “eom.moe
> infel N @ crifcal Service 1212010 5:54:59 AM change adin Element Changed
< oK & Critical Service 12472010 9:54:42 AM create admin  Element Added
—— J »
Historical alarms for Tue Nov 16 18:22:51 EST 2010 through Thu Dec 16 18:22:51 EST 2010 admin logged in to MATTSLES since 12/16/2010 5:48:52 PM

These change events are also displayed in an Alarms portlet in the dashboard. For more
information on how to configure the dashboard portlet for change events, see Section 3.3,
“Alarms Portlet in the Dashboard,” on page 18.

Figure 6-1 Change Events in the Alarms Portlet

Alarms e e G £
Actions ¥
Alarms for Critical Service
Historical = Change Events ~ From: 12/01/2010 05:20:00 F'I'I[:] Tar 12M16/2010 05:20:49 F*I'IE] Update Play |Alarms Paused
Total. 8
ENG o B 4[]  select | Unselect allvisible alarms.
Excel Refresh
Severity Element Date/Time « ID Change Name User b
r @ = Critical Service Dacember 1, 2010 95845 AMEST 10 change  Crilical Service admin
r @ @ Critical Service December 1, 2010 9:58:46 AM EST 11 change  Crilical Service admin
r @ = Crilical Service December 1, 2010 9.58:458 AMEST 12 change  Crilical Service admin
[ @ = Critical Service December 1, 2010 9:58:46 AMEST 13 change  Crilical Service admin
- 9 B Critical Service Dacember 1, 2010 9:58:45 AM EST 14 change  Crilical Service admin
r @ B Critical Service December 1, 2010 9:58:45 AMEST 15 change  Critical Service admin
1 ﬂ B Critical Service December 1, 2010 95846 AM EST 16 change Critical Service admin
r Q E Critical Service December 1, 2010 95846 AM EST 17 change  Crilical Service admin
| ° = Critical Service December 1, 2010 95846 AMEST 18 change  Critical Service admin
O 0 = Critical Service December 1, 2010 95846 AMEST 19 change Critical Service admin
r @ = Crilical Service Decamber 1, 2010 9:57:05 AMEST 20 creale Critical Service admin
I Q m Critical Service December 1, 2010 95705 AMEST 21 change Critical Sarvice admin
< | m | i
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6.2

3 In addition to monitoring these events, report on them:

Figure 6-2 Excel Report Created Using SQL Views

oK
INFORMATIONAL

rikts “Flags™ set ta 16

Valug=eC = scem mesol Fomuia Cemmon metamocs! data WlFregaryPageDma-amay> -
gamrations DescrpbonsElem et

= Crganizations: Value=K{J 11105, Dess

oK
INFORMATIONAL arged
oK o= Adtribute “honet Tag™ set to KEJ11105

INFORMATICHLAL
INFORMATIONAL | 3

0K
INFORMATIONAL
oK

INFORMATIGNAL

Ok
INFORMATIONAL
oK
ok
INFORMATIONAL
INFORMATIONAL | 3%

Change Requests” sst to 7
1he Incidents” 5ot to 1

\ger lame=admin

ite ‘Memory Size” changed o 5 GB 12 168

INFORMATIONAL | /2007 3 &I

INFORMATICHAL
WATIONAL | 382007 5
AL

sat Harno=adrin Diiana=ee=C
lame=admin Dl tama=cr

argad
=300 M8 Descrghe

e changed froen 500 WS 1o 300 M8

g=CrbicaleS
larmu=amin DHami ory=Criicak S
Q04 ko 2 16 10

Valugs c 110 20
parnz glions, 1 110 30

¢ For this, you can use SQL Views by setting the SYSTEM_ELEMENTS_ALARMS view to
capture alarms of the type Change Events.

¢ Then use this view to create a report in your reporting tool (such as Microsoft Excel or
Business Objects Crystal Reports).

For more information on version history and SQL Views, see Section 3.4, “SQL Views,” on
page 20.

For more information about SQL Views, see the Novell Operations Center 5.0 SQL Views Guide.

IT Compliance Reporting

Assume that you have a defined configuration for your IT resources, including servers. Each month,
you must report on any changes to those servers, particularly whether any servers were removed or
added to the infrastructure.

To set up IT compliance reporting:

1 Set up Operations Center so that you have a service model named Hosts to which new servers
that meet specific matching rules are automatically added and removed.

Specific attributes of each server are also tracked, using a property sheet that has the following
fields:

¢ Server Tag Number
¢ Disk Space Available

¢ Operation System Version
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2 Use the Compare function to see what has changed by right-clicking Hosts, then selecting
Compare > To Baseline.

@ Compare To Baseline 3

Choose Baseline Date For Initial Snapshoi;l Display

12/1/2010 :I@ 12:00:00 AM

| Use Current Configuration As Comparison Source

=] 120000 =]
ReportOuputs [ Saves. |

Close

Name Type Last Changed By Last Changed On Description
[22] Enterprise 11/1/2010 10:47:28 AM -
E@ Crganizations system 11/5/2010 5:47:47 AM E
B Hosk admin 11/8/2010 10:59:34 AM
El- B Server Eight admin 11/8/2010 11:02:14 &AM
----- th [F Avaiableattribute Added admin 11/8/2010 11:02:14 AM Walue set ko (5 GB)
----- dh [F OperatinAktribute Added admin 11/8/2010 11:02:14 AM Walue set ta (Windows 2000 ...
----- dh [F Tag Abtribute Added admin 11/8/2010 11:02:14 AM Walue set ko (1008)
=1~ B Server Five admin 11/8f2010 11:02:35 AM
----- dh [ ElementFattribute Added admin 11/8/2010 11:02:35 AM Walue set to {<ClassMetamod. ..
----- 47 [§ OperatinAttribute Added admin 11/8/2010 11:02:35 AM Walue set to (Windows 2000 s..,
----- dr [§ Tag Attribute Added admin 11/8f2010 11:02:35 AM Walue sek ko (1005)
Server One admin 11/8/2010 11:03:15 AM
----- dn [§ Availableattribute Added admin 11/5f2010 11:03:18 &M Walue sek ko (10 GB)
----- th [F Elementrattribute Added admin 11/8/2010 11:03:18 AM Walue set to {<ClassMetamod. ..
----- dh [F Tag Attribube Added admin 11/8/2010 11:03:18 AM Walue sek ko (1001)
|=)- B Server seven adrin 11faf2010 1105080 AM
----- dh [F Availableattribute Added admin 11/8/2010 11:03:33 AM Walue set ko (12 GE)
----- dh [F ElementFattribute Added admin 11/8/2010 11:03:33 &AM Walue set to {<ClassMetamod. ..
----- dh B Operatindttribute Added admin 11/8/2010 11:03:33 &AM Walue set to (Windows 2000 s..,
----- 4= [§ Tag Attribute Added admin 1132010 11:03:33 AM Walue sek ko (1007)
Server Six admin 11/8/2010 11:03:45 AM AN
. P . — - S -

3 Save the report as an HTML file for use in a report that is placed on your company’s intranet.

For more information, see Section 4.2, “Creating a Baseline Comparison,” on page 24.

6.3 Configuration Standardization

Assume that a specific set of servers in your IT infrastructure support an application that is critical to
your business. That application requires the server to have specific software installed on it. If any of
the servers do not have that software, you should know so that you can investigate why and address
any potential problems before your critical application is negatively impacted. The servers are
located in offices around the country.

¢ Using Operations Center and other discovery tools, you locate your application servers in your
infrastructure and gather information about the servers in Operations Center. You place all the
discovered application servers into a service model called Application Servers.

* You create a behavior model that assigns a specific property page to each of the application
servers. That property page has the Database, Operating system, and Reporting tool fields.

¢ You create another element called Application Servers Template under Service Models, assign
the same property page to it, then add the correct values to each of the properties as follows:

+ Database: SQL Server 2005
¢ Operating system: Windows 2000 server
¢ Reporting tool: Crystal Reports 11
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¢ To determine if any of the application servers have different properties, you compare them to the
application servers template. Right-click Application Servers Template, select Application Servers,
and compare it to its children. For specific instructions, see Section 5.2, “Creating an Element
Comparison,” on page 28.

¢ You compare the application servers template to ServerBoston, ServerChicago, ServerDallas,
and Server LA and get the following results:

Figure 6-3 Differences Between Elements

@ Display Element Differences 3

| »

Comparing properties of element application servers template and element ServerBoston:

[applications=application+servers+templatefroot=0rganiz ations)
[applications=ServerBostonforg=Application+Servers/root=Crganizations)

m

Comparing properties of element application servers template and element ServerChicago:

[applications=application+servers+template/root=Crganizations)
[applications=5erverChicagoforg=Application+Servers/root=Crganiz ations)

Properties different between element “application servers template® and "ServerChicago™|

IDatabase ISQL Server 2005 ISQL Server 2000 |

Comparing properties of element application servers template and element ServerDallas:

[applications=application+servarsHemplatefroot=0rganiz ations)
[applications=Serverballasforg=Application+Serversfroot=Crganizations)

Properties different between element "application servers template® and “ServerDallas™:

’Operating spstem }Windows 2000 server |Windows NT [

Comparing properties of element application servers template and element ServerLA:

[applications=application+servers+templatefroot=Crganizations)
(applications=%arvarlaf org=tpplication+Saruarsroot=Crg anizations )

Properties different betwreen element "application servers template® and "ServerLA"™:

Feporting tool Crystal Reporks 11 Crystal Reports 10

’ Copy To Clipboard ] ’ Save As... ] ’ Close ]

No results are shown for ServerBoston, which means that it matches the application servers
template and has the correct configuration. Three of the servers have values that are not correct.
ServerChicago has SQL Server 2000 instead of SQL Server 2005; ServerDallas has Windows NT
for the operating system and not Windows 2000 server; and ServerLA has the old version of
Crystal Reports.

You copy this information to the clipboard and save it to a Microsoft Word file that you e-mail to
the IT managers in Chicago, Dallas, and LA. You can also paste the data into other applications
or save the data as either an XML or HTML file.
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Documentation Updates

This section contains information on documentation content changes that were made in the Version
Tracking Guide after the initial release of Operations Center 5.0. The changes are listed according to
the date they were published.

If you need to know where a copy of the PDF documentation you are using is the most recent, the
PDF document includes a publication date on the title page.

¢ Section A.1, “April 2013 Patch Release,” on page 37

April 2013 Patch Release

Global updates were made to installation and file path references for Operations Center and
Operations Center features, as follows:

¢ Operations Center: The location of the main Operations Center installation is shown as
OperationsCenter_install_path

¢ Operations Center Dashboard: The location of the Dashboard is shown as
OperationsCenter_Dashboard_install_path

¢ Operations Center Configuration Management System (CMS): The location of the CMS is
shown as OperationsCenter_CMS_install_path

¢ Operations Center Experience Manager: The location of the Experience Manager is shown as
OperationsCenter_ExperienceManager_install_path

Documentation Updates
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