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ERROR: Server Certificate Failed Message



About this Book and the Library

The Install Guide provides information on how to install and manage the OpenText™ Identity
Console CE 24.4 (v1.9) product. This book defines terminology and includes implementation
scenarios.

Intended Audience

This guide is intended for network administrators.

Other Information in the Library

The library provides the following information resources:

Installation Guide

Describes how to install and upgrade OpenText Identity Console. The book is intended for
network administrators.

About this Book and the Library
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Planning to Install OpenText Identity
Console

NOTE: OpenText Identity Console supports the following products and their respective latest
versions.

+ OpenText eDirectory 9.2.4 HF2
+ OpenText Identity Manager Engine 4.8.3 HF2

You must upgrade your instances before using the OpenText Identity Console.

+ “System Requirements and Prerequisites for Docker Installation” on page 7
+ “System Requirements and Prerequisites for Standalone Installation (Non-Docker)” on page 12
+ “System Requirements and Prerequisites for Workstation” on page 14

+ “RPM Signature Verification” on page 15

System Requirements and Prerequisites for Docker
Installation

+ “System Requirements” on page 7
+ “Prerequisites” on page 7

+ “Setting Up Your Environment” on page 8

System Requirements

As OpenText Identity Console can be run as a Docker container, for more information about system
requirements and supported platforms for installing OpenText Identity Console, see Docker
Documentation.

Prerequisites

O Install Docker 20.10.9-ce or later. For more information on how to install Docker based of your
platform, see Docker Installation.

T You must obtain a pkcs12 server certificate with the private key to encrypt/decrypt data
exchange between the OpenText Identity Console server and the back-end server. This server
certificate is used to secure the http connection. You can use server certificates generated by
any external CA. For more information, see Creating a Server Certificate Object. The server
certificate should contain the Subject Alternative Name with IP address and DNS of the
OpenText Identity Console server. Once the server certificate object is created, you must export
it in.pfx format.

Planning to Install OpenText Identity Console
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O You must obtain a CA certificate for all the trees in . pemformat to validate the CA signature of
the server certificates obtained in the previous step. This root CA certificate also ensures
establishing a secured Idap communication between the client and the OpenText Identity
Console server. For example, you can obtain the OpenText eDirectory CA certificate
(SSCert . pem from/ var/ opt/ novel | / eDi rect ory/ dat a/ SSCert . pem

O (Optional) Using the One SSO Provider (OSP), you can enable the single sign-on authentication
for your users to the OpenText Identity Console portal. You must install OSP before installing
OpenText Identity Console. To configure OSP for OpenText Identity Console, follow the on-
screen prompts and provide the required values for configuration parameters. To register
OpenText Identity Console to an existing OSP server, you must manually add the following to
thei sm configuration. propertiesfilein/opt/netiq/idnm apps/tontat/conf/
folder:

comnetiqg.edirapi.clientID = identityconsol e
comnetiqg.edirapi.redirect.url = https://<ldentity Console Server

| P>:<ldentity Console Listener Port>/eDirAPI/vl/ <eDirectory Tree Nane>/
aut hcoder edi r ect

comnetiqg.edirapi.logout.url = https://<ldentity Consol e Server

| P>:<ldentity Console Listener Port>/eDirAPI/vl/ <eDirectory Tree Nane>/
| ogout r edirect

com netig. edirapi.logout.return-param nane = | ogout URL

com netig. edirapi.response-types = code,token
comnetiqg.edirapi.clientPass. _attr_obscurity = NONE

com netiq.edirapi.clientPass = novel

NOTE: +With OSP, you can connect to only a single OpenText eDirectory tree as OSP does not
support multiple OpenText eDirectory trees.

¢ Third party OSP is not supported in OpenText Identity Console.

+ In a NAM integrated environment, OpenText Identity Console with OSP is currently not
supported.

O Ensure that you have a proper DNS entry available for your host machine in/ et ¢/ host s with a
fully qualified host name.

O If you want to use OpenText Identity Console in Edge browser, you must download the latest
version of Microsoft Edge for full functionality.

NOTE: While using OpenText Identity Console in Mozilla Firefox, the operation might fail with
Origin M smat ch error message. To troubleshoot, perform the following steps:

1 Update Firefox to the latest version.

2 Specify about : confi g in the Firefox URL field and press Enter.

3 Search for Origin.

4 Double-click on net wor k. ht t p. SendCr i gi nHeader and change its value to 1.

Setting Up Your Environment

You might need to create a configuration file containing certain parameters. If you want to configure
OpenText Identity Console with OSP, you must specify the OSP specific parameters in the
configuration file. For example, create the below edi r api . conf file with OSP parameters:
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NOTE: You must provide your OpenText eDirectory tree name in the osp-redirect - url field.

listen = ":9000"

| dapserver = "192.168.1.1: 636"

| dapuser = "cn=admi n, ou=sa, o=syst ent

| dappassword = "novel I "

pf xpassword = "novel I "

ospnode = "true"

osp-token-endpoint = "https://10.10. 10. 10: 8543/ osp/ a/ i dm aut h/ oaut h2/
getattributes”

osp-aut horize-url = "https://10.10.10. 10: 8543/ osp/ a/ i dm aut h/ oaut h2/ grant"
osp-logout-url = "https://10.10.10. 10: 8543/ osp/ a/ i dmf aut h/ app/ | ogout "
osp-redirect-url = "https://10.10.10. 10: 9000/ eDir APl /vl/edirtree/

aut hcoderedirect”

osp-client-id = "identityconsol e"

ospclientpass = "novel | "

ospcert = "/etc/opt/novell/eDirAPlI/cert/SSCert. pent

bcert = "/etc/opt/novell/eDirAPl/cert/"

| ogl evel = "error"

check-origin = "true"

origin = "https://10.10.10.10: 9000, https://192. 168. 1. 1: 8543"

In case, you want to configure OpenText Identity Console without OSP, create a configuration file as
shown below, without the OSP parameters:

[OpenText Identity Console 1.9]

listen = ":9000"
pf xpassword = "novel | "
ospnode = "fal se"

bcert = "/etc/opt/novell/eDirAPl/cert/"
auto-fetch = fal se

NOTE: *Remove the edi r - host s parameter from the configuration file and add the aut o- f et ch
parameter.

+ Ifauto-fetch = fal se, you must manually copy the CA certificate to cert folder.

[OpenText Identity Console 1.8 and earlier]

listen = ":9000"
pf xpassword = "novel | "
ospnode = "fal se"

bcert = "/etc/opt/novell/eDirAPl/cert/"
edir-hosts = "<ip_address-1>: 636, <i p_addr ess-2>: 636"

NOTE: When you want to configure OpenText Identity Console with multiple OpenText eDirectory
trees, you can skip “Idapserver”, “Idapuser”, and “Idappassword” parameters and create the
configuration file.

Planning to Install OpenText Identity Console
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Table 1-1 Description of the configuration parameters in the configuration file

Configuration Parameters

Description

listen

Idapserver

Idapuser

Idappassword

pfxpassword

ospmode

osp-token-endpoint

osp-authorize-url

osp-logout-url

osp-redirect-url

osp-client-id

ospclientpass

ospcert

bcert

Specify 9000 as the OpenText Identity Console
server’s listener port inside the container.

Specify the OpenText eDirectory host server IP and
port number.

Specify the username of the OpenText eDirectory
user. This parameter is used as a credential for
initiating Idap calls to OpenText eDirectory using
proxied authorization control in the case of OSP login.
Ldap user must have supervisor rights on the
OpenText eDirectory tree.

Specify the password of the LDAP user.

Specify the password of the pkcs12 server certificate
file.

Specify t r ue to integrate OSP with OpenText ldentity
Console. If you set this to f al se, OpenText Identity
Console will use Idap login.

This URL is used to fetch certain attributes from the
OSP server to verify the validity of the authentication
token.

This URL is used by the user to provide credentials to
obtain an authentication token.

Use this URL to terminate the session between the
user and the OSP server.

The OSP server re-directs the user to this URL after
granting the authentication token.

NOTE: Ensure to specify the OpenText eDirectory tree
name in lowercase while configuring OpenText
Identity Console. In case, the tree name is not
specified in lowercase, the login to the OpenText
Identity Console server might fail.

Specify the OSP client ID which was provided at the
time of the OpenText Identity Console registration
with OSP.

Specify the OSP client password which was provided
at the time of the OpenText Identity Console
registration with OSP.

Specify the location of OSP server’s CA certificate.

Specify location of OpenText Identity Console’s CA
certificate.
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Configuration Parameters

Description

loglevel

check-origin

origin

maxclients

auto-fetch

edir-hosts(1.8 and earlier)

Specify the log levels that you want to include in the
log file. This parameter can be set to "fatal", "error",
"warn" or "info".

If this is set to t r ue, the OpenText Identity Console
server compares the origin value of requests.
Available options are eithert r ue or f al se. The
origin parameter is mandatory even if check-origin
parameter value is set to f al se when DNS
configuration is used.

OpenText Identity Console compares the origin value
of requests with the values specified in this field.

NOTE: From OpenText Identity Console 1.4 onward,
this parameter is independent of check-origin
parameter and is mandatory if DNS configuration is
used.

Maximum number of concurrent clients who can
access | DConsol e. Any additional clients beyond
this limit have to wait in queue.

From OpenText Identity Console 1.9 onwards, you
can choose to auto fetch the CA certificate.

edi r - host is a parameter that contains the IP
address(s) of OpenText eDirectory which you want to
connect through OpenText Identity Console.

NOTE:

+ The ospnode configuration parameter should be used only if you plan to integrate OSP along

with OpenText Identity Console.

+ If Identity Applications (Identity Apps) is configured in cluster mode in your OpenText Identity
Manager setup, you must provide the DNS name of the load balancer server in osp-t oken-
endpoi nt, osp-aut hori ze-url and osp- | ogout - ur | fields in the configuration file. In
case, you provide the OSP server details in these fields, the OpenText Identity Console login will

fail.

+ If OpenText Identity Console is configured with the same OSP instance as Identity Apps and
OpenText Identity Reporting, the Single Sign-On (authentication service) will take effect when
you are logging into the OpenText Identity Console portal.

+ OSP HTTPS URL should be validated with certificates containing 2048 bit key or higher with

OpenText Identity Console 1.4 onwards.

+ If you want to restrict the access to the OpenText Identity Console portal from different
domains, set sanesi t ecooki e parameter to stri ct. If you want to allow access to the

OpenText Identity Console portal from different domains, set sanesi t ecooki e parameter to

| ax. If the parameter is not specified during the configuration, the browser settings will be

honored by default.

Planning to Install OpenText Identity Console
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Once you are ready with the configuration file, proceed with deploying the container. For more
information, see “Installing OpenText Identity Console as Docker Container” on page 26.

System Requirements and Prerequisites for Standalone
Installation (Non-Docker)

+ “System Requirements” on page 12

+ “(Optional) Prerequisite for OSP Configuration” on page 13

System Requirements

This section explains the system requirements and prerequisites to install standalone OpenText
Identity Console.

Category Minimum Requirement

Processor 1.4 GHz 64-bit

Memory 2GB

Disk Space 200 MB on Linux

Supported Browser + Latest version of Microsoft Edge

¢ Latest version of Google Chrome

+ Latest version of Mozilla Firefox
NOTE: While using OpenText Identity Console in
Mozilla Firefox, the operation might fail with Ori gi n
M smat ch error message. To troubleshoot, perform
the following steps:

1 Update Firefox to the latest version.

2 Specify about : confi g in the Firefox URL field
and press Enter.

3 Search for Origin.

4 Double-click on
net wor k. htt p. SendOri gi nHeader and
change its value to 1.

*

Certified:

¢ SUSE Linux Enterprise Server (SLES) 15 SP5,
(SLES) 15 SP6

+ Red Hat Enterprise Linux (RHEL) 8.7, 8.8,
8.9,9.2,9.3,and 9.4

Supported Operating System

¢ In Docker: Red Hat Universal Base Image
9.5

+ Supported: Supported on later versions of
support packs of the above certified Operating
Systems.
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Category

Minimum Requirement

Certificates

¢ Obtain a pkcs12 server certificate with the

private key to encrypt/decrypt data exchange
between the client and the OpenText Identity
Console server. From OpenText Identity Console
1.7.2 onwards users can generate server
certificate during the installation process. This
server certificate is used to secure the http
connection. You can use server certificates
generated by any external CA. For more
information, see Creating a Server Certificate
Object. The server certificate should contain the
Subject Alternative Name with IP address and
DNS of the OpenText Identity Console server.
Once the server certificate object is created, you
must export it in .pfx format.

From OpenText Identity Console 1.9 onwards,
you can choose to auto fetch the CA certificate
as per your requirement.

From OpenText Identity Console 1.7.2 onwards
users can import CA Certificate (SSCer t . pem

by providing IP address and port information
during installation process. For more
information, see Generate CA certificate.

Once you are ready, proceed with installing OpenText Identity Console. For more information, see

“Installing Standalone OpenText Identity Console (Non-Docker)” on page 17.

(Optional) Prerequisite for OSP Configuration

Using the One SSO Provider (OSP), you can enable the single sign-on authentication for your users to

the OpenText Identity Console portal. You must install OSP before installing OpenText Identity

Console. To configure OSP for OpenText Identity Console, follow the on-screen prompts and provide

the required values for configuration parameters. To register OpenText Identity Console to an
existing OSP server, you must manually add the following to the i sm
configuration.propertiesfilein/opt/netiq/idnm apps/tontat/conf/ folder:

comnetiqg.edirapi.clientID = identityconsol e
comnetiqg.edirapi.redirect.url = https://<ldentity Console Server

| P>:<ldentity Console Listener Port>/eDirAPI/vl/<eDirectory Tree Name>/
aut hcoder edi r ect

comnetiq.edirapi.logout.url = https://<ldentity Consol e Server

| P>:<ldentity Consol e Listener Port>/eDirAPI/vl/ <eDirectory Tree Name>/
| ogout r edirect

com netiq. edirapi .| ogout.return-paramnanme = | ogout URL

com netiqg. edi rapi . response-types = code, t oken
comnetiq.edirapi.clientPass. _attr_obscurity = NONE

com netiq. edirapi.clientPass = novel

NOTE:

Planning to Install OpenText Identity Console
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+ If you are installing OSP for the first time, specify the option ' y' for Configure OSP with eDir
API and follow the on-screen prompts to register OpenText Identity Console with OSP.

+ Ensure to specify the OpenText eDirectory tree name in lowercase while configuring OpenText
Identity Console. In case, the tree name is not specified in lowercase, the login to the
OpenText Identity Console server might fail.

+ With OSP, you can connect to only a single OpenText eDirectory tree as OSP does not support
multiple OpenText eDirectory trees.

¢ Third party OSP is not supported in OpenText Identity Console.

+ In a NAM integrated environment, OpenText Identity Console with OSP is currently not
supported.

System Requirements and Prerequisites for Workstation

+ “System Requirements” on page 14

System Requirements

This section explains the system requirements and prerequisites to run workstation OpenText
Identity Console (version 1.5 and later).

Category Minimum Requirement
Processor 1.5 GHz 64-bit

Memory 2GB

Disk Space 1 GB on Windows
Supported Operating System + Certified:

¢ Windows Server 2019
+ Windows Server 2022
¢ Windows 10
¢ Windows 11
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Category Minimum Requirement

Certificates + You must obtain a server certificate in pfx
format. This server certificate must always be
named keys.pfx. For more information, see
Creating a Server Certificate Object.

+ From OpenText Identity Console 1.7.2 onwards
users can generate Server Certificate during the
installation process.

+ From OpenText Identity Console 1.9 onwards, by
default, the auto fetching of CA certificate is
enabled as true.

+ To manually fetch the CA certificate, you must
obtain a CA certificate for all trees in. pem
format to validate the CA signature of the server
certificates obtained in the previous step. This
root CA certificate also ensures establishing a
secured | dap communication between the
client and the OpenText Identity Console server.

+ From OpenText Identity Console 1.7.2 onwards
users can import CA Certificate (SSCer t . pem
by providing IP address and port information
during installation process.

NOTE: If the Windows server has multiple domain or admin accounts, only one administration can
install and access OpenText Identity Console, provided that OpenText eDirectory is also installed on
the same machine.

Once you are ready, proceed with installing OpenText Identity Console. For more information, see
“Installing OpenText Identity Console Workstation on Windows” on page 23.

RPM Signature Verification

Use the following steps to perform the RPM Signature Verification:

1 Navigate to the folder where the build is extracted.

For example: <untarred | ocati on of ldentity Consol e>/
| dentityConsol e_<version>_Linux/Ilicense/ M croFocusGPGPackageSi gn. pub.

2 Run the following command to import the Public Key:
rpm--inmport M croFocusGPGPackageSi gn. pub

3 (Optional) Run the following command to verify the RPM signature: r pm - - checksig -v
<RPM Nanme>

For Example:

rpm --checksig -v identityconsol e-1. 8. 0.0000.x86_64.rpm

Planning to Install OpenText Identity Console 15
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i dentityconsol e-1.8.0.0000.x86_64.rpm

Header V4 RSA/ SHA256 Signature, OK, key ID 786ec7c0: K
Header SHAL digest: K

Header SHA256 di gest: K

Payl oad SHA256 digest: K

V4 RSA/ SHA256 Signature, key ID 786ec7c0: K

MD5 digest: OK

16 Planning to Install OpenText Identity Console



Installing OpenText Identity Console

This chapter covers the installation of the OpenText Identity Console and provides security
recommendations. Before installing, review the prerequisites and system requirements in Chapter 1,
“Planning to Install OpenText Identity Console,” on page 7.

+ “Installing OpenText Identity Console CE 24.4 (v1.9)” on page 17
+ “Installing OpenText Identity Console 1.8 and earlier” on page 40

Installing OpenText Identity Console CE 24.4 (v1.9)

+ “Installing Standalone OpenText Identity Console (Non-Docker)” on page 17
+ “Installing OpenText Identity Console Workstation on Windows” on page 23
+ “Installing OpenText Identity Console as Docker Container” on page 26

+ “Installing OpenText Identity Console In Azure Kubernetes Services” on page 34

Installing Standalone OpenText Identity Console (Non-Docker)

You can install the OpenText Identity Console in one of the following ways:

+ Performing an Interactive Installation

+ Performing a Silent Installation

NOTE: To ensure proper functionality, we recommend you install OpenText Identity Console and
OpenText eDirectory on the same machine, which must have at least one instance of OpenText
eDirectory available.

The OpenText Identity Console 1.9 installer is compatible with eDirectory 9.2.8 or 9.2.9. It does not
upgrade OpenSSL to version 3.0.15 or NICI to version 3.3.0 when installed on the same server as
eDirectory 9.2.8 0r 9.2.9.

Performing an Interactive Installation

This section covers how to install standalone OpenText Identity Console using the interactive
installation method.

1 Login to the Software License and Download (https://sld.microfocus.com/) portal and navigate
to the Software Downloads page.
2 Select the following:
¢ Product: OpenText eDirectory
¢ Product Name: OpenText eDirectory per User Sub SW E-LTU
+ Version:9.2,9.3
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3 Download and extract the latest build for OpenText Identity Console.

4 Navigate to the directory where you extracted the OpenText Identity Console build >
I dentityConsol e_<versi on>_Li nux.

5 Run the following command while logged in as root or root-equivalent user:
./identityconsol e_instal

6 Read the Introduction, and then click ENTER.
7 Enter'y' to accept the License Agreement. This installs all the required RPMs on your system.
8 Enter the Identity Console server’s hostname (FQDN)/IP address. For example, 10. 10. 33. 100

If you press Enter without specifying an IP address, your system's IP address/hostname is used
by default.

9 Enter the port number for Identity Console to listen. The default value is 9000.

10 Specify which eDi r ect or y- host s to connect. You can provide either IP address or domain
name. For example: | ocal host : 636, xx. XX. xX. xx: 636 or edir.domai n. com 636

11 (Conditional) Choose one of the following options based on your requirements:

+ If you do not want to integrate OSP with OpenText Identity Console, choose “n” and
continue with Step 12.

+ If you want to integrate OSP with OpenText Identity Console, choose “y” and provide
inputs for the following steps:

1. Enter the eDirectory/Identity Vault server’s Domain name/IP address with LDAPS port
number.

For example:
192.168. 1. 1: 636
2. Enter the eDirectory/ldentity Vault username.
Example:
cn=adm n, ou=org_unit, o=org
3. Enter the eDirectory/ldentity Vault password.
4. Enter the eDirectory/Identity Vault password again to confirm the password.
5. Enter the OSP server domain name/IP address with SSO server SSL port number.
6. Enter the OSP client ID and OSP client password.
7. Enter the eDirectory/Identity Vault tree name.
12 (Conditional) Choose one of the following options based on your requirements:.
+ If you want to auto fetch the CA certificates, choose auto fetch asy.
+ If you do not want to auto fetch the CA certificates, choose auto fetch as n.
13 (Conditional) Choose one of the following options based on your requirements:
+ If you want to import the CA certificate from the server, input y and press Enter.
CA certificate gets copied successfully in / et ¢/ opt/ novel | / eDi r APl / cert.
To manually fetch or add the CA certificate, refer Generate CA Certificate
+ |f you do not want to import the CA certificate from the server, input n and press Enter.

+ If you enter “q”, the installation is terminated.
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14 (Conditional) Choose one of the following options to generate a Server Certificate:

+ If you want to generate the Server Certificate, input “y” and press Enter. Provide inputs for
the following steps:

1. Enter the eDirectory user name. Example: cn=adni n, o=novel | .
2. Enter the eDirectory user password.
3. Re-enter the eDirectory user password.
4. Enter the server certificate name.
Example: servercert
5. Enter the server certificate password.
Example: passwor d@.23
6. Re-enter the server certificate password.
Example: passwor d@.23

+ If you already have a Server Certificate that you want to use, input “n” and press Enter.
Provide inputs for the following steps:

1. Specify the location of your Server Certificate directory path manually.
For example, / hone/ cert/ keys. pf x
2. Enter the server certificate password.

3. Re-enter the server certificate password.

NOTE:

+ You can find the following log files in the / var / opt / novel | / eDi r APl / | og directory:
+ edirapi.| og - This file logs edirapi events and debugging issues.

+ edirapi _audit. | og-This file logs edirapi audit events. The logs follow a CEF auditing
format.

¢ identityconsol e_install.log-This file logs OpenText Identity Console events.

+ You can check the logs for OpenText Identity Console start and stop operations in the / var/
| og/ messages file.

+ If installation fails, use the following command to reconfigure:

/usr/bin/identityconsol eConfigure

Utilities to Generate Certificates

You have the option to obtain CA Certificates and Server Certificates for other trees using the
following tools or utilities.

NOTE: The scripts for CA and Server certificate is available in opt / novel | / eDi r APl / sbi n path.
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Generate CA Certificate

1 Download and extract the latest OpenText Identity Console build.

2 Navigate to the directory / opt / novel | / eDi r API / shi n to fetch, delete or view the list of CA
certificates.

3 Run the following command while logged in as root or root-equivalent user.
./get _cacert fetch <ip address/DNS:|daps port>
For example:
./get _cacert fetch 10.10.10.10: 636

4 To manually add the CA certificate in cert folder, navigate to/ et ¢/ opt/ novel | / eDi r APl /
cert copy and paste the CA certificate.

<| P address/DNS | daps port. penp
For example:

10. 10. 10. 10_636. pem

Generate Server Certificate

1 Download and extract the latest OpenText Identity Console build.

2 Navigate to the directory to fetch, delete or view the list of CA certificates >/ opt / novel | /
eDi r APl / sbin

3 Run the following command while logged in as root or root-equivalent user.

./get_servercert <eDirectory |P address with LDAPS port nunber>
<eDirectory/ldentity Vault username> <userpassword> <server certificate
name> <server certificate password>

Example:

./get_servercert 10.10.10.10: 636 cn=adni n, ou=org_unit, o=org password
keys password

Performing a Silent Installation

Silent installation enables you to install OpenText Identity Console without any interactive input. To
use this method, you must define your options for installing OpenText Identity Console in the

si | ent _properti es file and then run the installation process from the command line. After you
modify the properties file, the system uses the information from it to complete the installation
silently.

Before starting the silent installation, ensure that you meet all the prerequisites.
To edit the silent properties file:

1 Navigate to the | denti t yConsol e_<ver si on>_Li nux directory in the location where you
have extracted the OpenText Identity Console build.

20 Installing OpenText Identity Console



2 Openthesilent_properti es file and modify the values as per your requirement:

+ |If auto fetch is Yes,

1. Enter the following details in the si | ent _properti es file:

export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export

AUTOGENERATE_CACERT=" Yes"
AUTOGENERATE_SERVERCERT=" Yes"

EDI R_HOST=""

IDC_I P=""

| DC_PORT="9000"

OSP_CLI ENT_I D="i denti tyconsol e"
OSP_CLI ENT_PASSWD="novel | "

OsP_| p=""

OSP_MODE=" No"

AUTO _FETCH="Yes"
SERVERCERT_NAME="cert"
SERVERCERT_PASSWORD="novel | "
SERVERCERT USERNAME=" cn=admi n, o=novel | "
SERVERCERT_USER_PASSWORD="novel | "
TREENAVE="ny_tree"

VAULT_| P=""
VAULT_USERNAME="cn=adni n, o=novel | "
VAULT_PASSWD="novel | "

2. Run the following command to install in silent mode:

.lidentityconsole_install -s silent_properties

+ |If auto fetch is No,

1. Enter the following details in si | ent _properti es file:

export
export
export
export
export
export
export
export
export
export
export
SSCer t
export
export
export
export
export
export
export
export

AUTOGENERATE_CACERT=" No"
AUTOGENERATE_SERVERCERT=" No"

EDI R_HOST=""

I DC_| P=""

| DC_PORT="9000"

OSP_CLI ENT_I D="i denti tyconsol e"
OSP_CLI ENT_PASSWD="novel | "
CsP_I P=""

OSP_MODE=" No"

AUTO_FETCH=" No"

SERVERCERT _LOCATI ON="/ et c/ opt/ novel | / eDir APl / cert/

. pent

SERVERCERT_NAME="cert"
SERVERCERT_PASSWORD="novel | "
SERVERCERT USERNAME=" cn=admi n, o=novel | "
SERVERCERT_USER_PASSWORD="novel | "
TREENAVE="ny_tree"

VAULT_| P=""
VAULT_USERNAME="cn=adni n, o=novel | "
VAULT_PASSWD="novel | "

2. Manually copy the CA certificate to the folder/ et ¢/ opt/ novel | /eDir APl /cert/.

3. Run the following command to install the rpm:
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./identityconsol e rpm.instal
4. After installing rpm, run the following command to run the installer in silent mode:
.lidentityconsol eConfigure -s silent_properties

You can find installation-related logs in the | dentity Consol e installation>
i dentityconsol e_install.l ogfile.

Multi-tree with Standalone OpenText Identity Console

To connect OpenText Identity Console with multiple OpenText eDirectory trees when the auto-fetch
is disabled, you must copy the CA certificates from all the OpenText eDirectory trees to the / et ¢/
opt/ novel | / eDir APl / cert/ directory.

Copy the CA certificates as follows:

cp /home/ user/<ip addressl_| dap port.penr /etc/opt/novell/eDirAPl/cert/<ip
addressl | dap port. penp

cp /home/ user/<ip address2_| dap port.penr /etc/opt/novell/eDirAPl/cert/<ip
address2_| dap port. penp

To fetch CA certificate using the get_cacert utility, refer the section “Generate CA Certificate” on
page 20.

Run one of the following command to restart OpenText Identity Console:
¢/ usr/bin/identityconsole restart
esystentt| restart netiqg-identityconsole.service

When the auto-fetch is enabled, the CA certificates are automatically copied to the cert folder.

Replacing the Server Certificate in Standalone OpenText Identity Console

Perform the following steps to replace server certificate in Standalone OpenText Identity Console:
1 Run NLPCERT to store the keys:

su - nds -c "/opt/novell/eDirAPl/shin/decryptor /Expiredcert/noexpirel/
new keys. pfx novell /etc/opt/novell/eDirAPl/conf/ssl/private/cert. pent

2 Restart the OpenText Identity Console:

systenttl restart netig-identityconsole.service

Stopping, Restarting and Status of Standalone OpenText Identity Console

+ To stop, run one of the following command:
/usr/bin/identityconsole stop
or

systentt|l stop netig-identityconsole.service
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+ To restart, run one of the following command:
/fusr/bin/identityconsole restart
or
systenttl restart netig-identityconsole.service
+ To check the status, run one of the following command:
/usr/bin/identityconsole status
or
systentt|l status netig-identityconsole. service
+ To start, run one of the following command:
/usr/bin/identityconsole start
or

systentt|l start netig-identityconsole.service

Installing OpenText Identity Console Workstation on Windows

OpenText Identity Console can be launched on Windows as workstation, and requires the REST
services running. Therefore, when it is launched, an eDirAPI process runs in the edi r api . exe cmd
prompt. If you close edi r api . exe terminal, OpenText Identity Console will no longer function.

The following procedure describes how to run OpenText Identity Console on Windows.

1 Log in to the Software License and Download (https://sldlogin.microfocus.com/nidp/idff/
ss0?id=5&sid=0&option=credential&sid=0) portal and navigate to the Software Downloads

page.
2 Select the following:
+ Product: OpenText eDirectory
¢ Product Name: OpenText eDirectory per User Sub SW E-LTU
+ Version:9.2,9.3

3 Download and extract the
| dentityConsol e_<version>_workstation_w n_x86_64. zip.

4 Navigate to the extracted folder and install NI Cl _wx64.

5 (Optional) Open the edi rapi _wi n. conf file and edit the port number for OpenText Identity
Console to listen.

6 (Conditional) If you already have the keys. pf x and SSCer t . pemfiles that you want to use,
change the CA certificate filename to <i paddr ess_| dap>. pen{ xx. xx. XxX. Xxx_636. pen),
and then copy the files manually into cert folder located in
C.\ldentityConsol e_<versi on>_workstation_w n_x86_64\eDirAPl\cert.

Then proceed to step 9.
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(Conditional) If you want to generate the CA certificate, navigate to the eDi r APl folder, run the
get _cacert.exe fetch <I P address_port. pens binary in command prompt, located in
C.\ldentityConsol e _version_workstation wi n_x86 64\eDirAPlI\cert,and
provide the OpenText eDirectory/ldentity Vault server Domain name/IP address with LDAPS
port number.

For example,
get _cacert.exe fetch 10.10. 10. 125: 636
10. 10. 10. 125_636. pemfile is generated.

(Conditional) If you want to generate the Server Certificate, run get _servercert. exe help
binary through command prompt along with the following details:

+ eDirectory/Identity Vault server Domain name/IP address with LDAPS port number.
+ eDirectory/Identity Vault user name.

+ eDirectory/Identity Vault password.

+ Server certificate name.

+ Server certificate password.

For example,

get _servercert.exe 10.10.10. 125: 636 cn=admni n, o=novel | novell keys
novel |

Akeys. pf x file is generated.

Navigate to the extracted folder, double-click the conf i gur e. bat file and enter the server
certificate (keys. pf x) password in the command prompt.

NOTE: If the server certificate is changed, then re-run the conf i gur e. bat file with the
password of the new certificate.

Navigate to the extracted folder and double-click the r un. bat file.

The eDirAPI process terminal (edirapi.exe) starts running, and the OpenText Identity Console
login page appears.

*

*

NOTE:

For subsequent logins to the OpenText Identity Console application, double click the r un. bat .
The login page will appear.

If the eDi r APl process terminal (edirapi.exe) is already running, then run
i dentityconsol e. exe from the build extracted folder.

Users can find the following logs in:
\IdentityConsol e_<version>_workstation_w n_x86_64\eDi r AP\ og
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edi rapi . | og - Thisis used for logging different events in edi r api and debugging issues.
edi rapi _audi t. | og - This is used for logging audit events of edi r api . The logs follow CEF
auditing format.

+ OSP based logins are not supported in workstation mode.

+ If the port number is already in use, edit the listen parameter in the edi r api _wi n. conf file
with a new port number and double-click the r un. bat to successfully log in to the OpenText
Identity Console.

Utilities to Generate Certificates

You have the option to obtain CA Certificates and Server Certificates for other OpenText eDirectory
Trees using the following utilities.

NOTE: The scripts for CA and Server certificate is available in opt / novel | / eDi r APl / sbi n path.

Generate CA Certificate

1 Download and extract the latest OpenText Identity Console build.

2 Navigate to the directory where you extracted the OpenText Identity Console build. Example:
C:\ldentityConsol e_<versi on> workstati on_wi n_x86_64\ eDi r API

3 Run the following binary through command prompt.
get cacert.exe fetch <ip address: port>

Provide the OpenText eDirectory IP address and LDAPS port number.
Example: get _cacert.exe fetch 10.10.10. 125: 636
10. 10. 10. 125_636. pemfile is generated and copied to cert folder.

Generate Server Certificate

1 Navigate to the folder where you have extracted the OpenText Identity Console build.
Example: | dentityConsol e_<version>_wi n
2 Runget _servercert.exe hel pfor more help options through command prompt.
+ eDirectory/Identity Vault server Domain name/IP address with LDAPS port number.
+ eDirectory/Identity Vault user name.
+ eDirectory/Identity Vault password.
* Server certificate name.
+ Server certificate password.
To generate the Server Certificate, run the following command through command prompt:
Example:

get _servercert.exe 10.10.10. 125: 636 cn=admni n, o=novel | novell keys
novel |

keys. pf x file is generated and copied to cert folder.
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Multi-tree with OpenText Identity Console as Workstation

OpenText Identity Console allows user to connect to multiple trees by entering the IP address at the
login page.

Closing and Re-launching OpenText Identity Console Workstation

To close the application and the process:

1 Close the OpenText Identity Console desktop windows application.

2 Stop the eDirAPI process by closing the eDi r APl process terminal.

To relaunch OpenText Identity Console Workstation, navigate to the folder where the build is
extracted and double click the r un. bat file (Windows batch file).

NOTE: If the eDi r APl process terminal is already running, then runi denti t yconsol e. exe from
the build extracted folder to relaunch OpenText Identity Console Workstation.

Installing OpenText Identity Console as Docker Container

This section includes the following procedures:

+ “Security Recommendations” on page 26

+ “Installing OpenText Identity Console As a Docker Container” on page 27

+ “Multi-tree with OpenText Identity Console as Docker” on page 30

+ “Deploying the OSP Container” on page 30

+ “Stopping and Restarting OpenText Identity Console As Docker Container” on page 33
+ “Managing Data Persistence” on page 33

+ “Replacing the Server Certificate in Docker Container” on page 34

Security Recommendations

+ Docker containers do not have any resource constraints by default. This provides every
container with the access to all the CPU and memory resources provided by the host’s kernel.
You must also ensure that one running container should not consume more resources and
starve other running containers by setting limits to the amount of resources that can be used by
a container.

+ Docker container should ensure that a Hard Limit is applied for the memory used by the
container using the - - menory flag on Docker run command.

+ Docker container should ensure that a limit is applied to the amount of CPU used by a
running container using the --cpuset - cpus flag on the Docker run command.

¢ --pids-limt should be set to 300 to restrict the number of kernel threads spawned inside
the container at any given time. This is to prevent DoS attacks.

+ You must set the on-failure container restart policy to 5 using the - -r est art flag on Docker
run command.
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+ You must only use the container once the health status shows as Healthy after the container
comes up. To check the container’s health status, run the following command:

docker ps <contai ner_nane/ | D>

+ Docker container will always start as non-root user (nds). As an additional security measure,
enable user namespace remapping on the daemon to prevent privilege-escalation attacks from
within the container. For more information on user namespace remapping, see Isolate
containers with a user namespace.

Installing OpenText Identity Console As a Docker Container

NOTE: OpenText Identity Console can be configured with or without OSP. If you choose to configure
it with OSP, you must first deploy the OSP container, followed by the OpenText Identity Console
container. Make sure to modify the edi r api . conf file to include your desired values for
deployment.

To install OpenText Identity Console as a Docker container:

The configuration parameters, sample values and examples mentioned in this procedure are for
reference purposes only. You must ensure not to use them directly in your production environment.

1 Login to the Software License and Download (https://sld.microfocus.com/) portal and navigate
to the Software Downloads page.
2 Select the following:
¢ Product: OpenText eDirectory
+ Product Name: OpenText eDirectory per User Sub SW E-LTU
+ Version:9.2,9.3
3 Download the | dent it yConsol e_<versi on>_Contai ner.tar. zip.

4 The image has to be loaded into the local Docker registry. Extract and load the
I dentityConsol e_<versi on>_Cont ai ners. tar. gz file using the below commands:

tar -xvf ldentityConsol e_version_Containers.tar.gz
docker load --input identityconsole.tar.gz
5 Create the OpenText Identity Console Docker container using the following command:

docker create --nane identityconsol e-contai ner-nane --env ACCEPT _EULA=Y
- -net wor k=net wor k-t ype --vol une vol une- nane: /confi g/
i dentityconsol e: version

For example,

docker create --nane identityconsol e-container-1 --env ACCEPT _EULA=Y --
net wor k=host --vol ume | DConsol e-vol unme:/config/ identityconsol e:version
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NOTE:

+ You can accept the EULA by setting ACCEPT_ _EULA environment variable to' Y' . You can
also accept the EULA from the on-screen prompt while starting the container by using - i t
option in the Docker create command for interactive mode.

¢ --vol unme parameter in the above command will create a volume for storing configuration
and log data. In this case, we have created a sample volume called | DConsol e- vol une.

Copy the server certificate file from your local file system to the container as/ et ¢/ opt/
novel | / eDi r APl / cert/ keys. pf x using the following command. For more information on
creating the server certificate, see “Prerequisites” on page 7:

docker cp <absolute path of server certificate file> <identityconsole-
cont ai ner-nane>: /etc/opt/ novel |/ eDir APl / cert/keys. pf x

For example,

docker cp /hone/user/keys. pfx identityconsol e-container-1:/etc/opt/
novel | / eDir APl / cert/keys. pf x

When you connect to multiple OpenText eDirectory trees, you must ensure to obtain at least
one keys.pfx server certificate for all the connected trees.

Copy the CA certificate file (. pem from your local file system to the container as/ et ¢/ opt/
novel | / eDi r APl / cert/ SSCert . pemusing the following command. For more information
on obtaining the CA certificate, see “Prerequisites” on page 7:

docker cp absolute path of CA certificate file identityconsol e-
cont ai ner-nane: /etc/opt/ novel |l /eDir APl /cert/ SSCert. pem

For example,

docker cp /hone/user/SSCert.pemidentityconsol e-container-1:/etc/opt/
novel | / eDir APl / cert/ SSCert . pem

If the user need to connect to multiple OpenText eDirectory trees, refer section: “Multi-tree
with OpenText Identity Console as Docker” on page 30.

Depending on whether you want to configure OpenText Identity Console with or without OSP,
modify the edi r api . conf configuration file as needed. Then use the following command to
copy it from your local file system to the container at / et ¢/ opt/ novel I / eDi r APl / conf/
edi rapi . conf:

docker cp absolute path of configuration file identityconsol e-
cont ai ner-nane: / etc/ opt/ novel | / eDi r APl / conf/ edi r api . conf

For example,

docker cp /home/user/edirapi.conf identityconsole-container-1:/etc/opt/
novel | / eDi r APl / conf/ edi rapi . conf

A sample configuration file is shown below (OpenText Identity Console 1.9 and later):

listen = ":9000"

pf xpassword = "novel | "

bcert = "/etc/opt/novell/eDirAPl/cert/"
ospnode=f al se

aut o-fetch=fal se
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A sample configuration file is shown below (Identity Console 1.8 and earlier):

[isten = ":9000"

pf xpassword = "novel | "

bcert = "/etc/opt/novell/eDirAPl/cert/"
ospnode=f al se

edir-hosts = "<i p_address>: 636"

NOTE: To access the OpenText eDirectory through OpenText Identity Console, it is required to
add the edi r- host s="x. x. x. x: | daps_port inthe edi rapi. conf file.

Example: edi r - host s="10. 10. 10. 10: 636"

When you set auto-fetch=true, it is initially required to copy the CA certificate to the container
as described in Step 7. After that, the CA certificate gets automatically fetched in subsequent
login sessions.

A sample configuration file when configuring OpenText Identity Console with OSP is shown

below:

listen = ":9000"

| dapserver = "10.71.39. 15: 636"
| dapuser = "cn=adm n, o=novel | "
| dappassword = "novel | "

pf xpassword = "novel | "

osp-token-endpoi nt = "https://<osp_i paddress>: 8543/ osp/ a/ i dm aut h/
oaut h2/ getattributes”

osp-aut hori ze-url = "https://<osp_i paddress>: 8543/ osp/ a/i dm aut h/
oaut h2/ grant "

osp-logout-url = "https://<osp_i paddress>: 8543/ osp/ a/ i dm aut h/ app/

| ogout "

osp-redirect-url = "https://<identity_consol e_i paddress>: 9000/ eDi r API /
v1l/t/aut hcoderedirect"

osp-client-id = "identityconsol e"

ospcl i entpass = "novel | "

ospcert = "/etc/opt/novell/eDirAPl/cert/SSCert. pent

bcert = "/etc/opt/novell/eDirAPl/cert/"

ospnode=true

check-origin =true

origin = "https://<identity_consol e_i paddress>: 9000"
9 Start the Docker container using the following command:

docker start identityconsol e-contai ner-nanme

For example,

docker start identityconsol e-container-1

NOTE: You can find the following log files in / var / | i b/ docker/ vol umes/ <vol ume_nane>/
_dat a/ eDi r APl / var /| og directory:

+ edirapi .| og-Thisis used for logging different events in edirapi and debugging issues.
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+ edirapi _audit.| og-Thisis used for logging audit events of edirapi. The logs follow CEF
auditing format.

+ contai ner-startup. | og-Thisis used for capturing installation logs of OpenText Identity

Console Docker container.

Multi-tree with OpenText Identity Console as Docker

To connect OpenText Identity Console 1.9 with multiple OpenText eDirectory trees when the auto-
fetch is disabled, you must copy the CA certificates from all the OpenText eDirectory trees to the /
etc/opt/novel | /eDir APl / cert/ directory.

OpenText Identity Console 1.8 allows user to connect to Multiple trees by obtaining individual CA
certificate of the tree.

For example, if you connect to three OpenText eDirectory trees, then you must copy all the three CA
certificates in to Docker Container:

docker cp /home/user/ SSCert 1. pemidentityconsol e-container-1:/etc/opt/
novel | / eDi r APl / cert/ SSCert 1. pem

docker cp /home/user/ SSCert 2. pemidentityconsol e-container-1:/etc/opt/
novel | / eDi r APl / cert/ SSCert 2. pem

docker cp /home/user/ SSCert 3. pemidentityconsol e-container-1:/etc/opt/
novel | / eDi r APl / cert/ SSCert 3. pem

Run the following commands to restart OpenText Identity Console:
docker restart <identityconsol e-container-nanme>
Example:

docker restart identityconsol e-container-1

Deploying the OSP Container

Perform the following steps to deploy the OSP container:
1 Login to Software License and Download (https://sld.microfocus.com/) portal and navigate to
the Software Downloads page.
2 Select the following:
¢ Product: OpenText eDirectory
¢ Product Name: OpenText eDirectory per User Sub SW E-LTU
¢ Version: 9.2
+ OpenText Identity Console Standalone
3 Download and extract the | dent i t yConsol e_<ver si on>_Cont ai ners_t ar. zi p file.
4 To install OpenText Identity Console in the OSP container, a keystore (t ontat . ks) is required.
Perform the following steps to generate the keystore:
4a Create a folder certs inthe/ opt/ directory.

4b Run the following command to create a keystore (t ontat . ks):
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keyt ool -genkey -alias osp -keyal g RSA -storetype pkcsl2 -keystore /
opt/certs/tontat.ks -validity 3650 -keysize 2048 -dnanme "CN=blr-
0sp48-deno. | abs. bl r. novel | . com -keypass novel | -storepass novel

NOTE: Ensure that the IP address of the machine is named as CN name or as fully qualified
hostname. For example: CNEXX. XX. XX. XX

4c Run the following command to create a certificate signing request. For example:
cert.csr.

keytool -certreq -v -alias osp -file /opt/certs/cert.csr -keypass
novel | -keystore /opt/certs/tontat. ks -storepass novell

4d Pass the created cert. csr to Identity Console and get the cert . der as explained:
4d1 Launch OpenText Identity Console as Administrator.
4d2 Click Certificate Management > Issue Certificate and select the file.
4d3 Go to Key Usage Specifications > Key Type and select the Custom radio button.
4d4 Click Key Usage and select the following check boxes:
+ Data Encipherment
+ Key Encipherment
+ Digital Signature
4ds Click Certificate Parameters > Subject Alternative Names =+ > OSP Server IP address or
OSP Server DNS Name > Next > OK.
The message appears as Certificate has been generated successfully.
4d6 Click OK.
4d7 Download the issued certificate cert. der and copyitto/opt/certs/.
4e Copythe SSCert . der from OpenText eDirectory to/ opt/certs

4f Run the following commands to import the CA certificate (SSCer t . der ) and server
certificate (cert . der ) into the t ontat . ks keystore.

keytool -inport -trustcacerts -alias root -keystore /opt/certs/
tontat.ks -file /opt/certs/SSCert.der -storepass novell -nopronpt

keytool -inport -alias osp -keystore /opt/certs/toncat.ks -file /
opt/certs/cert.der -storepass novell -nopronpt

Create a new folder as / dat a.

Copy thet ontat . ks from/ opt/ cert s and paste it to the dat a folder.

7 From the extracted OpenText Identity Console container build, copy the osp- edi r api -

sil ent. properti es filesin to the dat a folder.

Modify the osp edi rapi sil ent properties file as per your requirement. A sample silent
properties file has been shown below:
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# Silent file for osp wth edirapi

## Static contents Do not edit - starts
| NSTALL_COSP=t r ue

DOCKER_CONTAI NER=y

EDI RAPI _PROVPT_NEEDED=y

UA PROMPT _NEEDED=nN

SSPR_PROMPT _NEEDED=nN
RPT_PROVPT_NEEDED=n

CUSTOM OSP_CERTI FI CATE=y

## Static contents Do not edit - ends

# OSP Details

SSO _SERVER HOST=osp. exanpl e. com (osp confiugred serevr |P address)
SSO_SERVER_SSL_PORT=8543

OSP_COW TOMCAT_KEYSTORE _FI LE=/ confi g/ tontat . ks
OSP_COW TOMCAT _KEYSTORE _PWD=novel |

SSO_SERVI CE_PWD=novel |

OSP_KEYSTORE _PWD=novel |

| DM _KEYSTORE_PWD=novel |

OSP_CUSTOM NAME="l dentity Consol e"

USER_CONTAI NER=" o=novel | "

ADM N_CONTAI NER="o=novel | "

MASTER KEYSTORE PWD=novel |

# 1 DConsol e Details

| DCONSOLE_HOST=192.168.1.1 (ldentityConsol e confiugred serevr IP
addr ess)

| DCONSOLE_PORT=9000

EDI RAPI _TREENAME=ed913 (Tree nane shoul d be in | owercase)

#1 f ENABLE_CUSTOM CONTAI NER CREATION is set to y

#ie., when you have user and admi n container different from o=data
# and they need to be created in ebir

#t hen CUSTOM CONTAI NER LDI F_PATH shoul d be entered as wel |
ENABLE_CUSTOM_CONTAI NER_CREATI ONEn

#ENABLE _CUSTOM_CONTAI NER_CREATI ON=y

#CUSTOM_CONTAI NER_LDI F_PATH=/ confi g/ cust om osp. | di f

# eDir Details

| D VAULT_HOST=192.168.1.1 (ebir/1D Vault confiugred serevr |P address)
| D_VAULT_LDAPS PORT=636

| D_VAULT_ADM N_LDAP="cn=admi n, o=novel | "

| D_VAULT_PASSWORD=novel |

NOTE: To avoid space constraints while using the silent properties (DOS text) file, you must
convert the DOS text file to UNIX format using the dos2unix tool. Run the below command to
convert text file from DOS line endings to Unix line endings:

dos2uni x fil enane
For example:

dos2uni x sanplefile

Run the following command to load the OSP image:

docker load --input osp.tar.gz
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10 Deploy the container using the following command:

docker run -d --nane OSP_Container --network=host -e
SI LENT_| NSTALL_FI LE=/ confi g/ osp-edi rapi -silent.properties -v /data:/
confi g osp: <version>

For example:

docker run -d --nane OSP_Container --network=host -e
SI LENT | NSTALL_FI LE=/ confi g/ osp-edirapi-silent.properties -v /data:/
config osp:6.6.6

NOTE: After deploying OSP container, install and configure OpenText Identity Console with OSP
server details.

Stopping and Restarting OpenText Identity Console As Docker Container

To stop, run the following command:

docker stop identityconsol e-contai ner-nane

To restart, run the following command:

docker restart identityconsol e-container-nane
To start, run the following command:

docker start identityconsol e-contai ner-nane

Managing Data Persistence

Along with the OpenText Identity Console containers, volumes for data persistence are also created.
To use the configuration parameters of an old container using the volumes, perform the following
steps:

1 Stop your current Docker Container using the following command:
docker stop identityconsol e-contai ner-namnme
Example:
docker stop identityconsol e-container-1

2 Create the second container using the application data of the old container stored in Docker
volume (I DConsol e-vol une- 1).

docker create --nane identityconsol e-container-nane --network=host --
vol une | DConsol e-vol ume- 1: /config/ identityconsol e:< version >

Example:

docker create --nane identityconsol e-container-2 --network=host --
vol une | DConsol e-vol unme- 1:/config/ identityconsol e: <versi on>

3 Start the second container using the following command:

docker start identityconsol e-contai ner-nanme
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Example:
docker start identityconsol e-container-2
4 (Optional) The first container can be removed using the following command:
docker rmidentityconsol e-cont ai ner-nane
Example:

docker rmidentityconsol e-container-1

Replacing the Server Certificate in Docker Container

Perform the following steps to replace the server certificate in Docker Container:

1 Run the following command to copy the new server certificate in any location of your container.

Example:

docker cp /path/tol new keys. pfx <container_id/ nane>:/t nmp/ new keys. pfx
2 Login to the container by using the following command:

docker exec -it container_name bash
3 Run the NLPCERT to store the keys as a pseudo-user:

LD_LI BRARY_PATH=/ opt/ novel I /1i b64/:/opt/novell/eDirectory/lihb64/:/opt/
neti g/ cormon/ openssl/1ib64/ /opt/novell/eDirAPl/sbin/nlpcert -i /tnp/
new keys. pfx -o /etc/opt/novell/eDirAPl/conf/ssl/private/cert.pem

4 Exit the container console using the command:
exit
5 Restart the container by entering:

docker restart contai ner nane

Installing OpenText Identity Console In Azure Kubernetes
Services

Azure Kubernetes Service (AKS) is a managed Kubernetes service that enables you to install and
manage clusters. This section includes the following procedures:

Installing OpenText Identity Console in AKS Cluster

This section explains the following procedures to install OpenText Identity Console in AKS Cluster:

+ “Creating an Azure Container Registry (ACR)” on page 35

+ “Setting a Kubernetes cluster” on page 36

¢ “Creating a standard SKU public IP address” on page 36

+ “Setting Up Cloud Shell and Connecting to Kubernetes Cluster” on page 36
+ “Deploying the Application” on page 37
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Creating an Azure Container Registry (ACR)

Azure Container Registry (ACR) is an Azure-based, private registry, for Docker container images.

For more detail steps see Create an Azure container registry using the Azure portal section in the
Create container registry - Portal or perform the following steps to create an Azure Container

Registry (ACR):

1. Signinto Azure Portal (https://portal.azure.com/).

2. Go to Create a resource > Containers > Container Registry.

3. In the Basics tab, specify values for Resource group and Registry name. The registry name must
be unique within Azure and contain minimum of 5 and maximum of 50 alphanumeric
characters.

Accept default values for the remaining settings.

4. Click Review + create.

5. Click Create.

6. Sign in to Azure CLI, run the following command to log in to Azure Container Registry.
az acr login --nane registrynane
Example:
az acr login --nane < idconsole >

7. Retrieve the login server of the Azure Container Registry using the command:
az acr show --nane registrynane --query | oginServer --output table
Example:
az acr show --nane < idconsole > --query | oginServer --output table

8. Tag the local image of OpenText Identity Console with the name of the ACR login server
(registryname.azureacr.io) using the following command:
docker tag idconsol e-i mage <l ogi n server>/idconsol e-i mage
Example:
docker tag identityconsol e:<version> registrynane. azurecr.io/

i dentityconsol e: <versi on>

9. Push the tagged image to the registry.
docker push <l ogin server>/idconsol e: <version>
Example:
docker push regi strynane. azurecr.io/identityconsol e: <versi on>

10. Retrieve the list of images in the registry using the command:

az acr show --nane registrynane --query |oginServer --output table
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Setting a Kubernetes cluster
Create a kubernetes service resource using Azure portal or CLI.

For more detail steps to create a Kubernetes service resource in azure with a node, see Create an
AKS Cluster in the Azure Quickstart.

NOTE:

+ Ensure to select Azure CNI as network.

+ Select the existing virtual network (where the OpenText eDirectory server is installed in the
subnet).

+ Select the existing container registry where OpenText Identity Console image is available.

Creating a standard SKU public IP address

A Public IP address resource under Kubernetes cluster resource group acts as load Balancer IP for the
application.

For detail steps, see the Create a public IP address using the Azure portal in the Create public IP
address — Portal.

Setting Up Cloud Shell and Connecting to Kubernetes Cluster
Use cloud Shell which is available in azure portal for all operations.

To setup cloud shell in Azure portal see Start Cloud Shell section in Bash — Quickstart or perform the
following steps to set Up Cloud Shell and connect to Kubernetes Cluster:

1. Inthe Azure portal, click the *— button to Open Cloud Shell.

NOTE: To manage a Kubernetes cluster, use the Kubernetes command-line client, kubect | .
kubectl is already installed if you use Azure Cloud Shell.

2. Configure kubectl to connect to your Kubernetes cluster using the following command:

az aks get-credentials --resource-group "resource group nane" --nane
"Kubernetes cluster nanme"

Example:

az aks get-credentials --resource-group nmyResource@ oup --nane
nmy AKSO ust er

3. Verify the list of the cluster nodes using the command:

kubect!| get nodes
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Deploying the Application

To install OpenText Identity Console, you can use i dc- servi ces. yam ,idc-
stateful set.yanl,idc-storagecl ass. yam andi dc-pvc. yam sample files.

You can also create your own yaml files as per the requirement.
1. Create a storage class resource using below command:
kubect!| apply -f <location of the YAML file>
Example:
kubect!l apply -f idc-storageclass.yamn

(Optional) For more information on how to dynamically create and use persistence volume with
azure files share, see Dynamically create and use a persistent volume with Azure Files in Azure
Kubernetes Service (AKS)

A sample storage class resource file has been shown below:

ki nd: StorageCd ass
api Version: storage. k8s.io/vl
net adat a:
nane: azurefil esc
provi sioner: kubernetes.iol/azure-file
nount Qpt i ons:
- dir_node=0777
- file_node=0777

- uid=0

- gid=0

- nfsynlinks

- cache=strict

- actinmeo=30
par anet ers

skuName: Standard_LRS
shareNane: fil eshare

A storage class resource enables dynamic storage provisioning. It is used to define how an Azure
file share is created.

2. View the details of storageclass using below command:
kubect!| get sc

3. Create a pvc resource using i dc- pvc. yan file:
kubect!| apply -f <location of the YAML file>
Example:
kubect!l apply -f idc.pvc.yan

A sample pvc resource file has been shown below:
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api Version: vl
ki nd: Persistent Vol uned ai m
net adat a:
name: pvcforsc
spec:
accessModes:
- ReadWiteMany
st orageC assNane: azurefilesc
resour ces
requests:
storage: 5G

A persistence volume claim resource creates the file share. A persistent volume claim (PVC) uses
the storage class object to dynamically provision an Azure file share.

. Upload the edirapi.conf, CA cert, and the server certificate to the cloud shell.

Click the Upload/Download files button icon &

SSCer t . pemand keys. pf x files.

on cloud shell and upload edi r api . conf,

NOTE: edirapi.conf has a parameter “origin”. Here we need to provide IP address with which we
will access OpenText Identity Console application. (use the IP address which is created in the
“Creating a standard SKU public IP address” on page 36 section.)

OpenText Identity Console installation requires server certificate(keys. pf x).

While creating server certificate make sure to provide valid DNS name in subject Alternative
Name.

Steps to build a valid DNS name:

A typical pod deployed using StatefulSet has DNS name like below -
{statefulsetname}-{ordinal}.{servicename}.{namespace}.svc.cluster.local

+ If StatefulSet name in idconsole-statefulset.yaml file is idconsole-app then
statefulsetname = idconsole-app

+ Ifitis 1st pod, then ordinal =0

+ If you define serviceName in idconsole -statefulset.yaml file as idconsole then serviceName
= idconsole

+ If it is by default namespace, then namespace=default

Output: idconsole-app-0.idcosole.default.svc.cluster.local

. Create a configmap resource in Kubernetes cluster which stores the configuration files along

with the certificates.

Before running the command make sure that files (edi r api . conf, SSCert . pemand
keys. pf x) are present in the directory.

kubect| create configmap <confgi mapName> --fromfile= "path where the
files are present”

Example:

kubect!l create configmap config-data --fromfile=/data

6. View the details of the configmap object, using kubectl describe command:
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kubect |
Example:

kubect |

descri be configmap <confi gnapName>

descri be configmap confg-data

. Create StatefulSet resource to deploy container.

Run the below command to deploy the container:

kubect |
Example:

kubect |

apply -f <location of the YAML file>

apply -f idc-stateful set.yani

A sample StatefulSet resource file has been shown below:

api Versi on: apps/vl
ki nd: Stateful Set
net adat a:

name:
spec:

i dconsol e-app

servi ceNane: idconsole
sel ector:
mat chLabel s:
app: idconsol e
replicas: 1
tenpl at e:
net adat a:
| abel s:

app: idconsole

spec:
cont ai ners:

name: idconsol e-cont ai ner
i mage: registrynane. azurecr.io/identityconsol e:<version>
env:
- name: ACCEPT_EULA
value: "Y"
ports:
- containerPort: 9000
vol umeMount s:
- name: configfiles
nmount Pat h: /confi g/ data
- name: dat aper si st enceandl og
nmount Pat h: /config
subPat h: | og

vol unes:

kubect |

- name: configfiles
confi ghvap:
nanme: config-data
- name: dat apersi st enceandl og
per si st ent Vol umed ai m
cl ai mNane: pvcforsc

8. Run the following command to verify the status of the deployed pod:

get pods -0 w de
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9. Create Service resource of type loadBalancer.
The type of service specified in yaml file is of loadBalancer.

Create a service resource using the below command:
kubectl apply -f <location of the YAML file>
Example:

kubect!l apply -f ids-service.yan

A sample service resource file has been shown below:

api Version: vl
ki nd: Service

net adat a:
nane: idconsol e-service
| abel s:
run: idconsol e-service
spec:

type: LoadBal ancer
| oadBal ancer | P: XxX. XX. XX. XX

sel ector:

app: idconsole
ports:

- port: 9000

targetPort: 9000
protocol : TCP

Check the EXTERNAL-IP address (or the loadBalancerlIP) using the below command:
kubectl get svc -0 wide

10. Launch url using EXTERNAL-IP (or the loadBalancerIP address).
Example:
https://<EXTERNAL-IP>:9000/identityconsole

Installing OpenText Identity Console 1.8 and earlier

+ “Installing Standalone OpenText Identity Console (Non-Docker)” on page 40
+ “Installing OpenText Identity Console Workstation on Windows” on page 46
+ “Installing OpenText Identity Console as Docker Container” on page 49

+ “Installing OpenText Identity Console In Azure Kubernetes Services” on page 49

Installing Standalone OpenText Identity Console (Non-Docker)

You can install the OpenText Identity Console in one of the following ways:

+ Interactive Installation

+ Silent Installation

Installing OpenText Identity Console



NOTE: It is recommended to install OpenText Identity Console and OpenText eDirectory on the same
machine, the machine must have at least one instance of OpenText eDirectory available.

Performing an Interactive Installation

This section covers how to install standalone OpenText Identity Console using the interactive
installation method.

1

Log in to the Software License and Download (https://sld.microfocus.com/) portal and navigate
to the Software Downloads page.

Select the following:
¢ Product: OpenText eDirectory
+ Product Name: OpenText eDirectory per User Sub SW E-LTU

+ Version: 9.2

3 Download and extract the latest OpenText Identity Console build.

10

Navigate to the directory where you extracted the Identity Console build >
I dentityConsol e_<versi on>_Li nux.

Run the following command while logged in as root or root-equivalent user:
./identityconsol e_instal

Read the Introduction, and then click ENTER.

Enter' y' to accept the License Agreement. This will install all the required RPMs on your
system.

Enter the Identity Console server’s hostname (FQDN)/IP address. For example, 10. 10. 33. 100

If you press Enter without specifying an IP address, your system's IP address/hostname will be
used by default.

Enter the port number for Identity Console to listen. The default value is 9000.
(Conditional) Do one of the following depending on your requirement:

+ [|f you do not want to integrate OSP with Identity Console, choose “n” and continue with
Step 11.

+ If you want to integrate OSP with Identity Console, choose “y” and provide inputs for the
following steps:

1. Enter the eDirectory/Identity Vault server’s Domain name/IP address with LDAPS port
number.

For example:
192.168. 1. 1: 636
2. Enter the eDirectory/ldentity Vault username.
Example:
cn=adm n, ou=org_unit, o=org
3. Enter the eDirectory/ldentity Vault password.
4. Enter the eDirectory/Identity Vault password again to confirm the password.

5. Enter the OSP server domain name/IP address with SSO server SSL port number.

Installing OpenText Identity Console 41


https://sld.microfocus.com/

42

6. Enter the OSP client ID and OSP client password.
7. Enter the eDirectory/ldentity Vault tree name.

11 Specify which eDi r ect or y- host s to connect. You can provide either IP address or domain
name. For example: | ocal host : 636, xx. XX. XX. xx: 636 or edir.domai n. com 636

If you want OpenText Identity Console to connect to OpenText multiple eDirectory trees, enter
their IP addresses or domain names separated by commas.

NOTE: If you want OpenText Identity Console to connect to multiple OpenText eDirectory trees,
enter the IP addresses or domain names separated by commas.

12 (Conditional) Do one of the following to import the CA certificate:

+ If you want to import the CA certificate from the server, input “y” and press Enter. Then,
enter the eDirectory server domain name/IP address with LDAPS port number.

For example: 10. 10. 10. 10: 636

+ If you do not want to import the CA certificate from the server, input “n” and press Enter.
Then, provide the location of your CA certificate directory path manually.

+ If you enter “q”, the installation will be terminated.
13 (Conditional) Do one of the following to generate a Server Certificate:

+ If you want to generate the Server Certificate, input “y” and press Enter. Provide inputs for
the following steps:

Enter the eDirectory server domain name or IP address with LDAPS port number.
Enter the eDirectory user name. Example: cn=adm n, o=novel | .
Enter the eDirectory user password.

Re-enter the eDirectory user password.

A

Enter the server certificate name.

Example: servercert

6. Enter the server certificate password.
Example: passwor d@.23

7. Re-enter the server certificate password.

Example: passwor d@.23

+ [f you already have a Server Certificate that you want to use, input “n” and press Enter.
Provide inputs for the following steps:

1. Specify the location of your Server Certificate directory path manually.
For example, / horre/ cert/ keys. pf x
2. Enter the server certificate password.

3. Re-enter the server certificate password.

NOTE:

+ You can find the following log files in the / var / opt / novel | / eDi r APl / | og directory:

+ edirapi.| og - This file logs edirapi events and debugging issues.
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+ edirapi _audit. | og-This file logs edirapi audit events. The logs follow a CEF auditing
format.

¢ identityconsol e_install.log-This file logs OpenText Identity Console events.

+ You can check the logs for OpenText Identity Console start and stop operations in the / var/
| og/ messages file.

+ When you are generating the CA certificate and Server Certificate, make sure to run the
OpenText Identity Console installer from the | dent i t yConsol e_<ver si on>_Li nux
directory in the extracted location.

+ If installation fails, it is not required to uninstall the existing OpenText Identity Console, instead
the user can run the following command:

/usr/bin/identityconsol eConfigure

Utilities to Generate Certificates

You have the option to obtain CA Certificates and Server Certificates for other trees using the
following tools or utilities.

NOTE: The scripts for CA and Server certificate is available in opt / novel | / eDi r APl / sbi n path.

Generate CA Certificate

1 Download and extract the latest OpenText Identity Console build.

2 Navigate to the directory where you extracted the OpenText Identity Console build >
| dentityConsol e_<versi on>_Li nux.

3 Run the following command while logged in as root or root-equivalent user.
./ get _cacert
4 Enter the eDirectory IP address with LDAPS port number. For example: 10. 10. 10. 10: 636.

Trusted root certificate(s) copied successfully from server to/t np/ SSCert . pem

Generate Server Certificate

1 Download and extract the latest OpenText Identity Console build.

2 Navigate to the directory where you extracted the OpenText Identity Console build >
| denti tyConsol e_<versi on>_Li nux.

3 Run the following command while logged in as root or root-equivalent user.
./get _servercert <eDirectory |P address with LDAPS port nunber>
<eDirectory/ldentity Vault usernanme> <userpassword> <server certificate

name> <server certificate password> <path of CA certificate with
filenane> <path of server certificate with fil ename>
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Example:

./get_servercert 10.10.10.10: 636 cn=adni n, ou=org_unit, o=org password
keys password /var/opt/novel | /eDirectory/data/ SSCert. pem /hone/ user/
keys. pf x

Performing a Silent Installation

Silent installation enables you to install OpenText Identity Console without any interactive input. To
use this method, you must define your options for installing OpenText Identity Console in the

si |l ent _properti es file and then run the installation process from the command line. To create
the si |l ent _properti es file, you can use thecreat e_sil ent _properti es utility that comes
with OpenText Identity Console version 1.7.2 and later. After you generate the properties file, the
system uses the information from it to complete the installation silently.

Before starting the silent installation, ensure that you meet all the prerequisites.

To generate the silent properties file:
1 Navigate to the | denti t yConsol e_<versi on>_Li nux directory in the location where you
have extracted the OpenText Identity Console build.

2 Run the following command to use the creat e_si | ent _properti es utility:
./create_silent_properties

3 Enter the Identity Console server hostname or IP address. For example, 10. 0. 0. 1.
4 Enter the port number on which you want Identity Console to listen. For example, 9000.
5 (Conditional) Do one of the following depending on your requirement:

+ If you do not want to integrate OSP with Identity Console, choose “n” and continue with
Step 6.

+ If you want to integrate OSP with Identity Console, choose “y” and provide inputs for the
following steps:

1. Enter the eDirectory/Identity Vault server’s Domain name/IP address with LDAPS port
number.

For example:
192.168. 1. 1: 636
2. Enter the eDirectory/ldentity Vault username.
Example:
cn=adm n, ou=org_unit, o=org
3. Enter the eDirectory/ldentity Vault password.
4. Enter the eDirectory/Identity Vault password again to confirm the password.
5. Enter the OSP server domain name/IP address with SSO server SSL port number.
6. Enter the OSP client ID and OSP client password.
7. Enter the eDirectory/ldentity Vault tree name.

6 Enter the eDirectory server host names or IP address to which you want Identity Console to
establish a connection. For example, 10. 10. 10. 10: 636.
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7 Enter the eDirectory server host names or IP address to which you want Identity Console to
establish a connection. For example, 10. 10. 10. 10: 636.

8 Enter the directory path of the server certificate, including the filename. For example, / hore/
cert/keys. pfx.

9 Enter the server certificate password.
10 Re-enter the server certificate password.

The sil ent _properti es file is generated successfully in
I dentityConsol e_<version>_Li nux location.

To perform a silent installation:

1. After generating the si | ent _properti es file, run the following command to run the installer
in silent mode:

.lidentityconsole install -s silent_properties

2. Enter the eDirectory server Domain name/IP address with LDAPS port number. For example:
10. 10. 10. 10: 636

You can find installation-related logs in the | dentity Consol e installation>
i dentityconsol e install.l ogfile.

Multi-tree with Standalone OpenText Identity Console

To connect OpenText Identity Console with multiple OpenText eDirectory trees, you must provide
OpenText eDirectory IP and LDAPS port separated commas in the edi r api . conf file located at/
et c/ opt/ novel | / eDi r APl / conf /. Also, you must copy the CA certificates from all the OpenText
eDirectory trees to the / et ¢/ opt / novel | / eDi r APl / cert/ directory.

For example, to connect OpenText Identity Console to three OpenText eDirectory trees, provide the
IP address in the following format:

edi r-hosts="10.0.0. 1: 636, 10. 0. 0. 2: 636, 10. 0. 0. 3: 636"

Then copy the CA certificates as follows:

cp /hone/user/SSCertl. pem/etc/opt/novell/eDirAPl/cert/SSCertl. pem
cp /hone/user/ SSCert 2. pem/etc/opt/novell/eDirAPl/cert/SSCert2. pem
cp /hone/user/ SSCert 3. pem/etc/opt/novell/eDirAPl/cert/SSCert 3. pem
Run one of the following command to restart OpenText Identity Console:

¢/ usr/bin/identityconsole restart

esystenct| restart netig-identityconsole. service

Modifying Server Certificate in Standalone OpenText Identity Console

Perform the following steps to modify server certificate in Standalone OpenText Identity Console:

1 Run NLPCERT to store the keys:
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su - nds -c¢ "LD_LI BRARY_PATH=/ opt/ novel | /1ib64/:/opt/novel|l/eDirectory/
i b64/:/opt/netiqgl/ conmon/ openssl/|ib64/ [opt/novell/eDirAPI/sbin/

nl pcert -i /Expiredcert/noexpirel/ new keys. pfx -o /etc/opt/novell/

eDir APl /conf/ssl/private/cert. pent

2 Restart the OpenText Identity Console:

systentt|l restart netig-identityconsole.service

Stopping and Restarting Standalone OpenText Identity Console

+ To stop, run one of the following command:
/usr/bin/identityconsole stop
or
systentt|l stop netig-identityconsole.service
+ To restart, run one of the following command:
/usr/bin/identityconsole restart
or
systentt|l restart netig-identityconsole.service
+ To start, run one of the following command:
/usr/bin/identityconsole start
or

systentt|l start netig-identityconsole.service

Installing OpenText Identity Console Workstation on Windows

OpenText Identity Console (version 1.5 and later) can be launched on Windows as workstation, and
requires the REST services running. Therefore, when it is launched, an eDirAPI process runs in the
edi rapi . exe cmd prompt. If you close edi r api . exe terminal, OpenText Identity Console will no
longer function.

The following procedure describes how to run OpenText Identity Console on Windows.

1 Log in to the Software License and Download (https://sldlogin.microfocus.com/nidp/idff/
ss0?id=5&sid=0&option=credential&sid=0) portal and navigate to the Software Downloads

page.
2 Select the following:
¢ Product: OpenText eDirectory
¢ Product Name: eDirectory per User Sub SW E-LTU
¢ Version: 9.2

3 Download and extract the
I dentityConsol e_<versi on>_workstation_w n_x86_64. zi p.
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4 Navigate to the extracted folder, install Nl CI _w32 or NI Cl _wx64 depending on your system
configuration.

5 (Conditional) If you already have the keys. pf x and SSCer t . pemfiles that you want to use,
then copy the files manually into cert folder located in
C.\ldentityConsol e_<versi on> workstation win_x86 64\eDirAPl\cert.

Then proceed to step 9.

6 (Conditional) If you want to generate the CA certificate, navigate to the eDi r API folder, run the
get _cacert. exe binary in power shell, located in
C\ldentityConsol e_<versi on> workstati on_wi n_x86_64\ eDi r APl , and provide
the following details:

+ eDirectory/Identity Vault server Domain name/IP address with LDAPS port number.
+ Trusted-root CA certificate path with certificate name.

For example,

get _cacert.exe 10.10. 10. 125: 636

C.\ldentityConsol e_<versi on>_workstation_w n_x86_64\eDi r APl \ cer t\ SSCer
t.pem

A SSCer t . pemfile is generated.

7 (Conditional) If you want to generate the Server Certificate, run get _servercert. exe binary
through power shell along with the following details:

+ eDirectory/Identity Vault server Domain name/IP address with LDAPS port number.
+ eDirectory/Identity Vault user name.

+ eDirectory/Identity Vault password.

+ Server certificate name.

+ Server certificate password.

+ Trusted-root CA certificate path with certificate name.

+ Trusted-root server certificate path with certificate name(keys. pf x is hard coded).

For example,

get _servercert.exe 10.10.10. 125: 636 cn=admni n, o=novel | novell keys
novel |

C.\ldentityConsol e_<versi on>_workstation_w n_x86_64\eDi r APl \ cert\ SSCer
t.pem

C.\ldentityConsol e_<versi on>_workstation_w n_x86_64\eDir APl \ cert\keys.
pf x

Akeys. pf x file is generated.

8 Copy the files keys. pf x and SSCer t . pem(that are generated in step: 6 and step: 7) manually
into cert folder.

9 Navigate to the extracted folder, double-click the confi gur e. bat file and enter the server
certificate (keys. pf x) password in the command prompt.

NOTE: If the server certificate is changed, then re-run the conf i gur e. bat file with the
password of the new certificate.
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10 Navigate to the extracted folder and double-click the r un. bat file.

The eDirAPI process terminal (edirapi.exe) starts running, and the ldentity Console login page
appears.

NOTE:

+ For subsequent logins to the OpenText Identity Console application, double click the r un. bat .
The login page will appear.

If the eDi r APl process terminal (edirapi.exe) is already running, then run
i dentityconsol e. exe from the build extracted folder.

+ Users can find the following logs in:
\IdentityConsol e_<version>_workstation_w n_x86_64\eDi rAPI\I| og

edi rapi . | og - This is used for logging different events in edi r api and debugging issues.
edi rapi _audi t. | og - This is used for logging audit events of edi r api . The logs follow CEF
auditing format.

+ OSP based logins are not supported in workstation mode.

+ OpenText Identity Console Workstation is listening on port 9000. Do not modify the
edi rapi _wi n. conf file.

Utilities to Generate Certificates

You have the option to obtain CA Certificates and Server Certificates for other OpenText eDirectory
Trees using the following utilities.

NOTE: The scripts for CA and Server certificate is available in opt / novel | / eDi r APl / sbi n path.

Generate CA Certificate

1 Download and extract the latest OpenText Identity Console build.

2 Navigate to the directory where you extracted the OpenText Identity Console build. Example:
C.\ldentityConsol e_<versi on>_workstation_w n_x86_64\eDi r API

3 Run the following binary through command prompt.
get _cacert. exe

4 Provide the eDirectory IP address and LDAPS port number.
Example: get _cacert.exe 10.10.10. 125: 636
A SSCer t . pemfile is generated. Copy SSCer t . pemmanually into cer t folder.

Generate Server Certificate

1 Navigate to the folder where you have extracted the OpenText Identity Console build.
Example: | dentityConsol e_<version>_win
2 Runget_servercert.exe hel pfor more help options through command prompt.

+ eDirectory/Identity Vault server Domain name/IP address with LDAPS port number.
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+ eDirectory/Identity Vault user name.

+ eDirectory/Identity Vault password.

+ Server certificate name.

+ Server certificate password.

+ Trusted-root certificate path with certificate name.
To generate the Server Certificate, run the following command through command prompt:
Example:

get _servercert.exe 10.10.10. 125: 636 cn=admi n, o=novel | novell keys
novel | SSCert. pem

A keys. pf x file is generated. Copy keys. pf x manually into cert folder.

Multi-tree with OpenText Identity Console as Workstation

OpenText Identity Console allows user to connect to multiple trees by obtaining individual CA
certificate of the tree.
1 Close the OpenText Identity Console workstation and eDirAPI terminal.

2 Copy the CA certificates SSCer t . peminto the location:
I dentityConsol e_<versi on>_workstation_w n_x86_64\eDirAPI\cert.

For example, if you want to connect to three eDirectory trees, copy the CA certificates as
SSCert 1. pem SSCert 2. pemand SSCer t 3. pem respectively.

3 Navigate to the folder where the build is extracted and double click the r un. bat file (Windows
batch file).

Closing and Re-launching OpenText Identity Console Workstation

To close the application and the process:

1 Close the OpenText Identity Console desktop windows application.

2 Stop the eDirAPI process by closing the eDi r APl process terminal.

To relaunch OpenText Identity Console Workstation, navigate to the folder where the build is
extracted and double click the r un. bat file (Windows batch file).

NOTE: If the eDi r APl process terminal is already running, then runi denti t yconsol e. exe from
the build extracted folder to relaunch OpenText Identity Console Workstation.

Installing OpenText Identity Console as Docker Container

Refer the section Installing OpenText Identity Console as Docker Container.

Installing OpenText Identity Console In Azure Kubernetes
Services

Refer the section Installing OpenText Identity Console In Azure Kubernetes Services.
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Upgrading OpenText Identity Console

This chapter describes the process for upgrading OpenText Identity Console to its latest versions. To
prepare for the upgrade, review the prerequisites and system requirements provided in Chapter 1,
“Planning to Install OpenText Identity Console,” on page 7.

This section includes the following procedures:

+ “Upgrading OpenText Identity Console on Standalone Server” on page 51

+ “Upgrading OpenText Identity Console Workstation on Windows” on page 52
+ “Upgrading OpenText Identity Console As Docker Container” on page 53

+ “Upgrading the OSP Container” on page 55

Upgrading OpenText Identity Console on Standalone
Server

This section explains the procedure to upgrade standalone OpenText Identity Console:

1 Log in to the Software License and Download (https://sld.microfocus.com/) portal and navigate
to Software Download SLD page.

2 Navigate by selecting the Product: OpenText eDirectory > Product Name: OpenText eDirectory
per User Sub SW E-LTU > Version: 9.3

3 Download the latest | dent i t yConsol e_<ver si on>_Li nux. t ar. gz build.

4 Extract the downloaded build by using the following command:
tar -zxvf ldentityConsol e_<version>_Linux.tar.gz

5 Navigate to the folder where you extracted the OpenText Identity Console build.

6 Run the following command:

./identityconsol e_install

~N

(Conditional) Follow the instructions as per your OpenText dentity Console version.

1. (Conditional) [OpenText Identity Console 1.9 and later] Do one of the following as per
your requirement:

+ If you want to auto fetch the CA certificates, choose auto fetch as y.
+ If you do not want to auto fetch the CA certificates, choose auto fetch as n.

2. [For Identity Console 1.8 and earlier] Specify the previously configured eDi r ect or y-
host s to connect. You can provide either an IP address or a domain name .

Example: | ocal host : 636, xx. xx. xx. xx: 636 or edir. domai n. com 636

OpenText Identity Console gets upgraded successfully.
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Upgrading OpenText Identity Console Workstation on
Windows

NOTE: *Upgrade OpenText Identity Console to the latest version to support OpenText eDirectory 9.3.

+ Reinstall the NICl instance to support the upgraded version of OpenText Identity Console

(version 1.9 and later).

The following procedure describes how to upgrade OpenText Identity Console (version 1.5 and later)
workstation on Windows.

1 Before upgrading to the new version, ensure to uninstall the previous version as explained:

“Uninstallation of OpenText Identity Console Workstation on Windows” on page 58.

NOTE: To retain the system preference settings, we recommend you to take backup of
Cust omConf i g. j son file from
C.\ldentityConsol e _versi on_workstation wi n_x86 64\eD rAPI.

Log in to the Software License and Download (https://sldlogin.microfocus.com/nidp/idff/
ss0?id=5&sid=0&option=credential&sid=0) portal and navigate to the Software Downloads

page.
Select the following:
¢ Product: OpenText eDirectory
¢ Product Name: OpenText eDirectory per User Sub SW E-LTU
* Version:9.2,9.3

Download the latest version:
I dentityConsol e_<versi on> workstation w n_x86 64. zi p.

5 Extract the downloaded | dent it yConsol e_<versi on>_wor kst ati on_w n_x86_64. zi p.

Navigate to the extracted folder:

I dentityConsol e_<version> workstation win x86 64\eDirAPl\cert,

| dentityConsol e_<versi on>_workstation_w n_x86_64\eD r APl , and copy the
keys. pf x and the cust onConf i g. j son file respectively that was taken as backup during
“Uninstallation of OpenText Identity Console Workstation on Windows” on page 58.

To get the certificates, refer to the section: “System Requirements and Prerequisites for
Workstation” on page 14.

If the user need to connect to multiple OpenText eDirectory trees, refer to the section: “Multi-
tree with OpenText Identity Console as Workstation” on page 26.

NOTE: The server certificate name must always be as keys. pf x.

(Optional) Navigate to the folder where the build is extracted and install NICI_wx64 depending
on the system configuration. If your system has eDirectory, proceed directly to step 8.

Double-click on the file conf i gur e. bat > enter the server certificate ( keys. pf x) password
in the command prompt.

Double-click on the file r un. bat (Windows batch file).

The eDirAPI process terminal (edirapi.exe) starts running, and the OpenText Identity Console
login page appears.
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NOTE:

*

If the eDi r APl process terminal (edirapi.exe) is already running, then run
i dentityconsol e. exe from the build extracted folder.

Users can find the following logs in:
\IdentityConsol e_<version>_workstation_w n_x86_64\eDirAPI\I| og

edi rapi . | og - This is used for logging different events in edi r api and debugging issues.
edi rapi _audi t. | og - This is used for logging audit events of edi r api . The logs follow CEF
auditing format.

OSP based login is not supported in workstation mode.

OpenText Identity Console Workstation is listening on 9000 port . Do not modify the
edi rapi _wi n. conf file.

Upgrading OpenText Identity Console As Docker Container

When a new version of OpenText Identity Console Image is available, the administrator can perform
an upgrade procedure to deploy container with the latest version of OpenText Identity Console.
Ensure to store all necessary application related data persistently in Docker volumes before
performing an upgrade. Perform the following steps to upgrade OpenText Identity Console using
Docker Container:

1

Download and load the latest version of the Docker image from the Software License and
Download (https://sld.microfocus.com/) and perform the steps to install the latest version
OpenText Identity Console as mentioned in “Installing OpenText Identity Console” on page 17.

Once the latest Docker image is loaded, stop your current Docker Container using the following
command:

docker stop identityconsol e-contai ner-namnme

Example:

docker stop identityconsol e-container-1

Delete the existing OpenText Identity Console container by running the following command:
docker rmidentityconsol e-contai ner-nane

For example,

docker rmidentityconsol e-container-1

(Optional) Delete the obsolete OpenText Identity Console Docker image by running the
following command:

docker rm identityconsol e-i nmage
Example:
docker rm identityconsol e: <version>

The image has to be loaded into the local Docker registry. Extract and load the
I dentityConsol e_<versi on>_Cont ai ners. tar. gz file using the below commands:
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tar -xvf ldentityConsol e_version_Containers.tar.gz
docker load --input identityconsole.tar.gz
Create the OpenText Identity Console Docker Container using the following command:

docker create --nane identityconsol e-contai ner-nane --env ACCEPT_EULA=Y
- -net wor k=net wor k-t ype --vol une vol une- nane: / confi g/
i dentityconsol e: version

For example:

docker create --nane identityconsol e-container-2 --env ACCEPT_EULA=Y --
net wor k=host --vol une | DConsol e-vol ume: /confi g/
i dentityconsol e: <versi on>

NOTE:

+ You can accept the EULA by setting ACCEPT _EULA environment variable to' Y' . You can
also accept the EULA from the on-screen prompt while starting the container by using - i t
option in the Docker create command for interactive mode.

¢ --vol unme parameter in the above command will create a volume for storing configuration
and log data. In this case, we have created a sample volume called | DConsol e- vol une.

Copy the configuration file (edi r api . conf ) from your local file system to the newly created
container as/ et ¢/ opt/ novel | / eDi r APl / conf/ edi r api . conf using the following
command:

docker cp absolute path of configuration file identityconsol e-
cont ai ner-nane: /et c/opt/ novel | / eDi r APl / conf/ edi rapi . conf

For example,

docker cp /home/user/edirapi.conf identityconsol e-container-2:/etc/opt/
novel | / eDi r API / conf / edi r api . conf

(OpenText Identity Console 1.9 and later) A sample configuration file is shown below:

[isten = ":9000"
pf xpassword = "novel | "
bcert = "/etc/opt/novell/eDirAPl/cert/"

ospnode=f al se
aut o-fetch=fal se

NOTE: *Remove the edi r - host s parameter from the configuration file and add the aut o-
fetch parameter.

+ Ifauto-fetch = fal se, you must manually copy the CA certificate to cert folder.

(OpenText Identity Console 1.8 and earlier) A sample configuration file is shown below:

[isten = ":9000"
pf xpassword = "novel | "
bcert = "/etc/opt/novell/eDirAPl/cert/"

ospnode=f al se
edir-hosts = "<i p_address-1>: 636, <i p_address-2>: 636"
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NOTE: *While upgrading to OpenText Identity Console 1.7.2 and 1.8, it is required to add
OpenText eDirectory server IP to edi r api . conf file before copying it to the container.

+ If you want OpenText Identity Console to connect to multiple OpenText eDirectory trees,
enter their IP addresses or domain names separated by commas

8 Start the second container using the following command:
docker start identityconsol e-contai ner-namnme
Example:
docker start identityconsol e-container-2
9 To check status of the running container, run the following command:

docker ps -a

Upgrading the OSP Container

Perform the following steps to upgrade the OSP container:

1 Download and load the latest version of the OSP image from the Software License and
Download (https://sld.microfocus.com/).

For example,
docker load --input osp.tar.gz

2 Once the latest OSP image is loaded, stop your current OSP container using the following
command:

docker stop OSP contai ner nane

3 (Optional) Take the backup of the shared volume.

4 Delete the existing OSP container by running the following command:
docker rm OSP contai ner nane
For example,
docker rm OSP_Cont ai ner

5 Go to the directory that contains keystore (t ontat . ks) and silent properties file, delete the
existing keystore (t ontat . ks) and retain the existing OSP folder. Generate a new keystore
(t ontat . ks) with key size as 2048. For more information, see Step 4 in the “Deploying the OSP
Container” on page 30.

6 Deploy the container using the following command:

docker run -d --nane OSP_Contai ner --network=host -e
SI LENT | NSTALL_FI LE=/ confi g/ osp-edirapi-silent.properties -v /data:/
config osp:version
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For example,

docker run -d --nane OSP_Container --network=host -e
SI LENT_| NSTALL_FI LE=/ confi g/ osp-edi rapi -silent.properties -v /data:/
config osp:6.6.6
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Uninstalling OpenText Identity Console

This chapter describes the process for uninstalling OpenText Identity Console:

+ “Uninstallation of OpenText Identity Console Docker Container” on page 57
+ “Uninstallation of Standalone OpenText Identity Console (Non-Docker)” on page 57

+ “Uninstallation of OpenText Identity Console Workstation on Windows” on page 58

Uninstallation of OpenText Identity Console Docker
Container

To uninstall OpenText Identity Console Docker container, perform the following steps:

1 Stop the OpenText Identity Console container:
docker stop <contai ner-nanme>

2 Run the following command to remove the OpenText Identity Console Docker Container:
docker rm -f <contai ner_nanme>

3 Run the following command to remove the Docker image:
docker rm -f <docker _inmage_id>

4 Remove the Docker volume:

docker vol une rm <docker - vol une>

NOTE: If you remove the volume, the data will also be removed from your server.

Uninstallation of Standalone OpenText Identity Console
(Non-Docker)

To uninstall standalone OpenText Identity Console, perform the following steps:

1 Navigate to the / usr/ bi n directory on the machine where OpenText Identity Console is
installed.

2 Run the following command:
./identityconsol eUni nst al

OpenText Identity Console is successfully uninstalled.

NOTE: When the OpenText eDirectory or other OpenText OpenText product is installed in the
machine, the user must manually uninstall nici and openssl.
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Uninstallation of OpenText Identity Console Workstation
on Windows

1 Close all the OpenText Identity Console applications.
2 Close the eDirAPI terminal.

3 Navigate to the folder | dent i t yConsol e_<versi on>_wor kstati on_wi n_x86_64 where
the build is extracted, navigate to eDi r APl folder, and take a backup of cert folder.

4 Delete the Workstation folder| dent i t yConsol e_<ver si on>_wor kstati on_w n_x86_64.
5 Uninstall Nl CI _wx64, only if OpenText eDirectory is not installed in the server.

The OpenText Identity Console Workstation on Windows is uninstalled.
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Troubleshooting

This section includes some tips and best practices while using OpenText Identity Console. If you find
something that works well for you, please share it at Cool Solutions (http://www.novell.com/
coolsolutions).

+ “ERROR: Login Failure. Invalid Credentials” on page 59

+ “INFO: Latest OpenText Identity Console version is already installed. Exiting” on page 59

+ “ERROR: Installing OpenText Identity Console with Older NICI Instance” on page 60

+ “ERROR: Failed Dependencies” on page 60

+ “ERROR: Server Certificate Failed Message” on page 60

For the OpenText Identity Console to perform at its best, use latest supported browser, and clear the
browser cache and cookies at regular intervals.

ERROR: Login Failure. Invalid Credentials

Ifyouseea"Login Error. Invalid Credential s" (applies only for Container and Linux
installed IDC) error message when you log into the OpenText Identity Console, you should check the
OpenText Identity Console network call to find if " Ent er ed Host nane inval i d" error appears.
If you receive an error message, it is because the OpenText eDirectory IP address associated with the
OpenText Identity Console may not be present in the edi r api . conf file. In this situation, edit the
edi rapi . conf file and add the edi rect ory i p address to the file under the edi r - host s
parameter.

A sample configuration file is shown below:

listen = ":9000"

pf xpassword = "novel | "

bcert = "/etc/opt/novell/eDirAPl/cert/"
ospnode=f al se

edir-hosts = "<ip_address-1>: 636, <i p_addr ess-2>: 636"

INFO: Latest OpenText Identity Console version is already
installed. Exiting

If OpenText Identity Console installation fails or gets interrupted, and the installer exits, on re-install
of OpenText Identity Console, the error message is displayed as “Latest identity console version is
already installed. Exiting”.

In this situation uninstallation of the OpenText Identity Console is not required, user can run the
following command to configure:

{usr/bin/identityconsol eConfigure
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ERROR: Installing OpenText Identity Console with Older
NICI Instance

If an unsupported version of NICl is installed or if the NICI is not updated, OpenText Identity Console
(version 1.8 and later) displays the following error message.

Server not configured with configure.bat file.

You have to uninstall or update the NICl instance to support the current version of OpenText Identity
Console.

ERROR: Failed Dependencies

If you see the failed dependency error message for libldap_r-2.4.s0.2 while installing the OpenText
Identity console (version 1.7.2 and later) on later version of RHEL 9.X, install the openl dap-
conmpact rpmrunning the below command.

yum install openl dap-conpat.x86_64

ERROR: Server Certificate Failed Message

While installing the OpenText Identity console (version 1.7.2 and later) on FIPS-enabled RHEL
(version 9.X), you may see an auto-fetching server certificate failed error message.

This issue can be overcome by manually providing the certificates.
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